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Getting started

First steps

This guide helps you quickly deploy CloudBeaver. You'll launch the server, open the app in your
browser, and prepare it for database connections.

Deploy CloudBeaver

The easiest way to run CloudBeaver is with Docker Compose:

Tip

You can also deploy CloudBeaver on Kubernetes, or in the cloud. See CloudBeaver deployment for more options.

1. Clone the deployment repo and navigate to the repository:

git clone https://github.com/dbeaver/cloudbeaver-deploy
cd ~/cloudbeaver-deploy

2. Copy the example file to create your .env file:
cp .env.example .env
Then open the file and make sure to change the default database password:

nano .env

Tip

This file controls startup settings like ports, database config, and proxy type. See environment file variables and
server configuration.

3. Starttheserver:
docker-compose up -d

4. Open http://<server-ip>:8978 inyour browser to launch the easy config wizard.


https://github.com/dbeaver/cloudbeaver-deploy

a. Follow the steps in the easy config wizard.

b. If you're using a paid version, you'll need to provide your license key. Learn more

Need custom networking, HTTPS, or a proxy?

See Proxy configuration and Domain Manager.

5. Once setup is complete, continue with Basic operations.

Using the Community Edition?

See the CloudBeaver Community deployment instructions in the GitHub wiki.

Create a new connection

1. Clickthe + buttoninthe top menu and select New Connection.
2. Choose adriver.

3. Fillin connection details.

Info

See configuring connection settings for help.

4. Click Test to check the connection (optional).

Click Create.

Resources for database operations

e Interface overview
Overview of CloudBeaver's web interface.

o Database Navigator
Navigation through database schemas and objects.

o Database objects
Managing database objects.

e DataEditor
Data management and editing.

e Run queries
Running SQL queries and scripts.


https://github.com/dbeaver/cloudbeaver/wiki/CloudBeaver-Community-deployment-from-docker-image

e Database diagrams
Database structure visualization.

e Exportdata
Export tables, query results in different formats.

e Importdata
Import data into databases from files in different formats.

e UseAl
Al features for database tasks.

Additional resources
e DBeaver Blog
News and updates from the CloudBeaver team.

e Twitter updates
News and updates on Twitter.

e Edition comparison
Comparison of DBeaver editions.


https://dbeaver.com/blog/
https://twitter.com/dbeaver_news
https://dbeaver.com/edition/

Application window overview

The CloudBeaver window contains a Toolbar and a main area with one or more Views and Editors:

Toolbar Editors
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Tip

For a practical demonstration of CloudBeaver's capabilities, please refer to our demo server. For more information, see
Demo Server.

Toolbar

The Toolbar may contain the following menus and buttons:
e The Connection menu contains buttons for creating new connections, opening the Find
Database view, and opening Cloud Explorer.
e The SQL Editor button is for opening the SQL Editor.

e The Tools menu provides options to open the Cloud Storage view, Al chat, Scripts viewer, Query
history and Log viewer.

e The menu for switching between Auto and Manual commit mode.




e The Database menu allows for the management of database drivers and connections.
e The Profile menu contains user info, preferences, and capability for password management.
e The Shortcuts button contains shortcuts for CloudBeaver usage.

e The Settings menu provides options to open an Administration menu, view Product information,
open Preferences, and Logout.

Note

The availability of these buttons depends on the version of CloudBeaver you are using.

As an administrator, you can customize the menu bar. To do this, navigate to Settings ->
Administration -> Server Configuration tab.

Views

The Views in the main area are designed to display data and provide navigation and may contain the
following buttons:

e Database Navigator: Provides a tree structure view of all the databases you have access to,
allowing you to navigate through schemas, tables, and other database objects.

e Query History: Records the queries you have executed and allows you to revisit and analyze
them.

e Scripts viewer: Manages and organizes your SQL scripts.
e Cloud Storage: Enables you to interact with files stored in cloud services.

e Logviewer: Displays the CloudBeaver logs. Except for the Database Navigator, to access these
views, click on the Tools button and choose the necessary View from the list.

Note

The availability of these buttons depends on the version of CloudBeaver you are using.

Editors

The Editors within the main area are interactive windows that allow you to directly work with data
and SQL queries.

e DataEditor: An interface for modifying and browsing table data.

e SQL Editor: Aninterface for writing, editing, and running SQL queries.



To open these Editors, navigate through the Database Navigator to the desired database object or
use SQL Editor button in the Toolbar.

Managing Views and Editors

All Editors have the following menu buttons. To access them, click on the three dots under the
corresponding tab.

= pagila [5] public [T =ql-1 (PostgreSQL@localhost) x BB actor
b 1+ SELECT Rename
) 2 a.actor_id, )
+ 3 a.first_name, Open in tab Alt+T
0] 4 a. last_name, Close
B 5 c.name category
6 FROM Close all
B 7 public.actor a Close others
& 8 INMER JOIN public.film_actor fa ON
] a.actor_id = fa.actor_id Close all to the Left
1@ INMER JOIN public.film_category fc 0 Close all to the Right
11 fa.film_id = fc.film_id
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Button Description
Rename Rename the SQL Editor's tab.
OpeninTab Opens the current editor in a separate tab.
Close Close the current editor window or tab.
Close all Close all open editor windows or tabs.
Close others Close all editor windows or tabs except the curre
ntly active one.
Close all to the Left Close all editor windows or tabs to the left of the

current tab.



Button Description

Close all to the Right Close all editor windows or tabs to the right of th

e current tab.

For the Views, you have the ability to adjust their size or change how they are displayed.

CLOUD STORAGE QUERY HISTORY *
Type query part to search in query history v Qe
TIME TYPE TEXT DURATION ROWS RESULT CONNECTION CONTEXT
/' 4/15/2024,1:54:16 PM SQL / User SELECT * FROM SiteActivity 112 0 Success Firestore Main Firestore Connecti.
/' 4/15/2024,1:54:13 PM SQL / User SELECT * FROM SiteActivity 349 0 Success Firestore Main Firestore Connecti.
/' 4/15/2024,1:54:06 PM Connected to "Firestore 9959 Success Firestore Main Firestore Connecti..
\/  4/15/2024,1:52:26 PM Connected to "MongoDB@Ilocalhost" [ Success MongoDB@localhost Main MongoDB Connect.
/' 4/15/2024,1:52:16 PM Di from "MongoD: " 24720 Success MongoDB@localhost Main MongoDB Connect.
/'  4/15/2024,1:51:51 PM Connected to "MongoDB@localhost” 24720 Success MongoDB@localhost Main MongoDB Connect.

To do this:

Resize: Click and drag the borderline separating the View from the Editor. This allows you to
customize the size of the View pane to your preference.

Maximize/Restore: Use the maximize and restore buttons to toggle the View pane between full
screen and its original size.

Minimize: Click the minimize button to collapse the View pane, providing more space for the
Editor area.




Basic operations

This guide outlines the essential steps to quickly get started with CloudBeaver.

First access

When you open CloudBeaver in your browser for the first time, you’ll land directly on the login page.

After logging in, you can start working with your databases right away.
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Tip

For a detailed understanding of CloudBeaver interface, refer to the Application Window Overview article.

Database navigator

After logging in, you'll see the Database Navigator. It’s your main panel for accessing and managing

databases.




& =0 8 £ Q
SETTINGS

Filter

Show collapsed

Save tree state

Folders
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Show objects description

Search elements.. Q,

Shared
> [E1 Production
v [N Test
~ ¥ PostgreSQL
v [N Databases
v & postgres
> B9 Schemas
> [ Event Triggers
> B3 Extensions
> [m Storage
> [m System Info
> B4 Roles
> B3 Administer
> [ System Info

e Tostart, create a connection to a database.

e To explore the database objects, click on the arrow next to a database name to expand and see
tables, views, and other metadata objects.



Object editor
From the Database Navigator, you can open the Object Editor to explore and manage database
objects.

Double-click a table or other object to open it. The Object Editor provides detailed tabs for working
with your data.

[@ public = artist -

Properties [ Data ol Diagram
Tabs —p I El Prop " Diag I
il Info
+ Columns .
Table Name Object ID
[ Constraints
artist 126400
I Foreign Keys
W Indexes Owner Tablespace
I Dependencies
postgres po_default
B References
B Partitions Super Tables Sub Tables
W Triggers
M Rules
N Policies Has Oids Has Row-Level Security
E DoL
Partition by Content
Partitions
area
Extra Options Comment
4
STATISTICS
Row Count Estimate Disk Space
275 B4R
Rel Size
16K

The Object Editor has three tabs to organize your work:

Tab Description Reference article

Properties View and edit the properties of Properties Editor
the database object.

Data Open the Data Editor to mana Data Editor

ge table and view data.

Diagram ** Visualize table relationships wi Diagrams



Tab Description Reference article

th Entity-Relationship Diagram
s.

Basic operations

Now let’s explore how to manage your data in CloudBeaver.

How to create the first connection

After logging in, create your first database connection:

1. Click New Connection on the welcome page.

New connection

¥ Db2 for LUW 18M Db2 for Linux/Unix/Windows driver

. MariaDB MariaDB JDBC driver

MeongoDB Driver for MongoDB
oL MysQL Driver for MySQL & and later
99 oobsc Modern JDBC-ODBC bridge
Oracle Qracle JDBC driver
PostgreSQL PostgreSQL standard driver

Redshift AWS Redshift JDBC driver

2. Select your database type from the list.
3. Enter connection details:

e Host.

e Port.

e Database name.

e Database credentials.

4. Test the connection, then click Finish.



Tip

For a full list of supported databases, see Supported Databases.

Object creation
Create new objects like tables, views, or schemas using SQL scripts.

1. Inthe Database Navigator, locate your database.
2. Click Open SQL Editor button in the top toolbar.

Toolbar Script panel
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3. Write your SQL script:

Example

CREATE TABLE example_table (
id INT PRIMARY KEY,
name VARCHAR(100)

)5




4. Runthe script:

e Click the Execute SQL Statement button 4 or press|_Ctrl+Enter torunitand create the

object.

Tip

See more information on SQL Editor.

Work with data

1. View and edit data:

e Double-click a table in the Database Navigator, or right-click it and select Open.

e Editdatadirectly in the grid and click Save.
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2. Insert new data:

e Click the Add button = to add new records.
e Fill out the row and click Save.

3. Delete data:

e Select rows and click the Delete selected button E.

e Confirm and save changes.




Tip

See more information on Data Editor.

Execute SQL queries

1. Inthe Database Navigator, locate your database.

2. Click Open SQL Editor button in the top toolbar.

3. Write your query:

a. Inthe SQL Editor, type your SQL query.

Example

SELECT * FROM Album; .

~ F§ SQLite_del_team1
B8 Album
B8 Artist
8 Customer
B8 Employee
& foo
BB Genre
B8 Invoice
B8 InvoiceLine
B MediaType
8 Playlist
BB PlaylistTrack
B8 Track
B EmpView
P test

17 sqi1 (SQLite_del_team1)

» 1 select + from Album;

y 2 select + from Customer;

B
"
[

— =

& Statistics-1 & Result-1<1> 5 Result-1<2>
Enter a SOL expression to filter results, e.g. column_name=10
* 123 Customerid asc FirstName asc LastName
1 1 Luis Gongalves

2 2 Leonie Kohler

3 3 Frangois Tremblay

4 4 Bjern Hansen

5 5 Frantisok Wichterlova
5 6 Helena Holj

7 7 Astrid Gruber

8 8 Daan Pestars

9 9 Kara Nielsen

Q- 200 X 5 o= =

s8¢ Company
Embraer - Empresa Brasileira de Aerondutica S.4
UL
UL
[NUL
JatBrains s.r.o.
NULL
NUL
UL
NULLL
T EXPORT

soc Address
Av. Brigadeiro Faria Lima, 2170
Theodor-Heuss-Strae 34

1498 rue Bélanger

Ullevalsveien 14

Klanova 9/506

Rilskd 317476

RotenturmstraBe 4, 1010 Innere Stadt
Gréteystraat 63

Sender Boulevard 51

Ase City

30 José dos Campos ¢

Stutigart
Montréal
oslo
Prague
Prague
Vienne
Brussels

Conenhagen

Success - 3Ims.

() GROUPING ™ VALUE

Tip

Use Al SQL Assistance to improve your SQL scripts.

b. Press Ctrl+Enter jorright-click the query and click Execute SQL Statement button.

4. Viewresults:

e Results appear in the bottom panel of the SQL Editor.



Tip

Want to work faster? Check out the list of available keyboard shortcuts in Shortcuts.




Demo server

CloudBeaver's demo server offers a comprehensive preview of the functionalities available in
CloudBeaver Enterprise. This initial experience allows you to explore the software using pre-
configured databases.

Demo server

Access the demo server at https://demo.cloudbeaver.io. The server comes pre-installed with the
following databases:

e MariaDB

e MongoDB

e PostgreSQL

e SQlite

Custom Connections

The CloudBeaver Enterprise demo server doesn’t support creating custom connections. To connect
CloudBeaver to your databases, install CloudBeaver in your infrastructure. Deploy your own server
instance to enable custom connection features using one of these methods:

e Deploy from a Docker image

e Use AWS AMI deployment

o Deploy in Google Cloud

e Deploy on Microsoft Azure

Note

An Enterprise license is required to deploy a custom server instance. For more details, see CloudBeaver licensing.

Security

The demo server is not focused on security measures and contains no sensitive data. It operatesin a
completely isolated environment. If you identify any security vulnerabilities, please report them
through our GitHub issues page.


https://demo.cloudbeaver.io/
https://github.com/dbeaver/cloudbeaver/issues

Configure connection

Create connection

CloudBeaver provides multiple methods to set up a connection. To create a connection, do one of
the following:

Create a new connection

1. Initiate new connection:
e Clickthe + buttoninthe top menu.

e Select New Connection from the dropdown options.

New connection

& Db2 for LUW 18M Db2 for Linux/Unix/Windows driver

. MariaDB MariaDB JDBC driver

MengoDB Driver for MongoDB

. MysaL Driver for MySQL 8 and later
opBe Madern JDBC-ODBC bridge
Oracle Qracle JDBC driver
PostgreSQL PostgreSQL standard driver

Redshift AWS Redshift JDBC driver

2. Select the appropriate driver from the available options.

Note

If no driver is available for your database, you may need to create a custom driver. By default, some drivers require
downloading. If a driver is missing, you'll see a warning message.

3. Enter all necessary details in the form fields provided. For detailed steps on filling out these
fields, refer to the section below.
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MAIN  DRIVERPROPERTIES ~ SSHTUNNEL  SSL CAHGEL TESY, CREATE

Driver Configuration AUTHENTICATION

® PostgreSaL v @wanual  (QuRL Fe——— .

*

Host User name User password

focalhost
Port

[ Save credentials for the current user
5432 <

Database
No Connections. Use the top Misc
menu to setup connection to posigres
your database.
User role

Connection name *
> DATABASE LIST
PostgresaL@localhost

> saL
Project
Private -
> EXPERT SETTINGS
Description

4. Test the connection (optional):
e Click the Test button to ensure the connection parameters are correct.

5. After confirming all details, click the Create button.

Access and modify connection

To edit the connection details, click the context button next to the connection name and choose
Manage -> Edit Connection.



Search elements a,
CloudBeaver Enterprise Edition
Private
» ' PostgreSQL@localhost

Open

SQL Editor onnection saL

Manage L Edit Connection CPRNSIEESE
Tools L4 Clone

Connection view » Rename

Refresh Delete

Use the Cloud Explorer

Cloud connections are set up through your cloud service provider and automatically populated in
your navigator tree, based on configurations managed by the server administrator.

Info

For details on configuring and managing cloud connections, see the Cloud Explorer.

Configure connection settings

In the New connection wizard, on the Main tab, you need to set all primary connection settings.



No Connections. Use the top
menu to setup connection to
your database.

MAIN DRIVER PROPERTIES SSH TUNNEL SSL

Driver Configuration

W PostgreSaL v @ Manua (O uRL

Host *

fozalhost

Port

5432 <

Database

postgres

Connection name *

PostgreSQL@lecalhost

Project

Private

Description

CANCEL | TEST REATE

AUTHENTICATION

Database Native -

User name User password

] Save credentials for the current user

v MISC °

User role

> DATABASE LIST

> saL

> EXPERT SETTINGS

Here's what you typically need to configure:

Setting

Host

Description

The address of your database server

port

o )

Descrton

W - @

username [

wearle




Setting

Port

Database

Connection name

Project

Description

Authentication

Description

The port number used to connect.

The name of the database you want to connect to.

A name you choose for this connection. It shows u
p in the Database Navigator.

Links the connection to a specific Project. You can
choose between "Shared" and "Private".

A short description of the connection.

Choose the type of authentication the database r

equires.

Private and shared connections

Each connection belongs to a project - either Private or Shared. Private connections are only visible
to you. Shared connections are managed by the administrator and accessible to multiple users or

teams.

The project type also affects how credentials are saved:

Project

Private

Shared

Option

Save credentials for the curren
tuser.

Save credentials for all users w
ith access.

Description

These credentials will be used t
o make automatic connection.

These credentials will be used t
0 make automatic connection f
or all users having access. For
more details, see Users and
Teams.

Note

Save credentials checkbox ignored when using Secret Providers.




Expert settings

Setting

Keep alive (in seconds)

Auto commit

Description

Sets the interval in seconds for sending signals to
keep the connection active. Set to 0 to disable.

Automatically commits changes during a transact
ion if enabled. For more information, see Auto
and Manual commit

Note

The number and type of connection properties depend on the driver.

Additional settings

When setting up a new connection, you may need to configure additional options:

Additional tab

Driver Properties

SSH Tunnel

SSL

Secure Storage with Secret Providers

Description

Each driver has its own set of additional propertie
S.

Configure an SSH tunnel if your database require
s a secure connection.

Enable and configure SSL if your connection requi
res encryption.

Note

This feature is available in Enterprise edition only.

CloudBeaver supports various cloud-based secret providers to retrieve database credentials
securely. For detailed setup instructions, see Secret Providers.



Manage access permissions

In the Community, Enterprise and AWS Editions, you can manage access permissions for a database:

Initiate the creation of a new database connection as an administrator.

Find the Project dropdown menu and select Shared project.

1

2

3. Complete the necessary fields based on the selected type of credentials.
4

Go to Access tab, click Edit, check the box next to their names and click the Add button.

MAIN

O

DRIVER PROPERTIES SSH TUNNEL

USER OR TEAM NAME

Administrators see all connections

O

O 00O

Developer
Denis
Eugene

Ksenia

SSL ACCESS

EDIT

DESCRIPTION

O0DD0OO0OD

Do Do Do De

CANCEL TEST CREATE

Q

USER OR TEAM NAME DESCRIPTION
Developer

Denis

Eugene

Ksenia

To manage access permissions for a database, ensure the Enable private connections setting is

configured correctly in the Server configuration settings:

e If Enable private connections is turned on, switch the project mode to Shared from the
dropdown menu of the Project settings to access the Access tab.

¢ [f Enable private connections is turned off, the Access tab is available by default.

Note

For Private projects, credentials saved during connection creating or database login are stored permanently for the
current user. For Shared projects, credentials saved while creating a connection are available to all users with access, but
if saved during login, they are retained only for the current session.




Use pre-configured connections

You can pre-configure database connections (datasources) in data-sources.json before the server
starts - useful when you deploy the server repeatedly and don't want to create connections manually

in the Ul each time.

Info

For details, see Configuring server datasources.




Network configuration settings

SSH configuration

SSH (Secure Shell) encrypts the connection between a client and a server. In CloudBeaver, you can
configure an SSH tunnel to connect to a database on a remote server that isn't directly accessible
from your network.

CloudBeaver supports the following SSH authentication methods:

e Username/password

e Public key authentication

Configuring SSH tunnels

Note

SSH tunnel support can be disabled by an administrator in Server Configuration. When disabled, the SSH Tunnel tab is
hidden and existing SSH-based connections stop working with a tunneling restriction error. To keep using such
connections, reconfigure them without SSH tunneling.

1. Start by creating a connection.

2. Setthehostnameto localhost and the portto match the remote database in Main tab.

Tip

This step ensures CloudBeaver connects to the database on the remote machine through the SSH tunnel, treating
the remote database as if it were running locally.

Info

If the database server listens on port 3306 , the SSH tunnel forwards this port to your server machine. In
CloudBeaver, set the hostnameto localhost andthe portto 3306 touse the local end of the tunnel. Ensure
that the local port specified in the SSH tunnel configuration matches the port set in CloudBeaver's connection
settings. Verify that no other local services use the same port to avoid conflicts.

Go to the SSH Tunnel tab in the connection settings.

4. Enable the checkbox Use SSH Tunnel and choose the authentication method from
Authentication method dropbox.

5. Depending on the chosen authentication method, configure the required settings:



Field Description

Host Enter the hostname or IP address of the SSH se
rver.

Port Specify the SSH server port (defaultis 22 ).

User Provide the username to authenticate with.

Password Enter the password for the specified user.

Private key Paste the private key or use the File button tou
pload it.

Passphrase (Optional) Enter the passphrase if the private k

ey is encrypted.

6. Click Test tunnel to verify the parameters.

Tip
To avoid entering credentials every time, enable the Save credentials for the current user option. Depending on the
connection type, the checkbox name may vary. For more details, see Credential saving options.

Advanced settings

Setting Description

Alive interval (ms) Sets the interval in milliseconds for sending a kee
p-alive packet to keep the connection active. A val
ue of O disables keep-alive packets.

Connect timeout (ms) Sets the maximum time in milliseconds to establis
h a tunnel connection before timing out.



SSL configuration

CloudBeaver supports the ability to establish connections using Secure Socket Layer (SSL), a
protocol for creating authenticated and encrypted links between networked computers.

Note

SSL parameters are optional and should only be specified if required by your server configuration.

Setting up SSL configuration

1
2
3.
4

Start by creating a connection.
Go to the SSL tab in the connection settings.
Enable the checkbox Enable SSL

Configure the required settings:

Parameter

CA Certificate

Client Certificate

Client Private Key

SSL Mode

SSL Factory

Cipher Suites (optional)

Skip host name validation

Use self signed certificate (non-secure)

Force TLS 1.2

Description

Path to the Certificate Authority (CA) certificat
e.

Path to the client's public key certificate.

Path to the client's private key.

Desired security level for SSL.

Provide SSLSocketFactory factory class name.

Specify a comma-separated cipher suites list to
use.

Whether to bypass hostname validation.

Acceptance of self-signed certificates.

Enforce using TLS version 1.2.



Parameter Description

Verify server certificate Ensures the server certificate is valid.
Allow public key retrieval Allows the retrieval of the server's public key.
Note

The availability of these parameters can vary depending on the database.

5. If all other necessary connection settings are configured, complete the setup by clicking Finish,
or test the configuration by clicking Test Connection to ensure that SSL is functioning correctly.

Tip
To avoid entering credentials every time, enable the Save credentials for the current user option. Depending on the
connection type, the checkbox name may vary. For more details, see Credential saving options.

Setting up SSL configuration via Driver properties

For some databases, an alternative method to configure SSL settings is available through the Driver
properties tab. This approach allows access to additional or driver-specific SSL options that may not
be present in the main SSL tab:

1. Select the Driver properties tab within the Connection settings.



CANCEL l | TEST CREATE

MAIN DRIVER PROPERTIES SSH TUNNEL SSL

MAME  ssl X VALUE

+ Add property

gsslib auta

ssl

sslcert

sslfactory ofg. postgresqgl.ssl LibPQFactory
ssifactoryarg

sslhostnameverifier

sslkey

ssimode

sslpassword

sslpasswordcallback

ssiResponseTimeaout 5000

sslrootcernt

2. Look for properties prefixed with ss1,suchas sslResponseTimeout, sslfactoryarg,
sslhostnameverifier ,etc. Configure the necessary properties according to your database and

server requirements.

3. Ifall other necessary connection settings are configured, complete the setup by clicking Finish,
or test the configuration by clicking Test Connection to ensure that SSL is functioning correctly.

Import SSL certificates on startup

CloudBeaver can import certificates from a predefined folder at startup. This method is useful for
databases protected by self-signed certificates. It ensures secure connections without manual setup,
especially when a firewall or internal security policies require specific certificates.

To add a certificate, ensure it is available in the {workspace}/.data/custom-certs or
{workspace}/.data/custom directory inside the container. CloudBeaver detects and imports
certificates from this directory on startup. For more details on workspace location, see Workspace

location.

Important

Only certificates are imported, not private keys.




Database authentication methods

Database username/password authentication

CloudBeaver includes support for Database username/password authentication, enabling secure

connections to your databases.

CANCEL

TEST

AUTHENTICATION

Driver Configuration
SostgreS (@) Mar
W PostgreSaL (@) Manual Database Native
Host *
User name User password
locathast .
postgres || s o
Fort
[ save credentials for the current user
5432
Database
MISC
postg
User role
Connection name *
DATABASE LIST
Postgresal
saL
Project
Private
EXPERT SETTINGS
Description
4
Settings

Here are the steps to configure Database username/password authentication:

1. From the Authentication dropdown menu, select the Username/Password method.

2. Enter the username and password that are associated with your database in the Username and

Password fields respectively.




Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect. For more details on connection settings, see Create Connection.

3. Once you have input your credentials, click the Test button to verify your settings. If everything
is configured correctly, CloudBeaver should now be able to connect to your database using the
username/password authentication method.



MongoDB authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver is fully compatible with the MongoDB authentication method, offering you a secure

way to access your MongoDB databases.

CANCEL

TEST

MAIN  PROPERTIES SSH TUNNEL s5L
Driver Configuration AUTHENTICATION
iy
0 Mongons ™ @manual Quml User name User password
Host * Mongo_user @
localhost —
L] Save credentials for the current user
Port
27017
v SETTINGS
Database
Mechanism
local
SCRAM-SHA-1 v
Source
Connection name * admin
MengoDB@lecalhost
Replica Set
Project
Private e
Description EXPERT SETTINGS
#
Settings

Here are the steps to configure MongoDB authentication:

1. Start by creating a connection for MongoDB.

2. Enter the username and password in the Username and Password fields respectively.




Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect. For more details on connection settings, see Create Connection.

3. Fromthe Mechanism dropdown menu, select an option. The following table outlines the

available authentication mechanisms:

Mechanism

SCRAM-SHA-1

SCRAM-SHA-256

MONGODB-CR

PLAIN

GSSAPI

NONE

Description

A password-based authentication mechanism u
sing SHA-1 hashing algorithm. Suitable for secu
ring data transmissions.

An upgraded version of SCRAM-SHA-1 ,usingt
he stronger SHA-256 hashing algorithm. Offe
rs enhanced security.

A protocol specific to MongoDB, utilizing a chal
lenge-response mechanism for authentication.

A simple, unencrypted password-based authen
tication mechanism. Not recommended for pro
duction environments due to security vulnerab
ilities.

Based on the Kerberos protocol, this mechanis
m offers secure password authentication.

No authentication is required. This method sho
uld only be used in secure, isolated environmen
ts.

Info

You can read more about these mechanisms on the MongoDB documentation page.

4. Fillinthe additional fields as necessary.


https://www.mongodb.com/docs/drivers/go/current/fundamentals/auth/

Field Description

Source The authentication database to use. Typically, t
hisis admin for administrative users.

Replica Set Required when your MongoDB setup includes
areplicaset.

5. Once you have input your credentials, click the Test button to verify your settings. If everything
is configured correctly, CloudBeaver should now be able to connect to your database using the
MongoDB authentication method.



Microsoft Entra ID authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver comes with Microsoft Entra ID (formerly Azure AD) authentication support, allowing
secure access to your databases. You can connect using different authentication methods,
depending on your setup.

Prerequisites

Make sure you have:

e anactive Azure account with the appropriate permissions

e aMicrosoft Entra ID application is registered and configured by your administrator.

Info

To use Microsoft Entra ID authentication for database connections, sign in to CloudBeaver through the Microsoft Entra
ID provider. Azure authentication works only within an active Entra ID session. For setup details, see Set up Microsoft
Entra ID provider.

Configure an authentication type

Available Microsoft Entra ID authentication types depend on the selected database driver.



Entra ID SSO authentication

MAIN DRIV

Driver Configuration

PostgreSaL v Manual () URL
g v

Host *

localhost

Port

5432 -

Database

postgres

Connection name *

PostgreSQL@localhost

Project

Private

Description

CAMCEL

TEST

CREATE

AUTHENTICATION

Micrasoft Entra 1D for PastgreS0L

Azure Group Name

] Save credentials for the current user

< MISC

User role

DATABASE LIST

s0L

EXPERT SETTINGS

1. From the Authentication dropdown menu, select the Microsoft Entra ID method.

2. Click the Authenticate button that appears above the connection settings. You'll be prompted

to login through Azure.

e Alternatively, login using the Entra ID identity provider directly.

If necessary, provide the Azure Group Name for group-based access.

4. (Optional) Review Use legacy token permissions.

e keepitunchecked in almost all cases.

e enableit only if your DBA or admin specifically instructs you.

Info

This option forces the connection to use older token scopes and claim formats for backward compatibility with
databases or drivers that don't fully support modern Microsoft Entra ID permissions.




5. Once you have input database connection details, click the Test button to verify your settings. If
everything is configured correctly, CloudBeaver should now be able to connect to your database
using the Microsoft Entra ID authentication method.

Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect. For more details on connection settings, see Create Connection.

Entra ID with client credentials

CANCEL ] TEST ] CREATE
MAIN DRIVER PROPERTIES S5H TUNNEL Al

AUTHENTICATION
Oracle Microsoft Entra ID ~

Tenant ID *

72f988bf-8611-41af-91ab-2d7cd011dba?

Application Client ID *

3f5c2alb-9cde-4bZa-8f1d-6a7e2b9c1234

Application Client Secret

Oracle wallet archive

[T UPLOAD FILE

No file chosen

("] save credentials for the current user

Use this authentication type for service connections where an application authenticates through
Microsoft Entra ID.

1. From the Authentication dropdown menu, select the Microsoft Entra ID method.

2. Enter the values below:



Field in CloudBeaver

Client ID

Tenant ID

Client secret (Option
al)

Scope (Optional)

SSL Certificate (Opti
onal)

What to enter

Your app’s Applicatio
n(client) ID

Your Directory (tena
nt) ID

The secret Value (not
the Secret ID)

OAuth scope used wh
en requesting an acce
ss token

SSL/TLS certificate fil
e for the database co
nnection

Where to find in the
Azure portal

Microsoft Entra ID -
App registrations - Y
our app - Overview

Microsoft Entra ID -
Overview - Tenant ID

Your app - Certificate
s & secrets - Client se
crets

Microsoft Entra ID -
App registrations - Y
our app - APl permiss
ions

Your database SSL/TL
S configuration

Reference

Copy the client ID

Find your tenant ID

Add a client secret

Scopes and
permissions

See your database or
infrastructure docum
entation

> **Tip**: In client credentials flow, access is usually based on application
permissions configured for the registered application. For information on
client credentials flow, see [Microsoft identity platform and the OAuth 2.0
client credentials flow](https://learn.microsoft.com/en-us/entra/identity-
platform/v2-oauth2-client-creds-grant-flow).

1. (Optional) Review Use legacy token permissions.
e keepitunchecked in almost all cases.

e enableit only if your DBA or admin specifically instructs you.

Info

This option forces the connection to use older token scopes and claim formats for backward compatibility with
databases or drivers that don’t fully support modern Microsoft Entra ID permissions.

2. Once you have input database connection details, click the Test button to verify your settings. If
everything is configured correctly, CloudBeaver should now be able to connect to your database
using the Microsoft Entra ID authentication method.


https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app#copy-the-application-id-client-id
https://learn.microsoft.com/en-us/entra/fundamentals/how-to-find-tenant
https://learn.microsoft.com/en-us/entra/identity-platform/how-to-add-credentials?tabs=client-secret
https://learn.microsoft.com/en-us/entra/identity-platform/scopes-oidc
https://learn.microsoft.com/en-us/entra/identity-platform/scopes-oidc

Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect. For more details on connection settings, see Create Connection.




Oracle wallet authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver includes support for Oracle Wallet authentication, enabling secure connections to

your databases.

MAIN  DRIVER PR

JDEC URL

Connection name *

jdbeoraclecthing@(DESCRIPTION=(ADDRESS=(PROTOCOL

Driver Coenfiguration
B oracle v (O manual (@ uRL

eps

CANCEL

TEST

AUTHENTICATION

Oracle Wallet

User name User password

system || e

Oracle wallet archive

¥ UPLOAD FILE

Archive.zip %

Oracle@jdbe oraclethin:@{>
Project [C] save credentials for the current user
Private v
Description * EXPERT SETTINGS
A
Settings

Here are the steps to configure Oracle Wallet authentication:

1. From the Authentication dropdown menu, select the Oracle Wallet method.

2. Create an Oracle wallet if you do not already have one. For more information, see the official
Oracle documentation: Oracle Wallet Configuration Guide.

Tip

For CloudBeaver, the Oracle Wallet files must be provided as a zip archive.



https://docs.oracle.com/middleware/1213/wls/JDBCA/oraclewallet.htm#i1032267

3. Enter the username and password that are associated with your database in the User name and
User password fields respectively.

Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect. For more details on connection settings, see Create Connection.

4. Once you have input your credentials, click the Test button to verify your settings. If everything
is configured correctly, CloudBeaver should now be able to connect to your database using the
Oracle Wallet authentication method.



Salesforce authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver is fully compatible with the Salesforce password and OAuth authentication methods,
offering you a secure ways to access your Salesforce databases.

Password authentication

Here are the steps to configure Salesforce authentication:
1. From the Authentication dropdown menu, select the Salesforce password authentication
method.

2. Enter the username, password and security token that are associated with your Salesforce
database in the Username, Password and Security token fields respectively.

Note

Having a security token is necessary for securely connecting to Salesforce from CloudBeaver. This token can be
generated in your Salesforce account settings.

3. Click the Test button to verify your settings. If everything is configured correctly, CloudBeaver
should now be able to connect to your database using the Salesforce authentication method.

Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect.




e (e e . — - CANCEL TEST m
MAIN DRIV ROPERTIES S5H TUNNEL

Driver AUTHENTICATION
® Salesforce v
Salesforce password authentication v
Host *
User name User password
ogin salesforee com
salesforce_user seseninna @
Port 5
Security token
443 < .
@
Database
Save credentials for the current user
db

~ EXPERT SETTINGS

Connection name *
Keep alive (in seconds)
Salesforce@login.salesforce.com
0 <

Project

Auto commit

Private -

Description

OAuth authentication

Follow these steps to configure Salesforce OAuth authentication:

1. From the Authentication dropdown menu, select Salesforce OAuth authentication.

2. Enter the Client ID and Client Secret associated with your Salesforce application in their
respective fields.

Tip

The Client Secret field is optional, but entering it will allow a more secure connection to your Salesforce account.

3. Click the Test Connection button to verify your settings. If configured correctly, CloudBeaver
will establish a connection using the Salesforce OAuth authentication method.



MAIN DRIVER PROPERTIES

Driver

® Salesforce

Host *

login.salesforce.com

Port

443 <

Database

db

Connection name *

Salesforce@login.salesforce. com

Project

Private

Description

S5H TUNNEL

CANCEL TEST CREATE
AUTHENTICATION
Salesforce DAuth authentication
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Save credentials for the current user

~ EXPERT SETTINGS

Keep alive (in seconds)
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Kerberos authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver includes support for Kerberos authentication, enabling secure connections to your
databases.

CANCEL TEST CREATE
MAIN DRIVER PROPERTIES S5H TUNNEL S5L

Driver Cenfiguration AUTHENTICATION
MySaL - (@ manuat () uRL rETSp— .
Host *
User name User password
kecalhost
Port
Kerberos user name KDC server
3306 =
Database
Realm name
[] save credentials for the current user
Connection name *

MySQL@localhost
~ ADVANCED
Project
Server Time Zone
Private hd
Description

» EXPERT SETTINGS

Supported databases

e AlloyDB for PostgreSQL
e CockroachDB
e Db2for LUW

Note

Kerberos authentication is only supported with version 11.x of the Db2 driver.



https://www.ibm.com/docs/en/db2/11.1.0

e Fujitsu Enterprise Postgres

e Greenplum

e SAPHANA

e MariaDB

e Oracle Database
e PostgreSQL

e MySQL

e Amazon Redshift
e Teradata

e TimescaleDB

e Trino (formerly PrestoSQL)

e Yellowbrick Data Warehouse

e YugabyteDB

Settings

Here are the steps to configure Kerberos authentication:

1. From the Authentication dropdown menu, select the Kerberos method.

2. Fillinthe following fields:

Setting

User name

User password

Kerberos user name

Realm name

Description

Specifies the name of the user or role within th
e database.

The password associated with your Kerberos u
ser.

A unique identity in the Kerberos system to wh
ich Kerberos can assign tickets, enabling access
to services that are Kerberos-aware.

The domain over which a Kerberos authenticat
ion server can authenticate users, hosts, or ser
vices. It's often the uppercase version of the D



Setting Description

NS domain name it oversees.

KDC server The hostname of your Kerberos Key Distributi
on Center (KDC), which is a service that provid
es session tickets and keys within an Active Dir
ectory domain.

Tip

If you check the Save credentials for the current user option, you will not be asked to input your credentials every
time you connect.

3. Once you have input your credentials, click the Test button to verify your settings. If everything
is configured correctly, CloudBeaver should now be able to connect to your database using the
Kerberos authentication method.



Databases support

CloudBeaver supports a wide range of databases, including relational, NoSQL, and embedded,
providing easy integration with different systems and business needs.

Note

Not all databases in the list are available for connection by default. If you don't see the database you need, contact your
server administrator. For instructions on adding new database drivers, refer to the instruction.

Database Pre-downloaded driver
Apache Kyuubi N
ClickHouse V/
Db2 for IBMi N
Db2 LUW Yy
DuckDB v/
Firebird N
H2 Embedded /
H2 Embedded V.2.1 Y,
H2 Embedded V.2.4+ Ni
MariaDB Ni
MySQL Ny,
Oracle N

PostgreSQL v



Database Pre-downloaded driver

SQL Server N
SQLite v

Trino N

Databend Ni

LibSQL v

Database Pre-downloaded driver
Altibase vV

Apache Arrow

Apache Calcite Avatica

Apache Drill

Apache Hive 2

Apache Hive 4+

Apache Ignite

Apache 1oTDB

Apache Kylin

Apache Phoenix

Apache Spark

Athena v



Database

Athena (Legacy)

Aurora DSQL

Azure Cosmos DB for Cassandra

Azure Cosmos DB for MongoDB

Azure Cosmos DB for NoSQL

Azure SQL Server

Babelfish via TDS (beta)

Cache

Cassandra

ClickHouse (Legacy)

Cloudberry

CloudSQL - MySQL

CloudSQL - PostgreSQL

CloudSQL - SQL Server

CockroachDB

Couchbase 5+

CouchDB

CrateDB

Pre-downloaded driver



Database Pre-downloaded driver

CrateDB (Legacy)

Csv v
CUBRID J
Dameng i
Databricks v
Db2 for z/OS v
Denodo

DocumentDB v
DolphinDB

Dremio

DynamoDB v
EDB v
Elasticsearch v
Exasol

FerretDB v
Files - Multi Source N
Firestore Yy

Fujitsu Enterprise Postgres v



Database

GBase 8s

GaussDB

Gemfire XD

GizmoSQL

Google AlloyDB

Google BigQuery

Google Cloud Bigtable

Google Cloud Spanner

Greengage

Greenplum

H2 Embedded V.2

H2 Server

H2GIS Embedded

H2GIS Server

HANA

HSQL Server

InfluxDB

InfluxDB 2

Pre-downloaded driver



Database

InfluxDB 3

Informix

Ingres

InterSystems IRIS

JDBCX

Jennifer

JSON

Kafka (ksqlDB)

Keyspaces

Kingbase

Machbase

Materialize

MaxDB

Microsoft Fabric

Mimer SQL

MonetDB

MongoDB

MySQL 5 (Legacy)

Pre-downloaded driver



Database

NDB Cluster

Neo4j

NetSuite

Neptune

Netezza

NuoDB

OceanBase

Ocient

OmniSci (formerly MapD)

Open Distro Elasticsearch

OpenEdge

OpenSearch

Oracle (Legacy)

OrientDB

Parquet

PrestoDB

PrestoSQL

Raima

Pre-downloaded driver



Database

Redshift

Redis

RisingWave

Salesforce

Salesforce Data 360

Salesforce Data 360 (Legacy)

ScyllaDB

SingleStore

SnappyData

Snowflake

Solr

SQL Server (Old driver, jTDS)

SQLite Crypt

SQream DB

StarRocks

Sybase jConnect

Sybase jTDS

TDengine

Pre-downloaded driver



Database Pre-downloaded driver

TDengine Cloud

Teiid

Teradata N
TiDB

TimescaleDB v
Timestream N
Valkey Ni
Vertica N,
Virtuoso

XML N
XLSX YV
Yellowbrick v
Yugabyte CQL N

YugabyteDB v



PostgreSQL

PostgreSQL

Connect to PostgreSQL in CloudBeaver, configure the driver, and manage your database.

To get started, click Connection in the toolbar, select New Connection, then pick the PostgreSQL
driver. For details, see Creating a connection.

CloudBeaver also supports PostgreSQL extensions such as EDB, Google Cloud SQL for PostgreSQL
and Fujitsu Enterprise Postgres. You must select the appropriate driver in the Connect to a
database window for these extensions.

New connection

postgres| b4
"F PostgreSQL PostgreSQL standard driver
i cloudsQL - PostgresSQL Google Cloud SQL PostgreSQL JDBC driver
niw  Fujitsu Enterprise Postgres Fujitsu JOBC driver

Connection settings

The connection dialog is organized into tabs. Here's what each one covers:



Tab

Main

Driver properties

SSH tunnel

SSL

Access

Al *

Description

Core connection settings: host, authentication, da
tabase list options, and expert settings.

PostgreSQL JDBC driver settings.

SSH tunnel configuration.

SSL certificate and encryption settings.

User and team access control for this connection.

Al assistant and MCP server settings.

@chadmm @ EI

No Connections. Use the top
menu to setup connection to
your database.

MAIN DRIVER PROPERTIES SSH TUNNEL SSL ACCESS Al

Driver Configuration

W PostgresalL - ® Manual () URL
Host * Port

localhost 5432 s
Database

posigres

AUTHENTICATION

Usemame/password ~

User name

postgres

User password

[7] save credentials for all users with access




Connection

Field

Driver

Configuration

Host

JDBCURL

Port

Database

Authentication

Field

Authentication

Save credentials

Description

Auto-filled based on the selected driver type.

Choose whether you want to connect using a host
oraURL.

If you are connecting via host, enter the host addr
ess of your PostgreSQL database here.

If you are connecting via URL, enter the URL of yo
ur PostgreSQL database here. This field is hidden
if you are connecting via the host.

Enter the port number for your PostgreSQL data
base. The default PostgreSQL portis 5432 .

Enter the name of the PostgreSQL database you
want to connect to.

Description

Choose the type of authentication you want to us
e for the connection. For detailed guides on authe
ntication types, please refer to the following articl
es:

- Username/password

- PgPass

- PostgreSQL Kerberos *
- AWSRDS IAM *

- Microsoft Entra ID *

Saves credentials so all users with access to this c
onnection can use them without entering them m
anually. Learn more



Default connection view

Note

This section is available only for shared connections. For details, see Connection name and description.

Option Description

Simple / Advanced Sets the default view for this connection in the da
tabase navigator.

Show system objects Shows system objects in the database navigator.

Info

For more details on connection view, see Simple and Advanced View

Secret parameters

CloudBeaver supports various cloud-based secret providers to retrieve database credentials.

Note

This tab is only available if Enable Secret Management is enabled in Settings -> Administration -> Server Configuration.
Learn more

Role
Field Description
User role Sets the role for this connection. All users connec

t with this role.

Database list

Option Description

Show all databases Displays all databases in the Database Navigator.



Option

Show template databases

Show unavailable databases

Read all data types

Read table keys with columns

Replace legacy timezone

sQL

Option

Show $$ quote as string

Show S$tagName$ quote as string

Expert settings

Field

Keep-alive interval (seconds)

Auto-commit

Description

Displays template databases. This option is availa
ble when Show all databases is checked.

Show databases not available for connection in da
tabase list. This option is available when Show all
databases is checked.

Reads all data types from the server.

Enable reading table constraints during the colum
n reading stage to ensure accurate recognition of

keys. Note that this setting may decrease metada

taloading performance.

Replaces legacy timezone settings. Enable only if
you need to connect with legacy timezones like E
urope/Kyiv or Asia/Calcutta. Only these two tim
ezones are affected.

Description

Displays $S$ quotes as code blocks or strings.

Displays $tagName$ quotes as code blocks or st
rings.

Description

Interval (seconds) for sending a signal to maintain
the connection open during user inactivity.

Determines if each SQL statement is committed a
utomatically upon execution.



Field
Read-only connection

Default catalog

Default schema

Connection name and description

Field

Connection name

Project

Description

Driver properties

Description

Prevents any write operations on this connection.

Specifies the default database to be selected once
the connection is established.

Indicates the default schema to be used within th
e selected database.

Description

Assign a specific name to the connection for easie
r identification.

Choose where to store the connection:

- Private - only you can access it
- Shared - available to other users

Add descriptions for your connection for better u
nderstanding.

Adjust PostgreSQL JDBC driver settings that affect performance, compatibility, and connection
behavior. Edit values directly in the table, or add custom ones with + Add property.



d> B B D

No Connections. Use the top
menu to setup connection to
your database

MAIN  DRIVER PROPERTIES ~ SSHTUNNEL  SSL  ACCESS Al
NAME | Filter Q VALUE
+ Add property
adaptiveFetch false
adaptiveFetchiMaximum B
adaptiveFetchMinimum 0
allowEncodingChanges false

ApplicationName
assumeMinServerVersion
authenticationPluginClassName
autosave

binaryTransfer
binaryTransferDisable
binaryTransferEnable
cancelSignalTimeout
cleanupSavepoints
connectTimeout

currentSchema

PostgreSQL JDBC Driver

never

true

[2] cbadmin

@ [

CANCEL TEST CREATE

Info

For afull list of available properties, see the PostgreSQL JDBC documentation.

Secure connections

CloudBeaver supports SSH and SSL connections to PostgreSQL. For setup details, see:

e SSH configuration

e SSL configuration


https://jdbc.postgresql.org/documentation/use/

D> B B~

R xEQ

No Connections. Use the top
menu to setup connection to
your database.

Al

MAIN DRIVER PROPERTIES SSH TUNNEL SSL ACCESS Al

@@ uUse SSH Tunnel

Authentication method

Public Key ~

Host * Port *
example.ssh.com 22

User * Passphrase
chadmin

Private Key *

~—BEGIN OPENSSH PRIVATE KEY—

il o

il il il ol
~—END OPENSSH PRIVATE KEY-—

FILE

Save credentials for all users with access

> ADVANCED SETTINGS

TEST TUNNEL

Izcbadmm @ IE]

Enable Transfer information to Al vendor to let the Al assistant use this connection's schema and
data when generating SQL suggestions.




R B B D Down @ @

@ 08 XQ

CANCEL TEST
MAIN DRIVER PROPERTIES SSH TUNNEL SSL ACCESS Al

Transfer information to Al Vendor

["] Enable MCP

MCP Endpoint

Enable MCP to use this endpoint ]

No Connections. Use the top
menu to setup connection to

your database.

Note

This tab is only available if Al Integration is enabled in Settings -> Administration -> Server Configuration. For
information on setting up Al integration, see Al assistant setup.

Tip

You can also expose this connection as an MCP server for external Al clients. For setup details, see MCP server.

Access

Control which users and teams can use this connection. Grant access by selecting the checkbox next
to auser or team name.

Switch to the Shared project to enable the Access tab.



@chadmm @ @

@ R EQ

CANCEL TEST CREATE
MAIN DRIVER PROPERTIES SSH TUNNEL SSL ACCESS Al

Search -}
(7]  Granted |= Useror Teamname Description
a & cbadmin

& User All users, including anonymous.
a 2, Marketing
a 2. Developers

No Connections. Use the top
menu to setup connection to

your database

Info

For information on managing users and teams, see Users and Teams.

Supported objects

CloudBeaver lets you view and manage a wide range of PostgreSQL objects:

e Databases

e Schemas
e Tables
e Columns

e Constraints

e Indexes

e Foreign Keys
e Dependencies
o References

e Partitions



e Triggers
e Rules
e Policies
e Foreign Tables
o Views
e Materialized Views
e Functions
e Sequences
e Datatypes
o Aggregate functions
o Event Triggers
e Extensions
e Storage
e Tablespaces
e Roles
e Administer

e Jobs

Note

Table elements like columns, indexes, and constraints appear in the Database Navigator tree only if this option is enabled

in Database navigator settings

Additional features
PostgreSQL specific support
Category
Security
Extensions

Data organization

Objects

Roles, policies

PostgreSQL extensions

Partitions



Category Objects
External data Foreign tables

Database management Dependencies, references, triggers, rules

Tools and integrations

Category Feature
Data transfer Dataimport

Data export

Session management Session manager
Data visualization GIS guide

ERD guide
Query management Query manager

Query history

SQL tools Visual query builder

Administration Audit logging



PgPass authentication

CloudBeaver is fully compatible with the PgPass authentication method, offering a secure way to
access your PostgreSQL databases.

Note

Only an admin can create a PgPass connection.

Settings

PostgreSQL's PgPass method allows authentication using credentials stored ina .pgpass file.
Follow the steps below to configure it in CloudBeaver.

Server configuration
1. Createthe .pgpass file. Each line in the file follows the format:
hostname :port:database:username:password

Save thislineinthe .pgpass file and ensure the file permissions are set to be readable only by
the user.

Info

For more informationon .pgpass , see PostgreSQL documentation.

2. Open aterminal and run the following command to list Docker containers:

docker ps

Copy the ID of the CloudBeaver container from the list.
4. Transferthe .pgpass file to the container:

e For versions before 24.3.4:

docker cp .pgpass "<container-id>":/root/.pgpass
docker exec "<container-id>" chmod 600 /root/.pgpass

e Starting from version 24.3.4:


https://www.postgresql.org/docs/current/libpq-pgpass.html

docker cp .pgpass "<container-id>":/opt/cloudbeaver/.pgpass
docker exec "<container-id>" chmod 600 /opt/cloudbeaver/.pgpass

Note

Ensurethe .pgpass fileis placed in the correct directory based on your CloudBeaver version.

Create connection

After transferring the .pgpass file to the container, follow these steps to finalize the configuration:

1
2
3.
4

Open CloudBeaver and start creating a connection.
In the Authentication dropdown menu, select PostgreSQL PgPass.
Enter the username associated with the PostgreSQL database in the Username field.

Test the connection by clicking the Test button. If the .pgpass fileis properly configured and
the credentials are correct, CloudBeaver will connect successfully.



Snowflake

Snowflake

Note

This feature is available in Enterprise and AWS editions only.

Connect to Snowflake in CloudBeaver, configure the driver, and manage your database.

To get started, click Connection in the toolbar, select New Connection, then pick the Snowflake
driver. For details, see Creating a connection.

New connection

Snowflake X

S—::'F Snowflake Snowflake JDBC driver

Connection settings

The connection dialog is organized into tabs. Here's what each one covers:

Tab Description

Main Core connection settings: host, authentication, da
tabase list options, and expert settings.

Driver properties Snowflake JDBC driver settings.
SSH tunnel SSH tunnel configuration.

Access User and team access control for this connection.



Tab

Al #*

Description

Al assistant and MCP server settings.

2] cbagmin @ [®]

Driver

Host

Port

Database

P CANCEL TEST CREATE
Search elemer MAIN DRIVER PROPERTIES SSH TUNNEL ACCESS Al
Driver SECRET PARAMETERS
i Srowtiois v Secret Name Secret Canfiguration 1D
Host * NONE v
example snowflakecomputing com
Port v SETTINGS
a8 - Warehouse
Database dbeaver
No Connections. Use the top
menu 1o setup connection to Schema
your database. S ——
AUTHENTICATION
Snowflake usemname/password ~ » EXPERT SETTINGS
User name
dbeaver Connection name *
Snowflake@example snowflakecom
User password
@ Project
Shared ~
Role
Field Description

Auto-filled based on the selected driver type.

If you are connecting via host, enter the host addr

ess of your Snowflake database here.

Enter the port number for your Snowflake databa

se. The default Snowflake portis 443 .

Enter the name of the Snowflake database you wa

nt to connect to.



Authentication

Field

Authentication

Save credentials

Default connection view

Description

Choose the authentication method for the conne
ction:

- Username/password
- Private key

- Snowflake OAuth

- 5SSO (Deprecated)

Saves credentials so all users with access to this c
onnection can use them without entering them m
anually. Learn more

Note

This section is available only for shared connections. For details, see Connection name and description.

Option

Simple / Advanced

Show system objects

Description

Sets the default view for this connection in the da
tabase navigator.

Shows system objects in the database navigator.

Info

For more details on connection view, see Simple and Advanced View

Secret parameters

CloudBeaver supports various cloud-based secret providers to retrieve database credentials.

Note

This tab is available if Enable Secret Management is enabled in Settings -> Administration -> Server Configuration.

Learn more




Settings

Field

Warehouse

Schema

Expert settings

Field

Keep-alive interval (seconds)

Auto-commit

Read-only connection

Default catalog

Default schema

Connection name and description

Field

Connection name

Project

Description

Enter the name of the virtual warehouse to use fo
r query execution.

Enter the name of the schema that contains your
tables and views.

Description

Interval (seconds) for sending a signal to maintain
the connection open during user inactivity.

Determines if each SQL statement is committed a
utomatically upon execution.

Prevents any write operations on this connection.

Specifies the default database to be selected once
the connection is established.

Indicates the default schema to be used within th
e selected database.

Description

Assign a specific name to the connection for easie
r identification.

Choose where to store the connection:

- Private - only you can access it



Field Description
- Shared - available to other users

Add descriptions for your connection for better u
nderstanding.

Description

Driver properties

Adjust Snowflake JDBC driver settings that affect performance, compatibility, and connection
behavior. Edit values directly in the table, or add custom ones with + Add property.

Info
For afull list of available properties, see the Snowflake JDBC documentation.

Secure connections

CloudBeaver supports SSH connections to Snowflake. For setup details, see SSH configuration.
Bewn @ B

CANCEL TEST CREATE

@ MAIN  DRIVER PROPERTIES ~ SSHTUNNEL  ACCESS Al

@@ Use SSH Tunnel
Authentication method
Passwerd v
Host * Port *

example.ssh.com 2

User * Passwaord *

° chadmin
Mo Connections. Use the top

menu to setup connection to Save credentials for all users with access

your database.
v ADVANCED SETTINGS

Alive interval (ms) Connect timeout (ms)

0 < 10000 b

TEST TUNNEL



https://docs.snowflake.com/en/developer-guide/jdbc/jdbc-configure

Access

Control which users and teams can use this connection. Grant access by selecting the checkbox next
to a user or team name.

Switch to the Shared project to enable the Access tab.

CF?_) B By~ 2] coagmin (@ [=]
@ e xQ
Search elements. Q MAIN DRIVER PROPERTIES SSH TUNNEL ACCESS Al SANCEE EEST
Search a
Granted |~ User or Team name Description
- 2. Developers
2, cbadmin
&, Marketing
2. User All users, including anonymous.

No Connections. Use the top °

menu to setup connection 1o
your database.

Info

For information on managing users and teams, see Users and Teams.

Al

Enable Transfer information to Al vendor to let the Al assistant use this connection's schema and
data when generating SQL suggestions.



> B @ ®- oo @ [

CANCEL TEST CREATE
Q MAIN  DRIVER PROPERTIES ~ SSHTUNNEL  ACCESS Al

Transfer information to Al Vendor
Enable MCP

MCP Endpoint

Enable MCP to use this endpoint (8]

No Gonnections. Use the top °

menu to setup connection 1o
your database.

Note

This tab is only available if Al Integration is enabled in Settings -> Administration -> Server Configuration. For
information on setting up Al integration, see Al assistant setup.

Tip

You can also expose this connection as an MCP server for external Al clients. For setup details, see MCP server.

Supported objects

CloudBeaver lets you view and manage a wide range of Snowflake objects:

e Databases

e Schemas
e Tables
e Columns
e Unique Keys
e Foreign Keys
e References

e Views



e Materialized Views
e Procedures
e Sequences
e Stages
e Pipes
e Streams
e Tasks
e Datatypes

Note

Table elements like columns, indexes, and constraints appear in the Database Navigator tree only if this option is enabled
in Database navigator settings

Additional features

Snowflake specific support

Category Feature
Task management Automate workflows with Tasks and Streams.
Access control Role-based Access Control (RBAC).

Tools and integrations

Category Feature

Data Transfer Data Import.
Data Export.

Data Visualization ERD guide

Administration Audit logging



Snowflake OAuth authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver supports multiple authentication methods for Snowflake: username/password, private
key, OAuth, and SSO.

Username/password

1.
2.
3.
4.

From the Authentication dropdown, select Snowflake username/password.
Enter your Snowflake username and password in the User name and User password fields.
Optionally, enter the Snowflake role you want to use in the Role field.

Click Test to verify the connection.

Private key
1. From the Authentication dropdown, select Private key.
2. Enter your Snowflake username in the User name field, then click Upload file to select your
private key file ( .p8 or .pem).
Info
To generate a key pair for Snowflake, see the Snowflake key pair authentication guide.
If your private key is encrypted, enter the passphrase in the Passphrase field.
4. Optionally, enter the Snowflake role you want to use in the Role field.
Click Test to verify the connection.
Snowflake OAuth
Info

To set up an OAuth integration in Snowflake, see the Snowflake OAuth documentation.

1.

From the Authentication dropdown, select Snowflake OAuth.


https://docs.snowflake.com/en/user-guide/key-pair-auth
https://docs.snowflake.com/en/user-guide/oauth-custom

o © N o

Enter the Client ID of your Snowflake OAuth integration.
Optionally, enter the Client Secret for a more secure connection.

Enter the authorization and token endpoint URLs in the OAuth Authentication URL and OAuth
Token URL fields.

Optionally, enter any required scopes in the OAuth Scopes field.

Info

For information on OAuth scopes, see OAuth scopes.

Click Test to verify the connection.
In the Open External Link dialog, click Open Link.
Sign in to your Azure account and allow access if prompted.

After authentication is complete, return to CloudBeaver.

SSO (Deprecated)

Note

SSO authentication is deprecated. Consider switching to Snowflake OAuth for a more secure and supported option.

> w0 D e

From the Authentication dropdown, select SSO (Deprecated).
Enter the identity provider ID configured in Snowflake in the Identity Provider ID field.
Optionally, enter the Snowflake role you want to use in the Role field.

Click Test to verify the connection.


https://docs.snowflake.com/en/user-guide/oauth-custom#scope

File drivers

Multi Source

Note

This feature is available in Enterprise and AWS editions only.

This guide explains how to set up and use the Multi Source driver in CloudBeaver. This driver allows
you to work with multiple files of different formats within a single connection, including:

o CSV

e JSON

e Parquet

e XML

o XLSX

You can query data from different sources simultaneously, apply filters and sorting, and even join
data across files.

Important

When using the Multi Source driver, all connected files are read-only. To make changes, update the original files outside
CloudBeaver.

Multi Source driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.



Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the Files - Multi
Source driver, and fill the following fields:

Driver Configuration EXPERT SETTINGS
. . S _
@) Fies - Multi Source @® vt Qur Keep alive (in seconds)

[ s
Database

S/ AWS fles/path/exsmple/ .
Auto commit

[0 Rread-only connection

Connection name *

Files - Multi Source@localtvoat

Project

Private -

Description

Field Description

Configuration

Database

Connection name

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your ¢
onnection.

Options

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaultsto Files - Multi
Source@localhost.



Field

Project

Description

Keep alive (in seconds)

Auto commit

Read-only connection

Description

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction ¢
ommits. See more details on
Auto and Manual commit
modes.

Restrict the connectiontorea
d-only mode.

Options

Default: Private.

Default: 0 (notimeout).

Enabled by default.

Optional checkbox.

Tip

When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported
files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities

The Multi Source driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the files.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the data from all selected files into an internal
database to enable advanced SQL functions. Subsequent queries run faster because the data is

already imported into an internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path

instead of a single file when creating the connection.




Folder structure

When working with multiple files and folders, CloudBeaver organizes them as follows:

Location Schema in CloudBeaver

Root files Default schema

Subfolder files Schema named after the subfolder
Files in deeper folders Ignored

If your folder structure looks like this:

Data/
— employees.csv
— sales.json
L— Reports/
— monthly.xml

— yearly.parquet
L— summary.xlsx

CloudBeaver will create:

e Default schema: employees, sales

e Reports schema: monthly, yearly, summary

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY ,or ORDER BY.) on multiple
files for the first time, the Multi Source driver processes the data by importing it into a temporary
internal SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.



Additional features

CloudBeaver provides additional features compatible with Multi Source driver, but not exclusive to
it:

Category Feature

Data Export Data Export

Data Visualization Visual Query Builder

Charts

Info

For more details on driver properties, see File-based driver properties.




CSV

Note

This feature is available in Enterprise and AWS editions only.

This guide provides instructions on how to set up and use CSV files with CloudBeaver. The CSV Pro
driver allows you to work with CSV data as if it were in a database. You can retrieve data and apply
filters, sorting, and other operations, even combining data from multiple CSV files.

Important

When using the CSV Pro driver, all connected CSV files are read-only. To make changes, you need to update the original
files outside CloudBeaver.

CSV Files driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.

Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the CSV driver, and fill
the following fields:



Driver Configuration

(®) Manual

&) C5V P -

Database

Our

EXPERT SETTINGS

Keep alive (in seconds)

o

s34 WS files/pathfexample]

B Auto commit

Connection name *

CSV Prog@localhost

Project

Private

Description

[ Read-enly connection

Field

Configuration

Database

Connection name

Project

Description

Keep alive (in seconds)

Auto commit

Description

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your c
onnection.

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction c

Options

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaultsto CSV Pro@localh
ost.

Default: Private.

Default: 0 (notimeout).

Enabled by default.




Field Description Options

ommits. See more details on
Auto and Manual commit
modes.

Read-only connection Restrict the connectiontorea Optional checkbox.
d-only mode.

For details on driver properties, see File-based driver properties.

Tip
When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported

files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities
The CSV Pro driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the CSV file.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the entire CSV file into an internal database to
enable advanced SQL functions. Subsequent queries run faster because the data is already
imported into internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path
instead of a single file when creating the connection.

Structuring CSV files with a schema

CSV files don't include metadata about their structure, such as column names or data types. To
enhance how CloudBeaver interprets these files, you can define a schema using a DDL (Data
Definition Language) file.



Why use a DDL file

A DDL file helps CloudBeaver interpret your data more accurately by defining:

e Column names
e Datatypes

e Optional indexes for better performance
How to create a DDL file

1. Createa .dd1 file with the same name as your CSV file, placing it in the same directory (e.g.,
employees.csv and employees.csv.ddl).

2. Write aschemausing the CREATE TABLE statement:

CREATE TABLE employees

(
id INTEGER,
name TEXT NOT NULL,
age INTEGER,

department TEXT
)i

You can also use the WITH clause to set adatarange - add firstRow and rowCount toyour CREATE
TABLE statement:

WITH (firstRow = 2, rowCount = 100)

e firstRow - row number to start reading from (default: 1)

e rowCount - maximum number of rows to read

Tip

Youcanalsoset firstRow and rowCount inthe connection properties. DDL file settings take priority.

Important

If the DDL file contains errors, CloudBeaver will ignore it.

Folder structure

When working with a folder containing multiple CSV files, CloudBeaver organizes them as follows:



Folder structure Schema in CloudBeaver

Root files Default schema
Subfolder files Schema named after the subfolder
Files in deeper folders Ignored

If your folder looks like this:

Data/
— employees.csv
— sales.csv
L— Reports/
L— monthly.csv
L— yearly.csv

CloudBeaver will create:

e Default schema: employees, sales

e Reports schema: monthly, yearly

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY ,or ORDER BY.),onanCSV file
for the first time, the CSV Pro driver processes the data by importing it into a temporary internal
SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.

Additional features

CloudBeaver provides additional features compatible with CSV Pro driver, but not exclusive to it:



Category

Data Export

Data Visualization

Feature

Data Export

Visual Query Builder

Charts

Info

For more details on driver properties, see File-based driver properties.




JSON

Note

This feature is available in Enterprise and AWS editions only.

This guide provides instructions on how to set up and use JSON files with CloudBeaver. The JSON
driver supports standard JSON files and allows you to work with JSON data as if it were in a
database. You can retrieve data and apply filters, sorting, and other operations, even combining data
from multiple files.

Important

When using the JSON driver, all connected JSON files are read-only. To make changes, you need to update the original
files outside CloudBeaver.

JSON Files driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.

Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the JSON driver, and
fill the following fields:



Driver Configuration

(®) Manual

&) Js0N -

Database

Connection name *

JEON@localhost

Project

Private

Description

[

EXPERT SETTINGS

Keep alive (in seconds)

Auto commit

[ Read-anly connection

Field

Configuration

Database

Connection name

Project

Description

Keep alive (in seconds)

Auto commit

Description

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your c
onnection.

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction c

Options

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaults to JSON@localhos
i,

Default: Private.

Default: 0 (notimeout).

Enabled by default.




Field Description Options

ommits. See more details on
Auto and Manual commit
modes.

Read-only connection Restrict the connectiontorea Optional checkbox.
d-only mode.

For details on driver properties, see File-based driver properties.

Tip
When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported

files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities
The JSON driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the JSON file.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the entire JSON file into an internal database to
enable advanced SQL functions. Subsequent queries run faster because the data is already
imported into internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path
instead of a single file when creating the connection.

Structuring JSON files with a schema

To enhance how CloudBeaver interprets JSON files, you can define a schema using a DDL (Data
Definition Language) file.

How to create a DDL file

1. Createa .ddl file with the same name as your JSON file, placing it in the same directory (e.g.,



employees.json and employees.json.ddl).

2. Write aschema using the CREATE TABLE statement:

CREATE TABLE employees

(
id INTEGER,
name TEXT NOT NULL,
age INTEGER,
department TEXT

i

You can also use the WITH clause to set adatarange - add firstRow and rowCount toyour CREATE
TABLE statement:

WITH (firstRow = 2, rowCount = 100)

e firstRow - row number to start reading from (default: 1)

e rowCount - maximum number of rows to read

Tip

Youcanalsoset firstRow and rowCount inthe connection properties. DDL file settings take priority.

Important

If the DDL file contains errors, CloudBeaver will ignore it.

Folder structure

When working with a folder containing multiple JSON files, CloudBeaver organizes them as follows:

Folder structure Schema in CloudBeaver

Root files Default schema

Subfolder files Schema named after the subfolder
Files in deeper folders Ignored

If your folder looks like this:



Data/
— employees.json
— sales.json
L— Reports/
L— monthly.json
L— yearly.json

CloudBeaver will create:

e Default schema: employees, sales

e Reports schema: monthly, yearly

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY ,or ORDER BY.),onanJSON
file for the first time, the JSON driver processes the data by importing it into a temporary internal
SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.

Additional features

CloudBeaver provides additional features compatible with JSON driver, but not exclusive to it:

Category Feature
Data Export Data Export
Data Visualization Visual Query Builder

Charts



Parquet

Note

This feature is available in Enterprise and AWS editions only.

This guide provides instructions on how to set up and use Parquet files with CloudBeaver. The
Parquet driver allows you to work with Parquet data as if it were in a database. You can retrieve data
and apply filters, sorting, and other operations, even combining data from multiple files.

Important

When using the Parquet driver, all connected Parquet files are read-only. To make changes, you need to update the
original files outside CloudBeaver.

Parquet Files driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.

Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the Parquet driver,
and fill the following fields:



Driver Coenfiguration

(® Manunt

Database

Connection name *

Parquet@localhost

Project

Private

Description

Our

EXPERT SETTINGS

Keep alive (in seconds)

a

Aute commit

[] Read-anly connection

Field

Configuration

Database

Connection name

Project

Description

Keep alive (in seconds)

Auto commit

Description

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your c
onnection.

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction c

Options

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaultsto Parquet@localh
ost.

Default: Private.

Default: © (notimeout).

Enabled by default.




Field Description Options

ommits. See more details on
Auto and Manual commit
modes.

Read-only connection Restrict the connectiontorea Optional checkbox.
d-only mode.

For details on driver properties, see File-based driver properties.

Tip
When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported

files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities
The Parquet driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the Parquet file.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the entire Parquet file into an internal database to
enable advanced SQL functions. Subsequent queries run faster because the data is already
imported into internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path
instead of a single file when creating the connection.

Structuring Parquet files with a schema

To control how CloudBeaver reads Parquet files, you can define a schema using a DDL (Data
Definition Language) file.

How to create a DDL file

1. Createa .ddl file with the same name as your Parquet file, placing it in the same directory (e.g.,



employees.parquet and employees.parquet.ddl).

2. Write aschema using the CREATE TABLE statement:

CREATE TABLE employees

(
id INTEGER,
name TEXT NOT NULL,
age INTEGER,
department TEXT

i

You can also use the WITH clause to set adatarange - add firstRow and rowCount toyour CREATE
TABLE statement:

WITH (firstRow = 2, rowCount = 100)

e firstRow - row number to start reading from (default: 1)

e rowCount - maximum number of rows to read

Tip

Youcanalsoset firstRow and rowCount inthe connection properties. DDL file settings take priority.

Important

If the DDL file contains errors, CloudBeaver will ignore it.

Folder structure

When working with a folder containing multiple Parquet files, CloudBeaver organizes them as
follows:

Folder structure Schema in CloudBeaver
Root files Default schema
Subfolder files Schema named after the subfolder

Files in deeper folders Ilgnored



If your folder looks like this:

Data/
— employees.parquet
— sales.parquet
L— Reports/
L— monthly.parquet
L— yearly.parquet

CloudBeaver will create:

e Default schema: employees, sales

e Reports schema: monthly, yearly

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY ,or ORDER BY .),on an Parquet
file for the first time, the Parquet driver processes the data by importing it into a temporary internal
SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.

Additional features

CloudBeaver provides additional features compatible with Parquet driver, but not exclusive to it:

Category Feature
Data Export Data Export
Data Visualization Visual Query Builder

Charts



Info

For more details on driver properties, see File-based driver properties.

Supported compression formats

CloudBeaver supports the following compression formats for Parquet files:

Format Supported out of the box Notes

Zstandard ( zstd ) Yes Works without additional setu
p

Snappy No Add the snappy-java JAR t

o thedriver library

LZ4_RAW No Add the aircompressor JA
R tothedriver library

Info

For details on addinga JAR files to the driver library, see Driver Manager.



https://mvnrepository.com/artifact/org.xerial.snappy/snappy-java
https://mvnrepository.com/artifact/org.xerial.snappy/snappy-java
https://mvnrepository.com/artifact/io.airlift/aircompressor
https://mvnrepository.com/artifact/io.airlift/aircompressor

XLSX

Note

This feature is available in Enterprise and AWS editions only.

This guide provides instructions on how to set up and use XLSX files with CloudBeaver. The XLSX
driver allows you to work with XLSX data as if it were in a database. You can retrieve data and apply
filters, sorting, and other operations, even combining data from multiple files.

Important

When using the XLSX driver, all connected XLSX files are read-only. To make changes, you need to update the original files
outside CloudBeaver.

XLSX Files driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.

Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the XLSX driver, and
fill the following fields:



MAIN

Driver Configuration EXPERT SETTINGS
&) xsx - @ mareal OQure Keep alive (in seconds)
Database
Auto commit
[ Read-only connection
Connection name *
XLSX@localhost
Project
Private
Description
Field Description Options

Configuration

Database

Connection name

Project

Description

Keep alive (in seconds)

Auto commit

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your c
onnection.

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction c

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaults to XLSX@localhos
.

Default: Private.

Default: © (notimeout).

Enabled by default.




Field Description Options

ommits. See more details on
Auto and Manual commit
modes.

Read-only connection Restrict the connectiontorea Optional checkbox.
d-only mode.

For details on driver properties, see File-based driver properties.

Tip

When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported
files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities
The XLSX driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the XLSX file.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the entire XLSX file into an internal database to
enable advanced SQL functions. Subsequent queries run faster because the data is already
imported into internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path
instead of a single file when creating the connection.

Structuring XLSX files with a schema

XLSX files don't include metadata about their structure, such as column names or data types. To
enhance how CloudBeaver interprets these files, you can define a schema using a DDL (Data
Definition Language) file.



Why use a DDL file
A DDL file helps CloudBeaver interpret your data more accurately by defining:

e Column names
e Datatypes

e Optional indexes for better performance
How to create a DDL file

1. Createa .ddl file with the same name as your XLSX file, placing it in the same directory (e.g.,
employees.xlsx and employees.xlsx.ddl)

2. Write aschemausing the CREATE TABLE statement:

CREATE TABLE employees
(

id INTEGER,
name TEXT NOT NULL,
age INTEGER DEFAULT 30,

department TEXT
)i

If your XLSX file contains multiple sheets, you can define multiple CREATE TABLE statementsina
single DDL file, one for each worksheet. The table names in the DDL file should match the worksheet
names:

CREATE TABLE employees
(

id INTEGER,
name TEXT NOT NULL,
age INTEGER DEFAULT 380,

department TEXT
)

CREATE TABLE sales
(
sale_id INTEGER,
product TEXT,
quantity INTEGER,
price DECIMAL(10, 2)



You can also use the WITH clause to set adatarange - add sheet, firstRow,and rowCount toyour
CREATE TABLE statement:

WITH (sheet = Sheet1, firstRow = 2, rowCount = 100)

e sheet -worksheet name to read from

e firstRow - row number to start reading from (default: 1)

e rowCount - maximum number of rows to read

Tip

Youcanalsoset firstRow and rowCount inthe connection properties. DDL file settings take priority.

Important

If the DDL file contains errors, CloudBeaver will ignore it.

Folder structure

When working with a folder containing multiple XLSX files, CloudBeaver organizes them as follows:

Folder structure Schema in CloudBeaver

Root files Default schema

Subfolder files Schema named after the subfolder

Files in deeper folders Ignored

Note

Each file becomes a schema, and each sheet in a file becomes a table in that schema.

If your folder looks like this:

Data/

— employees.x1sx
| | Sheet

| | Sheet2

— sales.xlsx

| | sSalesbData



| | Summary
L— Reports/

F— monthly.x1lsx
| | January
| | February
— yearly.xlsx
— 2023
— 2024

CloudBeaver will create:

e Schema: Default Tables:
e employees.Sheet1

e employees.Sheet2

e sales.SalesData

e sales.Summary

e Schema: Reports Tables:
e monthly.January

e monthly.February

e yearly.2023

e yearly.2024

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY,or ORDER BY .),on an XLSX
file for the first time, the XLSX driver processes the data by importing it into a temporary internal
SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.

Additional features

CloudBeaver provides additional features compatible with XLSX driver, but not exclusive to it:



Category Feature

Data Export Data Export

Data Visualization Visual Query Builder

Charts



XML

Note

This feature is available in Enterprise and AWS editions only.

This guide provides instructions on how to set up and use XML files with CloudBeaver. The XML
driver supports standard XML files, including both attribute-based and nested element-based
structures. You can retrieve data and apply filters, sorting, and other operations, even combining
data from multiple files.

Important

When using the XML driver, all connected XML files are read-only. To make changes, you need to update the original files
outside CloudBeaver.

XML Files driver connection

This section describes two ways to set up a connection: opening a file from Cloud Storage or creating
a connection using the wizard.

Note

The connection from Cloud Storage is temporary and will be removed when the session ends.

Open a file from Cloud Storage

You can open files directly from your Cloud Storage. Open Cloud Storage, find the file you need, and
double-click it to create a connection. The connection will appear in the File databases folder in
Database Navigator.

Info

You'll need to be logged in using the Identity Provider associated with your Cloud Storage.

Create a connection

To create a connection in CloudBeaver, use the new connection wizard, select the XML driver, and
fill the following fields:



Driver Configuration
B ML ~ @ Manual L,‘ URL
Database

Connection name *

XML Elacalhost

Project

Private

Description

EXPERT SETTINGS

Keep alive (in seconds)

[:]

Aute commit

[ Read-only connection

Field

Configuration

Database

Connection name

Project

Description

Keep alive (in seconds)

Auto commit

Description

Choose how to specify the con
nection details.

Enter the file/folder path.

Enter a custom name for your c
onnection.

Select the project where this ¢
onnection belongs.

(Optional) Add details about th
is connection.

Set how long the connection st
ays active.

Enable automatic transaction c

Options

- Manual: Enter the database p
ath manually.

- URL: Provide a connection U
RL.

Use the appropriate format for
your cloud provider. For instan
ce: s3://AWS/files/path/
example/

Defaultsto XML@localhost.

Default: Private.

Default: © (notimeout).

Enabled by default.




Field Description Options

ommits. See more details on
Auto and Manual commit
modes.

Read-only connection Restrict the connectiontorea Optional checkbox.
d-only mode.

For details on driver properties, see File-based driver properties.

Tip
When using the folder path in the Database field, CloudBeaver scans the directory up to two levels deep for supported

files. If the folder contains multiple files, CloudBeaver organizes them into schemas based on their directory structure.
For more information, see folder structure.

Features and capabilities

Advanced SQL query capabilities
The XML driver supports the full range of SQL queries:

e Simple queries (e.g., SELECT * FROM table ): Datais read directly from the XML file.

e Complex queries (e.g., using WHERE , JOIN, ORDER BY, GROUP BY ): When a complex query is
executed for the first time, the driver imports the entire XML file into an internal database to
enable advanced SQL functions. Subsequent queries run faster because the data is already
imported into internal database.

Note

If you want to join data from different files, they must be opened in the same connection. To do this, use a folder path
instead of a single file when creating the connection.

Structuring XML files with a schema

To enhance how CloudBeaver interprets XML files, you can define a schema using a DDL (Data
Definition Language) file.

How to create a DDL file

1. Createa .ddl file with the same name as your XML file, placing it in the same directory (e.g.,



employees.xml and employees.xml.ddl).

2. Write aschema using the CREATE TABLE statement:

CREATE TABLE employees

(
id INTEGER,
name TEXT NOT NULL,
age INTEGER,
department TEXT

i

You can also use the WITH clause to set adatarange - add firstRow and rowCount toyour CREATE
TABLE statement:

WITH (firstRow = 2, rowCount = 100)

e firstRow - row number to start reading from (default: 1)

e rowCount - maximum number of rows to read

Tip

Youcanalsoset firstRow and rowCount inthe connection properties. DDL file settings take priority.

Important

If the DDL file contains errors, CloudBeaver will ignore it.

Folder structure

When working with a folder containing multiple XML files, CloudBeaver organizes them as follows:

Folder structure Schema in CloudBeaver

Root files Default schema

Subfolder files Schema named after the subfolder
Files in deeper folders Ignored

If your folder looks like this:



Data/
— employees.xml
— sales.xml
L— Reports/
L— monthly.xml
L— yearly.xml

CloudBeaver will create:

e Default schema: employees, sales

e Reports schema: monthly, yearly

Tip

To focus on specific files, consider selecting individual files or folders when configuring the connection.

Internal database

When you execute a complex query (such as WHERE , JOIN, GROUP BY ,or ORDER BY .),onan XML
file for the first time, the XML driver processes the data by importing it into a temporary internal
SQLite database.

This internal database stores data temporarily on the server during your session and is cleared when
session ends.

Additional features

CloudBeaver provides additional features compatible with XML driver, but not exclusive to it:

Category Feature
Data Export Data Export
Data Visualization Visual Query Builder

Charts



File based driver properties

Note

This feature is available in Enterprise and AWS editions only.

File drivers allow you to interact with various file formats, like CSV, Excel, JSON, XML, and Parquet,
as if they were databases. Each driver comes with customizable properties to control how data is
read and processed.

General properties

Property Description Default value
defaultSchema Default schema name. default
firstRow First row to read. Row numberi 1

ng starts at 1.
rowCount Maximum number of rows tor -1
ead. -1 means no limit.
scanSubfolders Scan subfolders for data files. true
subfolderNameSeparator Defines the separator usedin's __
ubfolder names within schema
names.
internalDbBatchSize Internal database batch size. 1000
internalDbTransactionSi A number of batches in a single 10

ze transaction.

useInternalDb Use internal database for com true
plex queries.
partitioningStrategy Defines how files are grouped i none

nto tables. Available values: n
one, folder,and pattern.



Property Description Default value

partitioningRegex Regular expression used with ACH)[Z-T1.%S
pattern toextractthe logica
| table name from file names.

File partitioning

Use partitioningStrategy to group multiple files of the same format into one logical table.

A logical table is a table shown by the driver in CloudBeaver. It can represent one file or a group of
files, depending on the partitioning strategy. The source files aren’t physically merged. The driver
reads matching files together and displays them as one table.

Available values:

e none : Eachfileis aseparate table.
e folder : Filesinthe same folder are grouped into one table.

e pattern:Files are grouped into separate logical tables by the table name extracted from file
names.

Use partitioningRegex with pattern toextract the logical table name. The first capture group
defines the table name. For each extracted name, the driver creates a separate logical table and
reads matching files into that table. Files with different extracted names are shown as separate
tables.

Example

With the defaultregex A (.+)[_-]1.*$:

Files Logical table

data_01.csv, data_02.csv data

events-2023.json, events-2024.json events
Note

Files with different formats aren’t combined into the same table. For example, data_01.csv and
data_02.parquet aren't grouped together, even if the regex returns the same logical table name.




CSV driver properties

Property

separator

escapeChar

quoteChar

strictQuotes

ignorelLeadingWhitespac
e

ignoreQuotations

nullFieldIndicator

trimWhitespaces

header

sampleRows

wildcard

Description

The delimiter to use for separa
ting entries.

The character to use for escapi
ng a separator or quote.

The character to use for quote
d elements.

Sets if characters outside the g
uotes are ignored.

If true, parser should ignore wh
ite space before a quote in a fie
Id.

If true, treat quotations like an
y other character.

Which field content will be ret
urned as null.

If true, parser should trim whit
espaces from the beginning an
d end of the field.

If true, the first row is treated a
s a header.

Number of rows to extract met
adata from.

Wildcard for file names.

Default value

false

true

false

NEITHER

true

true

** {csv, tcv, txt}



XLSX driver properties

Property

header

sampleRows

wildcard

schemaNameMode

JSON driver properties

Property

sampleRows

wildcard

Description

Indicates if the file has a heade
r.

Number of rows to extract met
adata from.

Wildcard for file names.

Defines how the schema name
is formed:

- RELATIVE_DIR_PATH : Uses
the concatenated relative path
of the directory, and the table
nameis $file_name + _ +
Ssheet_name .

- RELATIVE_FILE_PATH :Use
s the relative file path to gener
ate the schema name. Each she
et in the file becomes a table.

Description

Number of rows to extract met
adata from.

Wildcard for file names.

Default value

true

** {x1lsx}

RELATIVE_DIR_PATH

Default value

5

** {json}



XML driver properties

Property Description

sampleRows Number of rows to extract met
adata from.

wildcard Wildcard for file names.

Parquet driver properties

Property Description

tmpFolder Temporary folder for storing d
ownloaded Parquet files from
Cloud Storages.

wildcard Wildcard for file names.

Default value

*% {xml}

Default value

** {parquet}



Drivers management

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver includes a selection of built-in drivers, but not all are preloaded with .jar files. This
keeps the installation lightweight while allowing you to manage drivers as needed.

You can:

e Download missing driver files from official Maven and Git repositories if a listed driver isn’t fully
installed.

e Add acustomdriver if the one you need isn't included.

Important

Only an administrator can perform these actions.

Driver Manager

To begin adding a new driver, navigate to Administration -> Driver Management.

Create a custom driver

1. Click Add to start adding a new driver.

2. Inthe form, select a driver from the Driver Type dropdown menu.
3. Fillinthe necessary fields. For more details, see Driver parameters.
4

Click Create to save the driver.
Upload binary files
After creating the driver, upload binary files:

Find your driver in the Driver Management list and select it.
Open the Libraries tab.

Click Add File to upload the required .jar files.

Confirm that the files appear in the table.

Click Save.

oo~ LD e



Info

Once the binary files are uploaded, you can create a connection.

O NAME DESCRIPTION

O ~ = custom driver

SETTINGS LIBRARIES -

7 UPLOAD FILES

NAME

B 242A370E-F55A-804E-BBAF-ACEFF3C228EB/postgresql-42.5.4 jar X

Genericdriver

The Generic driver allows you to connect to databases that do not have a predefined JDBC driver. It
works with any database that supports JDBC, giving you control to manually load the required JDBC
library.

This driver is useful for connecting to custom or uncommon databases. It ensures flexibility in
setting connection parameters, but you must ensure that the JDBC driver you provide is fully
compatible with the database to avoid issues with connections or queries.

URL template

JDBC drivers use URLs to connect to databases, similar to web URLs. These URLs typically follow
the format jdbc:vendor:host:port/database.

Example

PostgreSQL database mightuse jdbc:postgresql:localhost:5432/postgres.

Download binary files

If the required driver exists in the Driver Management list but its libraries haven't been installed,
you can download them.



Click Save.

A LA R < R R o

Create a connection.

Edit an existing driver

Enable Allow drivers downloading.

Go to Settings -> Administration -> Server Configuration.

Open the Libraries tab of the required driver in Administration -> Driver Management.
Click Download to fetch .jar files from an official Maven or Git repository.

Confirm that the files appear in the table.

1. Open therequired driver in Administration -> Driver Management.

2. Update the necessary fields. For more details, see Driver parameters.

Warning

Changing the driver class will delete the existing driver.

3. Gotothe Libraries tab to manage driver files:

e Remove old files.
e Upload new ones.

4. Click Save.

[m] NAME

O ~ [E orace

SETTINGS IBRARIES

Driver Name * Driver Type *

Oracle B owcle

Class Name *

oracle jdbe. OracleDrive

URL Template

jdbe:oracle:thin:@{hostl|-{port}]/{database}

Description

Oracle JDBC driver

DESCRIPTION

Oracle JDBC driver

DEFAULTS

Default Port

1521

Default database

ORCL




Restore default driver settings
Toreset adriver toits original settings:

1. Open therequired driver in Administration -> Driver Management.

2. Click Reset to default.

Note

This option is only available for built-in drivers. Custom drivers cannot be restored to default.

Delete an existing driver

Note

This action removes only the driver reference from the configuration file. To delete the driver file itself, go to your
workspace and remove it manually.

Open the Driver Management tab.
Locate the driver you want to delete in the list.

Check the checkbox next to the driver's name.

> w0 D e

Click the Delete button to remove the driver.

Tip
Instead of deleting a driver, you can disable it in the Server Configuration tab. For more details, see Server configuration
administration.

Filtering drivers
You can filter drivers using three options:

e Search
e Custom/Default drivers

e Driver State ( Enabled / Disabled / All)

To access filter options, click the filter button:



+ ADD C REFRESH T DELETE

Enabled v [ Custom drivers

Driver parameters

Parameter

Driver Name

Driver Type

Class Name

URL Template

Default Port

Default Database

Description

The name you assign to the driver. This can be any
descriptive name that helps you identify the drive
r among others.

Specifies the type of the driver used for connectin
g to the database. Users typically select the appro
priate driver type based on the database being co
nnected to. For unsupported databases, the Gene
ric type is often used. For more information see
section below.

The fully qualified name of the Java class for the J

DBC driver. This is the main class that Java uses t

o interact with the database. It can often be found

in the driver's documentation or by inspecting the
.jar file.

A template for the database connection URL. If le
ft empty, you must specify the JDBC URL manuall
y for each connection. It's recommended to provi
de a template to simplify connection setup. For m
ore information see section below.

The port number typically used by the database. T
his is optional and can be left blank if the port is n
on-standard or varies between installations.

The default database name to use for connection
s. This can simplify the setup process by pre-filling
the database field when creating connections. Lea
ve blank if no default database is applicable.




Parameter

Description

Description

A brief explanation or notes about the driver. This
is useful for adding contextual information, such a
s the database type, special requirements, or any
custom configurations.



Navigation

Database Navigator

The Database Navigator is a primary interface component for managing database structures and
contents. It is positioned on the left-hand side of the application window. Key elements of the
Database Navigator include the Toolbar, the Settings menu, and a hierarchical Object tree.

Info
For details about the options available in the Toolbar and the Settings menu, see the Toolbar and the Settings menu
guides.




& =08 xQ
SETTINGS

@@ Filter
I Show collapsed

@@ Save tree state

@@ Folders
@® show objects description

Search elements. Q,

Shared
» [Em Production
v [N Test
~ ¥ PostgreSQL
v [N Databases
v & postgres
> B9 Schemas
> [ Event Triggers
> B3 Extensions
> [m Storage
> [m System Info
> B4 Roles
> B3 Administer
> [ System Info

Obiject tree

The Database Navigator displays a hierarchical tree that includes the following types of objects:

e Folders
e Database connections

e Database objects (varying by database type, such as Tables, Views, Indexes, etc.)



Tip

You can store Database connections in folders. For more information, see Database Navigator folders.

Context menu

Right-click an object in the Database Navigator, or hover over it and click the menu icon on the right.

The table below lists available actions per object type. Actions vary by database and object type.

Menu item

Open

Filter

SQL Editor

Connection view

Connection info

Manage -> Edit Connection

Manage -> Clone

Disconnect

Disconnect all

Session Manager

Description

Opens an object in a separate Document viewer.

Allows inclusion or exclusion of database objects
based on specified criteria. You can apply masks
(%, _ and *)todefine these criteria.

Opens a new SQL Editor for the connection. For
more information, see SQL Editor.

Changes the view of the Database Navigator. For
more information, see Simple and advanced view.

Opens a window with information about the curr
ent connection.

Opens the Connection Configuration window tha
t allows the configuration of connection settings.
For more information, see Connection
Configuration.

Creates a copy of the current connection with the
same settings.

Disconnects from the database.

Disconnects all database connections.

Opens the Session Manager, where you can view



Menu item

Manage -> Delete

Refresh

Manage -> Rename

Generate SQL

Export

Describe object with Al

Description

and manage active database sessions. For more d
etails, see Session Manager.

Deletes an object. The Delete action is irreversibl
e and will remove the object from both the naviga
tor tree and the database or file system permane
ntly.

Refreshes the object’s subnodes - mostly used fo
r refreshing schemas.

Opens the Rename dialog box for an object.

Opens a submenu on which you can select the typ
e of SQL query to generate: SELECT, INSERT,

UPDATE , DELETE , MERGE , DDL. Clicking one of
the items (e.g., INSERT ) generates a relevant que
ry in a separate window.

Opens the Export window for table data export. F
or more information, see Data Export.

Describe a selected table, view, or other object us
ing Al. For more information, see Describe
database object.

Tip

You can use keyboard shortcuts to speed up your work in the Database Navigator. See the Shortcuts.

Configuring Database Navigator in the configuration file

Administrators can customize the Database Navigator settings in the
app.defaultNavigatorSettings section of the configuration file. These settings control the
visibility and organization of database objects within the navigator.

Info

For more information on how to adjust Database Navigator settings through the configuration file, see the Server

configuration.




Toolbar

The Database Navigator contains various tools on the top toolbar.

S = 0 B X Q

Search elements. .. Q,

Private

> . MySQL@localhost

Available tools

Tool lcon Description

Settings o) Opens the settings menu with
additional tools. For more infor
mation, see Settings menu.

Link with editor — Synchronises the active SQL E
ditor, Data Editor or Metadata
Editor with the element in the
Database Navigator. It become
s visible when an Editor forac
onnection is opened.

Collapse all 5 Collapses all expanded objects
inthe Database Navigator. It b
ecomes visible when at least o
ne object is expanded.

New folder Creates a folder in the Navigat
or tree to group connections. F

or more information, see



Tool

New Connection

Refresh

Icon

FTIT

Description

Folders in Database Navigator.

Initiates new connection. For
more details, see Create
connection.

Refreshes all objects in the Dat
abase Navigator.



Settings menu

The Database Navigator's Settings menu lets you customize and improve your navigation. To open it,
( © ) in the upper-left corner of the Database Navigator.

click Settings button

Available tools

Option Description

Filter Search for objects in the Database Navigator. Ena
ble the filter to show a search field, then type an o
bject name to find matching items. Searches only
visible objects.

Show collapsed Expands the Filter function to include collapsed f
olders, as long as they’ve been previously expand
ed.

Save tree state Keeps the Database Navigator's state after refres

hing the browser. Enabled by default.

Group by Project Hides project names from the Database Navigato
r.

Show objects description Shows schema and table comments in the Databa
se Navigator, adding context for database objects.

Show table elements Shows table elements such as columns, indexes, a
nd constraints directly in the Database Navigator
tree.



Folders

You can group and store connections using folders in the Database Navigator. Any logged-in user
can create folders in the Private project. Administrators can create them in the Shared project.

Add folder

-

1. Click New folder ( : ) on the Navigator toolbar, or right-click in the Database Navigator and
select Create -> Folder.

Tip
If the option to enable private connections is activated in the settings, you can select whether folders are shared or
private during creation. To create a folder in the Shared project, select the Shared project in the Database Navigator

first, then click New folder.

2. Enter afolder name and click Create.

L7 New folder ®

Private

Name:

analitics

CANCEL CREATE

Add connection to folders

Drag and drop a connection into a folder.
Private
~ [Em analytics

» 7 MariaDB



Move connection

Drag and drop a connection above the list of Navigator objects to move it out of a folder.
Frivate
~ [Em analyHgs

» 7 MariaDB

Rename afolder

Select Manage -> Rename from the folder's context menu and enter the new name in the dialog.

Delete a folder

Select Manage -> Delete from the folder's context menu and confirm in the dialog.

Info

Deleting a folder removes only the folder and its subfolders. Connections stay in the Database Navigator.

You can control how the Database navigator and Database object editor display objects by switching
between Simple and Advanced connection views.

Shared
» [l Production
~ [} Test
w W5 PostgreSQOL =
v [F0 Databases

P Open
+ @ postgres

» B9 Schemas SQL Editor
» [ Event Triggers Connection view ® | (O Simple
> B3 Extensions Edit Connection ® Advanced
> [ Storage Disconnect )
» [ System Info O Show system objects
» B9 Roles Disconnect All

» B3 Administer session Manager

* [m System Info Delete

Refresh




To change the view, right-click a connection in the Database navigator and select Connection view:

e Simple - shows only schemas and tables.
e Advanced - shows all database objects. Enabled by default.

e Show system objects - makes system schemas and tables visible in the Database navigator and
the Metadata editor.

Tip
Admins can set the default view for all new connections in Settings - Server configuration - Configuration - Navigator
simple view. This only affects newly created connections.




Properties Editor

When you open the Properties tab of the Database Object Editor, you'll see the following interface
elements:

[ public = artist =
[Z] Properties [l Data ol Diagram
i Info
Columns )
Table Name Object ID
[ Constraints
artist 126400
W Foreign Keys
W Indexes Owner Tablespace
I Dependencies
postgres pg-default
W References
B Partitions Super Tables Sub Tables
I Triggers
M Rules
B Policies Has Oids Has Row-Level Security
Tabbed &1 ool Database
a e Partition by 1 ’
editors Partitions «+— object’s
properties
Extra Options Comment
Y]
STATISTICS
Row Count Estimate Disk Space
275 64K
Rel Size
16K

e Database object's properties: displays the properties of the current database object.

e Tabbed editors: These vary depending on your database. Depending on the database you're
working with, you'll see different tabs reflecting that particular database's unique
characteristics and requirements.

e The Toolbar: provides tools for managing objects.

Toolbar controls

To interact with the Properties Editor page, you can use Toolbar controls at the bottom of the editor
provides the following tools:



Button Description

i_|__i Deletes the item currently in focus.
B Saves the DDL script locally.

:[ Opens the DDL script in the SQL Editor.

Context menu

The Properties of the sub-entities have context menus that offer the same commands as the
Database Navigator. To access these menus, right-click on the item.

DDL tab
The DDL tab displays the Data Definition Language (DDL) script for the selected database object. It
lets you view, and edit the SQL code used to create or modify the object.

Key features:

e View the exact structure of tables, indexes, views, and other objects.
e Copy or save the script for version control or manual execution.

e Openthescriptinthe SQL Editor for modification.



Data Editor

Data Editor

The Data editor appears:

e asthe Datatab of the Database Object Editor, which is only available for tables and views;

e asthe Results tab when you run a custom SQL query in SQL Editor.

Data Editor interface

The Data editor allows to view and edit data of a database table or view. The central part of the Data
editor is the data grid. The editor also provides filter field, bottom toolbar, left sidebar, right sidebar
and cell context menu:

@ [~ D)~ T [FA satite-chinook (sample) 2] cbaomin @ [&]
@ Employee I3 Customer
[5) Properties [1] Data .
— Filter
field
m wt e 41 & m
Lt 2 w ES
e ] :‘. e ©
sidebar > g o . g
o f .
5 " ) H Right
2 c @ sidebar
. o
" o
o » szt
B do Buani S 4 w s
i w o
o conaes
v cor
w ua
w W usa
) Aosla e okt Loop usa
»  w 541 el et Avense usa
2 n x 201 W tnSveet w ua
v n s " usa
u  m u f usa
Bottom s 3 " ! w usa
Q v | 200 S X K 5 I [ @ SAVE [xCANCEL [f SCRIPT 7 EXPORT =T IMPORT 59 row(s) fetched - 4ms.
toolbar [
Info
See all Data Editor shortcuts

Filter field

The top toolbar contains the following buttons:



Button Name

v, Apply
P d Reset all filters/sorting
Left sidebar

The left sidebar contains the following tabs:

Button Name

EE TABLE Table

& CHARTS Chart *

k2 JSON JSON *
Right sidebar

The right sidebar contains the following tabs:

Button Name

Y VALUE Value

(3 GROUPING Grouping

= RESULT DETAILS Result Details

Description

Applies filters/sorting from filt
er field.

Removes all filters and orderin
gs applied to the data in the filt
er field.

Description

Switches to the grid view of da
ta.

Switches to the Chart view.

Switches to the JSON view.

Description

Opens Value panel.

Opens Grouping panel window
tools.

Opens the Result Details
panel. The Result Details panel
is compatible with specific data
bases such as BigQuery.



Button Name

f. SUB COLLECTIONS Sub Collections *

Description

Enables a hierarchical structur
e for data organization with sp
ecific databases such as Firesto
re.

Tip

For more details on working with GIS data in right sidebar, see Spatial data

Bottom toolbar

The bottom toolbar provides the following buttons:

Button Name
1~ Refresh
200 Result-set fetch size
o sp Calculate total row count

Add new row

Duplicate current row

Delete current row

Description

Refreshes the whole results se

t, including all items that are no
tvisible on the screen, while its
dropdown option allows to cus
tomize the refresh frequency o
ver a specific period.

Displays the initial fetch numb
er of rows in the result set on |
oading or refreshing.

Calculates the total number of
rows in the table.

Adds a new empty row below t
he current row.

Copies the current rows and p
astes the copy below the curre
nt row.

Colors the rows in focus in red
to mark them for deletion.



Button

Name

Description

|k Cancel selected Discards selected changes to t
he data.

$ SAVE Save Saves all unsaved changes to th
e data such as adding, duplicati
ng, deleting rows, inline editing
of values.

[ CAMCEL Cancel Discards all unsaved changes t
o the data.

L& SCRIPT Script Opens a window with the Prev
iew Changes script.

t EXPORT Export Opens the Export wizard.

E IMPORT Import Opens the Import wizard.

Note

Some of these buttons may be disabled if you are using a read-only connection, connecting to a read-only database,
viewing the result of a complex query (such as a join on multiple tables), or working with a table that doesn't have a

primary or unique key.

Check if a table is editable

In the Data Editor grid, icons in the top left corner of a table show whether the data can be edited.
They indicate structural or connection-level constraints that affect data modification.

Icon

\
-

(e

Indicator

No unique key was found. Data
modification is not possible.

PRIMARY KEY column_name

Description

The table lacks a unique key, re
stricting editing.

A unique key enables editing of
the table.



Icon

| =]

Sort, filter, and edit cells

Description

Read-only connection. A read-only connection preven

ts any edits.

Every cell in the table has a context menu. Click the cell's context menu icon to open it. The menu

includes the following options:

Menu item

Sorting

Filters

Edit

Show in value panel

Pin Column

Unpin Column

Unpin All Columns

Download

Download and Upload

Description

Sorts table data by the selected column. See the
Data Ordering article.

Filters data based on specified conditions. See the
Data Filters article.

Opens additional editing options.

Displays the selected cell's content in the value p
anel.

Pins the selected column so it remains visible whe
n scrolling horizontally.

Unpins the selected column.

Removes pinning from all columns in the table.

Available for XML and JSON cell data types. Do
wnloads the cell content as afile.

Available for BLOB cell data types. Allows downl
oading and uploading cell content.



View column information

By default, CloudBeaver shows column descriptions (comments or metadata) in the data grid. If
defined in the database, the description appears below each column name in the table header.

Tip
Columns that are part of a unique key are marked with a key icon in the column header. This lets you identify key columns
at a glance directly in the data grid.

Configure the data editor

You can configure the Data editor behavior in Preferences.



Data filters

You can apply custom filters to table contents or query results. There are several ways in which you
can filter datain a table.

Using filters

One of the ways is to use the filter field above the table next to the top toolbar. To filter data, enter

v

an SQL expression into the field and click the Apply filter criteria button next to the field or

press Enter |

Enter a SQL expression to filter results v X

-

# Rec hook_ref @) book_date 123 total_amount w
—

You can apply ready-to-use SQL expressions or SQL expression templates via the context menu. To
select aready SQL expression, select or focus cell and press the Cell context button

D00ZED

- , then click Filters -> Cell value in the context menu and choose one of the

expressions.

00034E = | 2017-08-04T16:52:00Z 73300
000352 _ 0z 109500
I Sorting »
000374 n7 12A72N00
T Filters >
00044D B cClipboard >
00044E ~2017-07-T7T05391
~ Cell value > .
000480 2017-07-28T09:00: Y. book_ref = '00034E
0004E1 2017-07-31T17:34y O Custom " Y. book_ref <> '00034E'
000511 2017-07-01703:404 V. book_ref 1S NULL
¥ Y. book_ref = '00034F
00054E WIAHSTIOSA e/ sort V. book_ref < 00034E
eset niters / sortn ,
0005E7 2017-07-03T09:251 ° Y. book_ref LIKE '%00034E %
0005F4 2017-08-09T02:14:00£ 795400 T—- book_ref ILIKE '00034E
0005FF 2017-07-18T03:27-00Z 56300

The data updates dynamically. To remove a filter, click Filters -> Delete filter for ... If you want to
delete all filters, click Filters -> Reset all filters. You can also delete filters by clicking the Reset filter
criteria button % in the top toolbar.
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T
T
T
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&

Clipboard

Cell value

Custom

book_ref 1S NULL
book_ref IS NOT NULL
Delete filter for book_ref
Reset all filters

Reset filters / sorting




Data ordering

You can order data in a column by clicking the header or using the context menu.

Order data using the column header

Click the orderingicon( '* ) in a column header.

123 actor_id T| | AZ first_name AZ last_name () last_update
Tip
The icon appears when you hover over the header and becomes visible permanently after sorting is applied.

Each click changes the sort state:

State Icon
Ascending T
Descending |
None

Tip

To order by multiple columns, hold| Ctrl |(Windows) or| tmd |(Mac) and click columns in the order you want to apply
sorting.

Reset data ordering

To reset data ordering:

e clickthe orderingicon( '* ) until all sorting is removed
e open the cell context menu (three-bar icon), then select Sorting -> Disabled

o if multiple sortings are applied, select Sorting -> Disable all in the cell context menu.



Tip

To clear all filters and sorting at once, open the cell context menu and select Reset filters/sorting




Panels

Value Panel

The Value Panel provides additional space in the Data editor in which you can manipulate data. The
panel is handy if you work with complex types (structures, arrays), long text data or BLOBs.

Use value panel
To open the panel, click the Value button on the right hand side of the Data tab. Alternatively, you
can open the Value panel by clicking Show the in value panel in the cell context menu.

To close the panel, click the Value button again.

Properties E= Data ©ff Diagram

Enter a SQL expression to filter results, e.g. column_name=10

= 123 Albumid Rec Title 123 Artistld &% Column1 w
o =
2 1 1 For Those About To Rock We Salute You 1 [BLOB] =
B 2 Balls to the Wall 2 [BLOB E
» 3 3 Restless and Wild = ‘ 2 INULL] ©
= =
< 4 4 Let There Be Rock g
s 1 Show in value panel
© 5 5 Big Ones = P 2
" o

° 6 6 Jagged Little Pill It Sorting 4 ®

7 7 Facelift . Filters >

8 8 Warner 25 Anos 2 Edit >

9 9 Plays Metallica By Four Cellos

10 10 Audioslave 8 [NULL]

1 1 Out Of Exile 8 [NULL]

12 12 BackBeat Soundtrack 9 [NULL]

13 13 The Best Of Billy Cobham 10 [NULL]

14 14 Alcohol Fueled Brewtality Live! [Disc 1] 1 [NULL]

The Value Panel displays just one value that is currently selected or in focus and allows editing.

At the top of the Value Panel, you can find several tabs. The tabs depend on the current value type.
For example, if your current value is a string, you will find 4 tabs (Plain text, HTML, XML, JSON), each
representing a format the string can be shown in.



Diagram
to filter results, e.g. column_name=10

ABc Title
For Those About To Rock We Salute You
Balls to the Wall

Restless and Wild

Let There Be Rock

Big Ones

Jagged Little Pill

Facelift

Warner 25 Anos

Plays Metallica By Four Cellos
Audioslave

Out Of Exile

123 Artistld

© ® N o o A W o= NN =

o
11 Column1

[BLOB]
[BLOB]
[NULL]
[BLOB]
[NULL]
[NULL]
[NULL]
[NULL]
[NULL]
[NULL]
[NULL]

TEXT HTML XML JSON

Restless and Wild

There are 3 available tabs for BLOB type of data:

o Text
e HEX
e Baseb4

o10
o1 Column1

[BLOB]

[BLOB]

[NULL]
[BLOB]
[NULL]
[NULL]
[NULL]
[NULL]

IMAGE TEXT

TEXT HEX BASE64

1VBORwWOKGgoAAAANSUhEUgAAAGAAAABUCATIAA

[T VALUE

() GROUPING

M VALUE

() GROUPING



Grouping Panel

The Grouping panel provides tools to calculate statistics based on a table or a custom SQL query. It
uses GROUP BY queries to extract unique values for COUNT (default), SUM, AVG, MIN, MAX,and
other analytics functions, displaying the results in dedicated columns.

Grouping panel
To obtain the grouping results for one or more columns of a data table, open the Grouping Panel.

Then, in the result table, place the cursor on the table header and drag-and-drop the column into the
panel:

X
B8 actor

[E] Properties [ Data of; Diagram

Enter a SQL expres: 110 filter results, e, olumn_name=10
el 123 actor_id me first_name w8t last_name 1 te T S i o
a =1
= 1 PENELOPE GUINESS 2006-02-15 09 JuLL P 2
M\ 2 2 NICK WAHLBERG 2006-02-15 09:34:33.000 [N E L
E 3 3 ED CHASE = 2006-02-15 09:34:33.000  [NULL E g
% 4 4 JENNIFER DAVIS 2006-02-15 09:34:33.000  [NULL X g
S = 5 JOHNNY LOLLOBRIGIDA 2006-02-15 09:34:33.000  [NULL] ‘e
= 6 BETTE NICHOLSON 2006-02-15 09:34:33.000  [NULL pdat H ,w|

7 7 GRACE MOSTEL 2006-02-15 09:34:33.000  [NULL : —

8 8 MATTHEW JOHANSSON 2006-02-15 09:34:33.000  [NULL H

] ] JOE SWANK 20060215 09:34:33.000  [NULL .

10 10 CHRISTIAN GRALE 2006-02-15 09:34:33.000  [NULL) |

n n ZERO CAGE 20060215 09:34:33.000  [NULL

12 12 KARL BERRY 2006:02-15 09:34:33.000  [NULL H

13 13 UMA WooD 2006-02-15 09:34:33.000  [NULL There is no data to show. .

1 " VIVIEN BERGEN 20060216 09:34:32.000 | [NULL Drag and drop a column from the result viewer to group :

15 15 CUBA OLIVIER 2006-02-15 09:34:33.000  [NULL vales !

16 1% FRED COSTNER 2006-02-15 09:34:33.000  [NULL :

7 17 HELEN VOIGHT 2006-02-15 09:34:33.000 [ NULL H

£ 18 DAN TORN 2006-02-15 09:34:33.000  [NULL

19 19 BOB FAWCETT 2006-02-15 09:34:33.000  [NULL]

20 20 LUCILLE TRACY 2006-02-15 09:34:33.000  [NULL

21 21 KIRSTEN PALTROW 2006-02-15 09:34:33.000  [NULL

22 22 ELVIS MARX 2006-02-15 09:34:33.000  [NULL

23 23 SANDRA KILMER 2006-02-15 09:34:33.000  [NULL

24 24 CAMERON STREEP 2006-02-15 09:34:33.000  [NULL

25 25 KEVIN BLOOM 2006-02-15 09:34:33.000  [NULL]

26 26 RIP CRAWFORD 2006-02-15 09:34:33.000  [NULL]

27 27 JuLia MCQUEEN 2006-02-15 09:34:33.000  [NULL

L

28 28 WOooDY HOFFMAN 2006-02-15 09:34:33.000

Qv 400 £ | X200 T EXPORT

If you add several columns to the panel, CloudBeaver groups the data in the order the columns are
added and calculates statistics based on the grouping.



sc last_name
GUINESS
WAHLBERG
CHASE
DAVIS
LOLLOBRIGIDA
NICHOLSON
MOSTEL
JOHANSSON
SWANK
GABLE
CAGE
BERRY
wooD
BERGEN
OLIVIER
COSTNER
VOIGHT
TORN
FAWCETT
TRACY
PALTROW
MARX
KILMER
STREEP
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MCQUEEN
HOFFMAN
WAYNE
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Enter a SQL expression to filter results, e.g. column_name=1
=] @ 123 actor_id LT wec first_name
g 1 1 PENELOPE
B 2 NICK
E 3 3 ED
< 4 4 JENNIFER
3 5 s JOHNNY
° 6 6 BETTE

7 7 GRACE

8 8 MATTHEW

9 9 JOE

10 10 CHRISTIAN

1 1 ZERO

12 12 KARL

13 13 UMA

14 4 VIVIEN

15 15 cuBA

16 1% FRED

17 7 HELEN

18 18 DAN

19 19 BOB

20 20 LUGILLE

21 21 KIRSTEN

22 22 ELVIS

23 23 SANDRA

24 24 CAMERON

25 25 KEVIN

26 26 RIP

27 27 JuLia

28 28 wooby

29 29 ALEC
Q~ a0 £  X,200 T EXPORT

0

@ last_update I
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33 000
2006-02-15 09:34:33.000
2006-0215 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33. 000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000
2006-02-15 09:34:33.000

123 age
[NuLL]
[NULL
[NuLL
[NULL]
[NuLL]
[NULL]

u
u
2
i

(2
&
<
el
S
2

[NULL)
[NULL

[NuLL]
[NULL]
[NuLL)
[NuLL]
[NULL}
[NULL]
(NuLL]
(NULL]
[NULL

[NuLL]
(NuLL)
NuLL
[NULL]
oL
[NULL]
[NULL]

[NuLL

[NUL
[NULL]
[NuLL)

[NuLL]

Enter a SQL expression to filter results, e.g. column_
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Function management

Adding a function

By default, the COUNT function is used. You can add other functions as well.




Q Grouping configuration

COLUMNS

payment_date
amount

rental_id

FUNCTIONS

MiN(amount)

COUNT(*)

CLOSE APPLY

To add a function, follow these steps:

1. Click the Configure button 5 CONFIGURE on the Grouping panel's toolbar.

2. Inthe Grouping Configuration window, locate the Functions area and enter the function into
the row.

Note

COUNT is the only function that allows the use of * instead of specifying a column name.

3. Tocomplete the process, click Apply.

Removing a function

To remove a function, navigate to the Grouping Configuration window, click the Remove button,
and then click Apply.



Column management

Adding a column

You can also manage columns in the same Grouping Configuration window.

a Grouping configuration

COLUMNS

[ payment_id

payment_date
amount

rental_id

FUNCTIONS

Enter function (e.g., SUM

COUNT(*)

CLOSE APPLY

To add a column:

1. Click the Configure button ¥ CGONFIGURE o the Grouping panel's toolbar.

2. Inthe Grouping Configuration window, go to the Columns area and enter the column name into
the row.

3. Tocomplete the process, click Apply.

Tip
You can add a column with an expression for MySQL/MariaDB databases. The expression will be calculated in the
resulting column:




Q Grouping configuration X
o . 123 TOTAL_PRICE 23 TOTAL_PRICE /100 * 20 ) count
COLUMNS 2, 199 39
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g 4 298 5 s
TOTAL_PRICE X 5 . P . N
. 6 330 2
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8 360 72 8
s 378 z
0 400 & 2
1" 406 &1 z
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13 az8 856 z
FUNCTIONS 14 459 —’ 9.8 2
15 460 92
17 550 18 z
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z 720 124 s
2 2 124
25 1
26 U
» 2 2
CLOSE Qv 40 £ Xse @ cuear  f3 cowmoure [  SMOW T EXPORT Success-29ms
fetche

(3 GROUPING ™ VALUE

Removing a column

e Toremove a column, in the same Grouping Configuration window, click the cross ( X ) icon and
then click Apply.
e Alternatively, you can remove a column by clicking the column name and then clicking the

| REMOVE

Remove button in the Grouping panel's toolbar.

e You can also remove a column by dragging and dropping it outside the Grouping panel.

To clear all results from the Grouping Panel, click the Clear button & 4%

Filtering

You can filter data in the Grouping Panel. For more information, refer to the Data Filters article.

Default sorting

Click the Sort by Column button to switch sorting options for the grouped data:




Option Icon Description

Unsorted Leaves the datain its original o
rder.

Ascending + Sorts the grouped data in asce
nding order.

Descending 5 Sorts the grouped data in desc

ending order.

Show duplicates only

- SHOW
Click the Show Duplicates button  turLicates to filter the results and display only those rows where

the COUNT is greater than 1.

Charts

Note

This feature is available in Enterprise and AWS editions only.

You can create and manage various charts directly within the Grouping Panel. For details, see
Charts.



[T beaver_employees * [T sql1 (PostgreSQL shared)
Properties 5 Data 0[] Diagram
Enter a SQL expression to filter results, e.g. column_name=10
;j Az first_name AZ last_name Az email
}E 1 Sarah Tooth sarah tooth@beavertown. com w
2 Penny Whittle penny.whittle@beavertown.com ?,:j
&‘) 3 Willow Whittle willow.whittle@beavertown.com m
% 4 Sarah Sawmill sarah_sawmill@beavertown.com =
Q5 Lily Build lily. build@beavertown.com =
< 6 Chuck Chewer chuck. chewer@beavertown.com %
7 Damien Building damien.building@beavertown.com )
8 Benny Sawmill benny.sawmill@beavertown.com
9 Danny Damns danny damns@beavertown.com
10 Daisy Whittle daisy.whittle@beavertown.com 5.82%
n Bella Sawmill bella. sawmill@beavertown.com
12 Daisy Wood daisy.wood@beavertown.com
13 Bella Damerson bella.damerson@beavertown.com 5.38%
14 Sarah Logsplitter sarah logsplitter@beavertown com
15 Bob Logger bob.logger@beavertown.com Bt
16 Rocky Woaod rocky.wood@beaveriown.com
17 Penny Whittle penny whittle@beavertown.com
18 Bella Sapling bella.sapling@beavertown.com
19 Damien Logger damien.logger@beavertown.com
20 Gabby Root gabby.root@beavertown.com
21 Sammy Grind sammy.grind@beavertown.com
22 Bob Whittle bob whittle@beavertown.com
23 Rocky Root rocky.root@beavertown.com
24 Cheryl Grind cheryl.grind@beavertown.com
25 Bella Damerson bella. damerson@beavertown.com
26 Daisy Planks daisy.planks@beavertown.com Qv 235
Qv 235 $ | X235+ I I == [ P SAVE [« CANCEL [ SCRIPT T EXPORT 50 IMPORT

Enter a SQL expression to filter results, e.g. column_name=10

6.03%

5.58% . . 9.08%

| X 235+ {G} CONFIGURE [ EXPORT

>

() GROUPING [ VALUE

714% Logsplitter - 921 (9.08%)

Planks - 817 (8.06%)
Logger - 724 (7.14%)
Teeth - 668 (6.59%)
Builds - 611 (6.03%)
Chewer - 590 (5.82%)
Build - 566 (5.58%)
Sapling - 546 (5.38%)
Beaverton - 521 (5.14%)
Others - 4.176k (41.18%)

8.06%

41.18%

Executed - 96ms

235 row(s) fetched - 15ms

Export grouped data

You can export grouped data using the Export button 1
details on exporting data, refer to the Data Export article.

EXPORT

in the Grouping Panel. For more




Result details Panel

The Result details panel provides you with information about the execution of a SELECT query. To

open the panel, click the Result Details button on the right-hand side of the Data tab.

Note

This panel is specific to BigQuery and provides details that help in monitoring query costs.

[E] Properties

B3 gep_billing_export_v1_01336...

5 Data ofj Diagram

Enter a SQL expression to filter results, e.g. column_name=10

B # RBC billing_account_id RBC service.id ABC service.description ABC 5 Name Value g
o -
= I 013360-01AFAD-DB7DE8  5490-F7B7-8BDF6  5490-F7B7-8DF6 143F | gop job_ZHESYIZDG27e6Ghz-NXsUNZOSTUY =
B\ - 013360-01AFAD-DBTDES  5400-F7B7-8DF6  5490-F7B7-8DF6 143F [ 4]
Location EU
'UJ 3 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F (L]
© ) Project dbeavergep =
A 013360-01AFAD-DB7DES  5490-F7B7-8DF6  5490-F787-8DF6 143F g
SN s 013360-01AFAD-DB7DEE  5490-F7B7-BDF6  5490-F7B7-8DF6 143F. | DML affected rows nSne =
(T)
° 6 013360-01AFAD-DB7DES 5490-F7B87-8DF6 5490-F7B7-8DF6 143F. Fetched from cache false O
7 013360-01AFAD-DBTDES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F- || Total rows 200 -
8 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF& 143F i‘
Total bytes processed 283,502,318 =
9 013360-01AFAD-DB7DES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F o
Transaction id none =
10 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F. 5
1 013360-01AFAD-DBTDES  5400-F7B7-8DF6  5490-F7B7-8DF6 143F.  Tetal byles billed 284,164,096 g
12 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F Total medified partitions 0
13 013360-01AFAD-DBTDES  5400-F787-8DF6  5490-F7B7-8DF6 143F | Total slot ms a0
14 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F.
Query SELECT * FROM dbeavergep.daily_cost_detail.gep_billing_export_v1
15 013360-01AFAD-DB7DES 5490-F7B7-8DF6 5490-F7B7-8DF6 143F:
16 013360-01AFAD-DBTDES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F
17 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F
18 013360-01AFAD-DB7DES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F
19 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F
20 013360-01AFAD-DB7DES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F
21 013360-01AFAD-DB7DES 5490-F787-8DF6 5490-F7B7-8DF6 143F.
22 013360-01AFAD-DB7DES 5490-F7B7-8DF6 5490-F7B7-8DF6 143F
23 013360-01AFAD-DBTDES  5490-F787-8DF6  5490-F7B7-8DF6 143F.
24 013360-01AFAD-DB7DES 5490-F7B7-8DF6 5490-F7B7-8DF6 143F
25 013360-01AFAD-DBTDES  5490-F7B7-8DF6  5490-F7B7-8DF6 143F
Q~ 200 T | X200+ ADD DATASET T EXPORT 200 row(s) fetched - 1250ms
Metrics
Result details panel includes the following metrics:
Name Description

Job

Location

The unique identifier of the job.

The regional location of the data you have querie




Name

Project

DML affected rows

Fetched from cache

Total rows

Total bytes processed

Transaction id

Total bytes billed

Total modified partitions

Total slot ms

Query

Description

The project within which the query was executed.

The number of rows affected by a Data Manipulat
ion Language (DML) statement.

Indicates if the results were retrieved from the ca
che. true means no additional costs are incurre
d for data processing.

The number of rows returned by the query.

The amount of data processed by the query. This i
s important for cost calculations as costs are incur
red based on the amount of data processed. If the
Total bytes processed is zero, it indicates that the
query results were served from the cache, which
does not incur costs.

The identifier for the transaction within which th
e query was executed, if applicable.

The total bytes billed for the query, which might b
e different from the bytes processed if discounts
or caps are applied.

The total number of partitions that were modified
as aresult of the query execution.

The total number of slot milliseconds consumed b
y the query.

The SQL query statement that was executed.



Managing charts

Note

This feature is available in Enterprise and AWS editions only.

The default grid view of query results may look unremarkable. Use CloudBeaver's Charts feature to
quickly explore patterns and trends without exporting data. You can visualize data in Column, Bar,
Line, Pie, or Area formats.

Creating Charts in the SQL Editor

To create a chart in the SQL Editor:
1. Runyour query.

2. Click the Charts button ( & CHARTS ) on the left toolbar in the result area.

3. Your data will appear as a chart.

FE beaver_employees T sql-1 (PostgreSQL shared) “
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Qv 235 & | ¥,235+ {5 CONFIGURE [X EXPORT Executed - 18ms




Creating Charts in the Data Editor

To visualize data from Data Editor:
1. (Optional) Sort and filter your data using the filters.

2. Click the Charts button ( & CHARTS ) in the Data Editor's left toolbar.

3. Your data will appear as a chart.

F] beaver_employees * [T sql1 (PostgreSQL shared)
[E Properties E= Data off Diagram
Enter a SQL expression to filter results, e.g. column_name=10
w w
3 165k 2
= >
] 1.5k B
0
& 2
< 1.35k{ T
5 3
s 5
1.2k o
5 @
LI
ERERES
@
1
=1
=2 9004
=]
7]
750+
600
450+
Willow  Lily Damien Danny Daisy Bella Bob Cheryl Bucky  Will
first_name
| |
Q) ~ 2385 £ X 235+ {3 CONFIGURE [ EXPORT 235 row(s) fetched - 15ms
Note
By default, the data for Y-axis is taken from the first column of the table containing numeric values.

Creating Charts in the Grouping Panel

To create charts from grouped data:

1. Group your data in the Grouping Panel.



2. Click the Charts button (& CHARTS)

3. Your data will appear as a chart.

[T beaver_employees * T sql-1 (PostgreSQL shared)
Properties = Data o[ Diagram

Enter a SQL expression to filter results, e.g. column_name=10

; AZ first_name AZ last_name AZ email Enter a SQL expression to filter results, e.g. column_name=10 & §
PE 1 Sarah Tooth sarah tooth@beavertown. com w g
2 Penny Whittle penny.whittle@beavertown.com nq:’ EJ
&‘) 3 Willow Whittle willow.whittle@beavertown.com ﬁ 2
% 4 Sarah Sawmill sarah_sawmill@beavertown com =5 %
o 5 Lily Build lily.build@beavertown.com E E
° 6 Chuck Chewer chuck chewer@beavertown.com g (’:;

7 Damien Building damien.building@beavertown.com )

8 Benny Sawmill benny.sawmill@beavertown.com

9 Danny Damns danny damns@beavertown com @ Logsplitter - 921 (9.08%)

10 Daisy Whittle daisy.whittle@beavertown.com @ Planks - 817 (8.06%)

1 Bella Sawmill bella.sawmill@beavertown.com ® Logger- 724 (7.14%)

12 Daisy Wood daisy wood@beavertown com Teeth - 668 (6.59%)

13 Bella Damerson bella.damerson@beavertown.com ® Builds - 611 (6.03%)

14 Sarah Logsplitter sarah logsplitter@beavertown.com : g:::irs:g(:(;:j%}

15 Bob Logger bob.logger@beavertown.com () sapling - 546 (5.38%)

16 Rocky Woaod rocky.wood@beaveriown.com @ Beaverton - 521 (5.14%)

17 Penny Whittle penny.whittle@beavertown.com 41.18% ) Others - 4.176k (41.18%)

18 Bella Sapling bella.sapling@beavertown.com

19 Damien Logger damien.logger@beavertown.com

20 Gabby Root gabby.root@beavertown.com

21 Sammy Grind sammy.grind@beavertown.com

22 Bob Whittle bob.whittle@beavertown.com

23 Rocky Root rocky.root@beavertown.com

24 Cheryl Grind cheryl.grind@beavertown.com

25 Bella Damerson bella. damerson@beavertown.com

26 Daisy Planks daisy.planks@beavertown.com Qv 235 S | X 235+ {5} CONFIGURE [EY EXPORT Executed - 96ms
Qv 235 $ | X235+ I I == [ P SAVE [« CANCEL [ SCRIPT T EXPORT 50 IMPORT 235 row(s) fetched - 15ms

Editing chart settings

To edit your chart:

1. Click the Configure button in the bottom menu.

2. Adjust settings in the dialog box that appears.




¢ Charts settings

Dimensions (X Axis)
Field Axis Title Breakdown By

first_name v first_name Breakdown by,

Measures (Y Axis)

Field Operation Axis Title
beaver_id ~ SUM
+ ADD MEASURE + ADD STACK GROUP

Options

Row count
200 <

[] show values on chart

CANCEL

Setting Axis X

e from the Field dropdown, select a column for the X-axis
e name the X-axis in the Axis title field

e optionally, use Breakdown by to group results by another column

Setting Axis Y

e choose a column for the Y-axis from the Field dropdown

e select an Operation to define how values are aggregated (e.g., SUM, AVG, COUNT, MIN, MAX,
FIRST, LAST)

e label the Y-axis in the Axis title field

e click + Add measure to include additional measures



Using Breakdown by

The Breakdown by option lets you split the chart into multiple series based on the selected column.
For example, if you choose last_name , the chart will display a separate line or area for each unique
last name.

x
[Tl beaver_employees [T sql1 (PostgreSQL shared)
[E] Properties ©= Data ol Diagram
Enter a SQL expression to filter results, e.g. column_name=10 bod
C 2
E 1.65k~ G:'
[= =
4]
£ g
< o
T >
= 2
@ ©
@
Willow  Lily Chuck Benny Danny Daisy  Bella Bob  Rocky Gabby Cheryl Logan  Bucky will
first_name
-o- Finance SUM(beaver_id) -o- HR SUM(beaver_id) -o Marketing SUM(beaver_id) - i ) -o- Operations SUM(beaver_id)
()~ 235 £ | ¥ 235+ { CONFIGURE [} EXPORT 235 row(s) fetched - 30ms

When you hover over the chart, a tooltip appears showing values for each series in that point.

Note

The Breakdown by option isn’t available for Pie charts.

Adjust visible data range

Use the slider below the chart to control which part of the data is displayed. Drag the handles on
both sides to zoom in or out on a specific data range.

————— e




Tip

This is useful when working with large datasets - you can focus on a smaller section without reloading or filtering data.

Setting other options

You can also set the following chart options:

Setting

Chart type

Field

Axis title

Breakdown by

Operation

Add measure

Description

Select visualization type: Column, Bar, Pie, Line, o
r Area

Choose acolumn forthe X or Y axis

Enter a custom label for the axis

Group data by an additional column (creates sepa
rate series for each value; not available for Pie ch
arts)

Select a function for data aggregationonthe Y a
xis

AVG - Calculates the average of the values

SUM - Sums up all the values

FIRST - Displays the first value

LAST - Shows the last value

COUNT - Counts all the values

MIN - Findsthe minimum value

MAX - ldentifies the maximum value

Add another Y -axis field to display multiple mea



Setting Description
sures on one chart

Add stack group Combine selected measures into a single stacked
group. Each group appears as one stacked bar or a
rea segment.

Row count Limit the number of rows to include in the chart
Show values on chart Display numeric values directly on the chart bars
or points

Export chart image

You can export your chart as an image file.

In the Charts window, click Export button (2 EXPORT )

In the Export image dialog, enter a name for your file
Choose a File format (SVG or PNG)

(Optional) Enable Transparent background if you don't want a white background

v A LD e

Click Export to download the image



JSON and Document view

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver lets you view and edit JSON documents in databases such as MongoDB, DynamoDB,
and other NoSQL databases.

= sales

[E Properties [ Data

(2] Sbd761dcae323ed45a93cclea

£ _id: ObjectId(“5bd761dcae323ed5a03ccrea)
saleDate: 1S0Date("2017-06-22T09:54:14,1852")
items: [9 element

JSON [£] TABLE

storeLocation: "Denver"
customer: {4 properties)
gender: "M"
age: 51
email: “worbiduh@vowbu.cg”
satisfaction: 5
couponUsed: false
purchaseMethod: "In store”

& CHARTS

[3] Sbd761dcae323ed45a93ccfeb

id: ObjectId("5bd761dcae323ed5a93ccfeb” )
saleDate: 1SODate("2015-02-23T89:53:59.3432")
items: (9 elements] ...
storeLocation: “Seattle"
customer: {4 properties}
gender: "F"
age: 45
email: "vatires@ta.pe”
satisfaction: 3
couponUsed: false
purchaseMethod: "In store"

(4] Sbd761dcae323e45a93ccfed

Q|28 T | Xass+ T EXPORT EE IMPORT X COLLAPSEALL EXPAND ALL 235 row(s) fetched - 23ms

Viewing documents

To work with JSON data, switch to the JSON tab available on the left side of the Data Editor.

Info

You can collapse or expand JSON entries to focus on specific parts of the document. Click the arrow button ( e ) next
to akey to fold or unfold that section.

Editing documents

To edit a document:



', 1
1. Click the Pencil button (,_) in the left panel.

2. The document switches to editing mode.

3. Click Apply (\’) or Cancel (E1T:}) to save or discard your changes.

Info

If a document contains unsaved changes, it’s highlighted with an orange border.

"
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(1~ 235 £ X235+ @ SAVE [xCANCEL T EXPORT 55 IMPORT ¥ COLLAPSEALL EXPAND ALL 235 row(s) fetched - 23ms




Spatial GIS data

CloudBeaver supports the visualization and management of spatial data. Spatial data, which includes
geographic locations and geometric shapes.

Spatial data, often represented as either geometric or geographical values, can be visualized on a
map or graph. A geometric object is typically composed of a sequence of points that define its shape.
For a more comprehensive understanding of spatial data, you can refer to this detailed explanation.

CloudBeaver's support of spatial data covers the following databases:

e PostgreSQL (PostGIS)
e Greenplum *

e CockroachDB *

e Clickhouse

e Databricks #

e MySQL

e MariaDB

e SQLite (GeoPackage)
e H2GIS *

o SAPHANA *

e DuckDB

e Redshift *

e Exasol *

o Altibase *

o BigQuery *

e Oracle *

e SQL Server *

e Snowflake *

o AlloyDB #*


https://en.wikipedia.org/wiki/Spatial_database

Spatial data viewer

To access the spatial data viewer, select one or more rows containing GIS data from your table. After
selecting the rows, open the Value Panel to display the selected spatial data on a map. For more
information, see Value Panel.
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Abilities of the Spatial data viewer
e Zooming: Allows you to zoom in and out to tailor the map view, using either the mouse wheel or
the on-screenicons.
e Map display options: You can choose between street or topography map view.

e Datainteraction: When you click on a spatial object on the map, CloudBeaver displays
associated information from every other column in the corresponding row.

e Coordinate Reference System (CRS) selection: A dropdown menu in the viewer allows you to
select the appropriate CRS for your data. For more information about CRS, see Spatial
reference system.



https://en.wikipedia.org/wiki/Spatial_reference_system
https://en.wikipedia.org/wiki/Spatial_reference_system

SQL Editor

SQL Editor

With the SQL Editor in CloudBeaver, you can write and execute multiple SQL scripts within a single
database connection, save them as files, and reuse them later.

Getting started

To start working with the SQL Editor, you have two options:

1. Create anew SQL script:
e click Open SQL Editor button in the top toolbar.

Info

For more information about toolbar, see Toolbar in CloudBeaver.

2. Openrecent SQL script:
e Select Tools -> Show scripts from the top toolbar.

e A Resource manager window appears. Click any script to open it in a new tab. For more
information see Resource manager.

Note

A connection is created when you open the first SQL editor tab. Additional tabs for the same database reuse that
connection.

SQL Editor overview

The SQL Editor contains the Script panel, the Result panel, and the Toolbar.



Toolbar Script panel
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LI sqi-2 (PostgresQL shared)
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Q ~ 400 S | X239 T EXPORT Executed - 50ms

Script panel

The Script Panel is the primary area where you can write, edit, and manage your SQL scripts. It
provides basic text editing features with the added benefits of specialized functionalities tailored for
SQL development:

Results Panel

The results panel displays tabs with results in various formats. The tabs resulting from script
execution represent instances of the Data Editor. You can create, edit and execute SQL scripts in the
script panel and then see the results in the result tabs.

Toolbar

The Toolbar in the SQL Editor is equipped with various buttons:




Button name

Execute SQL stateme
nt

Execute SQL stateme
ntin new tab

Execute SQL script

Explain execution pla

n

Show server output

Al prompt *

Save as script

Format SQL script

Download SQL script

Upload SQL script

Icon

Iz

S

L &

Description

Executes the SQL stat
ement.

Executes the SQL stat
ementin anew tab.

Executes all SQL stat
ements in the script p
anel.

Provides a detailed ex
planation of the SQL
execution plan.

Displays the server-si
de output, specific to
the database being us
ed.

Generates SQL code
based on natural lang
uage prompts.

Saves the current SQ
L script to afile.

Formats the SQL scri
pt.

Downloads the SQL s
cript to the local mac
hine.

Uploads a SQL script
from your local machi
ne to the SQL Editor.

Additional resource

Query Execution Plan

Server Output

Al Smart Assistance

Saving Scripts

Formatting Guide



Active database

You can change the connection linked to the current SQL editor or switch the active database/
schema from the main toolbar, without losing your SQL query.

e To change the connection, click Active datasource, then select the required connection from the
connections tree.

Eﬂ PostgreSQL@localhost (1) [EE] public@postgres v

e Tochange the active database or schema, click Active catalog/schema, then select the required
schema from the dropdown list.

E] PostgreSQL@localhost (1) » [EE] public@postgres

Tip

To quickly link the SQL editor to the connection currently in focus in the Database Navigator (any object in the

connection-table, folder, etc.), click Link with editor *— or press CTRL + SHIFT + , [( CMD + SHIFT + , for macQS).

Query execution
Statement execution

Place the cursor on the line with the statement or select part of the script to execute the statement.

Click on the Execute SQL statement button ( b ) in the left toolbar or use the shortcut. The result of
the statement execution will be shown under the script editor area. Results will be grouped ( Result
- 1 <1>, Result - 1 <2>)if statement execution is finished with more than one result.



& ¢ % O mabum [ sqh1 (SLite_del team1)

Shared » 1 select * from Album;

~ g SQLite_del_team1 b 2 select = from Customer;
Album =

B Artist =
¥ Customer 2]
B8 Employee
B foo

BB Genre

BB Invoice

B8 InvoiceLine
BB MediaType
BB Playlist

BB PlaylistTrack
B8 Track

E= EmpView

B2 test

T o

— =
i Statistics-1 = Result-1<1> 5 Result-1<2>

Enter a SQL expression to filter results, e.q. column_name=10

* 123 Customerld mec FirstName moc LastName a8 Company e Address wec City v
1 1 Luis Gongalves Embraer - Empresa Brasileira de Aerondutica S A Av. Brigadeiro Faria Lima, 2170 Sa0 José dos Campos -§'
2 2 Leonie Kahler INULL Theodor-Heuss-Stralie 34 Stutigart =

3 3 Frangois Tremblay NULL 1498 rue Bélanger Montréal i g
4 4 Bjern Hansen [NULL) Ullevdlsveien 14 Oslo | g
5 5 Frantisek Wichterlovs JatBraing 5.r.0 Klanova 9/506 Prague -]
6 6 Helena Holy INuULL Rilska 3174/6 Prague :L-;
7 7 Astrid Gruber INuLL RotenturmstraBe 4, 1010 Innere Stadt Vienne | i

s s Daan Pesters INULL Grétrystraat 63 Brussels

9 9 Kara Nielsen NULL] Sender Boulevard 51 Conenhaaen

G- (200 B]| XNe 5 5 = B AVE [ CANCEL SCRIPT T EXPORT Success - 31ms

Tip

To view results in a separate tab, click Execute SQL statement in a new tab ( b ) instead. This opens the result in a new
tab below the editor.

Script execution

Click on the Execute SQL script button ( <) in the left toolbar or use the shortcut to execute the
script. The summary result will be shown in the Statistics tab, and results will be shown in separate
Result tabs.



(:. @~ D~ T [0 soLitedelteam v

& ¢ % O mabum [ sqi1 (SLite_del team1)

Share » 1 select * from Album;

~ g SQLite_del_team1 2 select * from Customer;
B8 Album
BB Artist

BB Customer

(RO 4

B8 Employee
B foo

BB Genre

BB Invoice

BB InvoiceLine
B MediaType
B Playlist

B PlaylistTrack
B Track

2 EmpView
2 test

q T

— %
E Statistics-1 _ 5 Result-1<1> S Result-1<2>

Executed queries: 2/ 2
Duraticn: 42 ms
Updated Rows: 0

Execution plan

Click Explain execution plan button (E) or use the shortcut to view the query plan if supported by
the driver.

Info

See Query execution plan for details.

SQL assist and auto-complete

SQL Assist suggests SQL keywords, object names, and code snippets as you type.

Info

Read more in SQL Assist and auto-complete.

Display multiple tab rows
When many tabs are open, show them in multiple rows instead of scrolling:

1. Goto Profile -> Preferences -> Interface



2. Turnon the Multiple rows for tabs checkbox

bookings [T sql-1 (PostgreSQL@localhost) demo_restore bookings FA airports_data = flights

FE ticket_flights FE boarding_passes X

Tip

Use this to avoid horizontal scrolling when many tabs are open.

Resource manager

To manage SQL scripts on the server file system, use the Resource Manager.

Auto and Manual commit

By default, all database connections in the SQL Editor operate in Auto-commit mode.

Info

See more information on Auto and Manual commit modes.

Dynamic parameters
You can use dynamic placeholders in SQL scripts:

e :paramName - bind parameters

e S${VAR_NAME} -scriptvariables

Info

To use these placeholders, make sure parameter and variable support is enabled in the SQL Editor settings. See Managing
preferences.

SQL Editor preferences

Use SQL Editor preferences to control how queries are written, executed, and validated.



Info

You can configure SQL Editor settings in one of the following ways:

e Settings -> Preferences - for user-level preferences

e Settings -> Administration -> Settings -> SQL Editor - for global settings, available to administrators only

Shortcuts

You can use keyboard shortcuts to speed up your work in the SQL Editor. See the full list in the
Shortcuts article.



SQL formatting

To format SQL text:
1. Select the SQL text you wish to format.

2. Press| Ctrl+Shift+F or click on the Format SQL Script button = located on the left toolbar.

x ®x
@ flights  [] sql-1 BB flights [ sqk1
14 1 select # from flights where flight_id = 1185; 4 1w select

2 *

b L_' 3 from
5] o4 flights
rr Fr 5 where
- T6 flight_id = 1185;
B B 2
o i
= i3 Ln & Col 19, Pos 56

sh QUERY BUILDER [] SQL EDITOR

Commenting SQL lines
To manage comments in SQL scripts:

e Tocomment out an SQL line:
a. Place your cursor on the line you want to comment.
b. Press Ctrl+/ or CMD+/ for macOS.

e Touncomment a commented line:
a. Place your cursor on the commented line.

b. Press Ctrl+/ |( CMD+/ /for macOS) again to remove the commenting syntax.



x
B fights [ sgi1 BB flights  [] sql-1 ’i

» 1 v select » 1 -- select
2 * 2 -— %
. 3 from . 3 -- from
It flights L a - flights
" 5 where B 5 — where
o [ flight_id = 1185; D 6 -- flight_id = 1185;

79
T9

Ln & Col 22, Pos 74

¢h QUERY BUILDER [T SQL EDITOR




SQL assist and auto complete

CloudBeaver provides the SQL assist feature, which offers auto-completion of database object
names, SQL commands, and other keywords in queries.

When you start typing an SQL code, CloudBeaver suggests auto-complete options based on the
context.

[# bookings I'T sql-1 (PostgreSQL@localhost) .

b 1 v select 5

> 2 f.flight_no, E

- 3 dep.city_en as from_city, w

L 4 arr.city_en as to_city 06;

" 5 from flights f 5

6 join airports_data dep on f.

B B flight_id &
B flight_no a2
H scheduled_departure g
EH scheduled_arrival >
H departure_airport i
H arrival_airport o

) H status G
O omb e fl oo

I

= Ln 6, Col 29, Pos 119

Completion engines

CloudBeaver offers two SQL completion engines:

e Semantic (default) - provides the most accurate and context-aware suggestions by analyzing
the entire SQL structure and lexical scopes. It improves completion accuracy but may not work
correctly with certain database-specific syntax.

e Legacy - a more straightforward completion engine that suggests SQL elements based only on
their position in the query. This can sometimes lead to incorrect or incomplete suggestions,
especially in subqueries.

Note

The Semantic engine is actively being improved, but if you encounter issues, switching to Legacy may provide more stable
behavior. We still recommend using Semantic for the best overall experience.




Change the completion engine
To switch between engines:

e Profile -> Preferences -> SQL Editor -> Completion engine

e (For administrators) Settings -> Administration -> Settings -> SQL Editor -> Completion engine



Query Execution Plan

View query execution plans to understand how a database executes SQL statements and identify
expensive operations.

The execution plan view helps you:

¢ Identify expensive operations: Pinpoint which parts of your query consume the most resources.
e Analyze execution flow: Trace the sequence of database operations from start to finish.
e Find bottlenecks: Locate performance issues in joins, scans, and sorting operations.

e Understand relationships: Visualize how data moves between different query steps.

Supported databases

e MySQL

e PostgreSQL

e Microsoft SQL Server

e Oracle

e DB2LUW

e SAPHANA

e Google Cloud SQL for PostgreSQL
e Google Cloud SQL for SQL Server
e Google Cloud SQL for MySQL

e Couchbase

e Firebird

e Exasol

e HSQLDB

e \Vertica

e ClickHouse

e AlloyDB

e Netezza

e OceanBase

e OQOcient



Generate an execution plan

1. Openthe SQL Editor.
2. Write aquery.

3. Click Explain Execution Plan (Er) in the editor toolbar.

Diagram plan view

The Diagram plan view displays the execution plan as a graph of connected nodes.
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Each node represents a database operation. Connections between nodes show the execution flow
and relationships between query steps. Learn more on how to analyze the graph.

Select a node to view detailed execution information.

Diagram toolbar
Button Action
Al Ask Al

Description

Explains the execution plan an
d provides optimization tips usi
ng Al. For more information, se
e Al Assistant.




Button

ol

Analyze the graph

Action

Toggle direction

Toggle layout

Expand all

Collapse all except heavy route

Zoom In/Zoom Out

Fit to screen

Description

Switches the diagram layout be
tween horizontal and vertical
modes.

Switches between compact an
d tree diagram layouts.

Expands all nodes in the diagra
m.

Collapse nodes except the hea
viest execution path.

Zooms in or out of the diagram.

Fits the entire diagram into the
available space.

The diagram highlights performance issues using the following visual cues:

e Status bars: Colored bars at the bottom of nodes provide a quick visual reference for the
relative cost of individual operations. Nodes with high execution costs are highlighted in
brighter colors, such as red or orange.

e The heavy route: CloudBeaver automatically identifies and colors the most expensive execution
pathin red to show the primary bottleneck.

e Node metrics: Each node displays key estimated values, including Cost, Rows, and percentage

of total plan cost.

Understanding the heavy route

The heavy route is the slowest part of your query. If a query is slow, start your optimization here.

Nodes usually turn red for three reasons:

e The database scans the entire table because a suitable index is missing or cannot be used.



Tip

If you see a Full Table Scan, Seq Scan, or Table Access (Full) on a large table, try adding an index to the columns used
inyour WHERE clause.

e You are processing or sorting millions of rows at once.

e Tables are linked inefficiently because of missing keys.

Table plan view

The table plan view displays the execution plan as a table.

[ Execution plan -1 i

g NODE TYPE ENTITY COSsT ROWS TIME CONDITION
E v Limit 56377.86 - 56377.88 10
~ Gather 214378 -37845.51 52614
“ Hash Join 1143.78 - 31507.38 21922 (f.aircraft_code = a.aircraft_code)
v Nested Loop 1142.58 - 31366.73 21922
v Hash Join 1142.16 - 15543.15 21922 (f.departure_airport = ad.airport_code)
“ Hash Join 1137.22 - 15416.07 44705 (1f.flight_id = f.flight_id)
Parallel Seq Scan ticket_flights 0.00-14161.49 44705 ((fare_conditions):text = ‘Business':text)
“ Hash 72321 -723.1 3N
Seq Scan flights 0.00-723.21 33
w Hash 4.30-4.30 51
Seq Scan airports_data 0.00-4.30 51 (timezone ~~ "Europe/ %" text)
Index Scan tickets 0.42-0.72 1 (ticket_no = tf ticket_no)
~ Hash 1.09-1.09 9
Sen Scan aircrafts data 0.00-109 9
WITH PassengerStats AS (
SELECT

t passenger_name,
a.madel->>'en’ AS aircraft_medel,
tf.fare_conditions,
tf.amount,
f.departure_airpart,
ad.timezone

FROM tickets t

& DIAGRAM ES TABLE

Select a row to view detailed execution information.

Detailed execution information

Select a node to view detailed execution information.
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Node Type
Entity

Cost

i DIAGRAM 55 TABLE

Rows
Time
| Condition
\ “ Details
Parent-Relationship
Parallel-Aware

Join-Type

Startup-Cost

Total-Cost

Plan-Rows
Plan-Width

Inner-Unique

HEeqqQ

VALUE

Nested Loop

1142.58 - 31366.73
21922

QOuter
false
Inner
1142.58
31366.73
21922
53

true

Execution plan data is provided directly by the database engine. The meaning of specific operations,

metrics, and attributes depends on the database system you are using. For detailed information
about execution plan operations and metrics, see the documentation for your database system.



Visual Query Builder

Note

This feature is available in Enterprise and AWS editions only.

The Visual Query Builder is a user-friendly visualization tool that can help you to create queries to
the database and see results. You do not need to know SQL language to work in it. The Visual Query
Builder may be useful for:

e building queries;

e complex queries analysis;

e easy query editing.

<
IT example
L Enter a SQL expression to filter results S
2
- SELECT a2
g ba.a, =
ba.fruit_a @
bb. fruit_b ti
FROM
basket_a ba basket_b bb test_vqb.basket 2 AS ba =
INNER JOIN test_vgb.basket b AS bb ON )
123 a D23 b ba.fruit_a = bb.fruit_b 2
ORDER BY >
ABC fruit_a t @ RABC fruit_b ba. Fruit 2; g
. 5]

o
OF Lavour @ zoomin (@ zoomour g SETTINGS

- x
5 Result-1

Enter a SQL expression to filter results

# 123 8 Roc fruit_a Roc fruit_b
1 1 Apple Apple
2 2 orange Orange

[ vaue

To open the Visual Query Builder, click the Query Builder tab in the SQL Editor right toolbar.

Creating a Visual Query

1. Select tables in the Navigator tree and drag-and-drop them into the Visual Query Builder area.
The existing connections between the tables will automatically be displayed. The tables will also
be added to the SQL expression which can be found in the field to the right of the diagram.



v [3 Tables
basket_a
basket_b
customer
delivery
employee
employees
houses
human
human2
learning

i EA@EAME

4

=]
05 avour

& zooMmIN (2 zoomout

Q SETTI

2. Tocreate anew join between tables, connect their columns holding the left mouse button. The
connection between the selected columns of the tables will appear in the diagram and the Inner
Join will be added to the SQL script.

r )

basket_b bb

D123 b

A

(] mec fruit_b ra

basket_a ba

D REC fruit_a

You can change a join type clicking the join label on the connection line.

4. Toremove ajoin between tables, click on the line, then press the Delete button. The connection
will be removed from the diagram and the join will disappear from the SQL script.

5. Bydefault all tables’ columns are included in the query. If you only want to see certain columns
in your query result, select the checkbox near the column name.

123 a fruit_id

1

Filtering

WHERE condition with the filter value is used for filtering. To add a filter, write it in the top filter

field.

Column name

A table column name. You have
to write a table alias before if a
nother column has the same na
me

Operation Sign

The most common signs: =, >,

<, <>, LIKE, ILIKE, BETWEEN

Value

A column value, used as a para

meter. Text and time values mu
st be rounded by single quotes,
numeric values do not need an

y quotes




Filter example:

¥ | e.employeeid>2

b SELECT

FROM
test_vgb. customer
) payment p INNER JOIN test_vgb.pa
CUSIOmET [J 125 paymentid employees[e] c.customerid = p.c
INNER J0IN test_vgb.
[ 125 customerid e— D) | O 1 amount 1 [ 123 employeeid ; 1
\ {
O #ec name “—{ [ 123 customerig O #ec name

[ 123 employeeid ha C‘D

0f Lavour @ zooMiN @ zoomouT X SETTINGS
kS

E Result - 1

Enter a SQL expression to filter results

123 customerid RBC name 123 paymentid 123 customerid 123 employeeid 123 amount 123 employeeid REC name

Abid 3000 Hassan

Sia 4000 Anna

Hussain

Kait 5000 Kelsie

Tony 5000 Tory

@ o e w N = o

4 3
5 4
3 4000 5 Sau
6 6
7 7
8 8

R A )

Sam 5000 Salley

Sorting

To apply a sorting condition to a column, press the sorting icon next to a column name on the
diagram. The column will be sorted in ascending order and the conditional expression ORDER BY
will be added to the SQL script. To sort the column in descending order, press the sorting icon again
to select the down arrow. If you want to remove a condition, continue to click the sorting icon to
deactivate it. Sorting can be applied to multiple columns in different tables. First, apply sorting on
the first column you wish to sort, and then on the second, third and so on. You can sort numbers,
texts, dates, time and other values.

123 a fruit_id |

Executing a Visual Query

Use the Execute SQL statement button 4 on the left pane to execute a query and get the results in
the same tab. If you want to see the result in a new tab, press the Execute SQL statement in a new

tab button P .



Shortcuts

You can use the same shortcuts as in the SQL Editor to execute the Visual Query.

Key Description
Ctrl+Enter Execute the SQL statement
Ctrl+\ or Ctrl+Shift+Enter Execute the SQL statement in a new tab

The Visual Query Builder symbols

The Visual Query Builder uses the following visual tools to display queries on the diagram:

Table symbols
Symbol Description

Table Primary Key is bold and displayed at the top
basket a ba of the table.

123 a
D Rec fruit_a

Table Alias is used to shorten your Join Statemen

basket_a[bal t,

D 123 a
D Rec fruit_a

Colored table header marks the first table in your

basket_a ba basket_b bb R
Join Statement.

= a (--Cl:)-m-Dmsb
[ sec fruit_a (] =ec nuit_b




Symbol
basket a ba basket b bb
sza (Cl:) Dmsb
[ #ee fruit_a [ rec inuit_b
basket_a ba basket_b bb
= a (:l:) Q= o
[ sec fruit_a (] =ec nuit_b

Join symbols

Description

Colorless header marks a joined table in your Join
Statement.

Line goes from the joined table to the first table.

Available Join types are described in the table below. The Visual Query Builder can show results only
for those types of Joins that are supported by your database.

Symbol

@
©
O
@
@
©
O

Description

Inner Join

Left Join

Left Outer Join

Right Join

Right Outer Join

Full Join

Full Outer Join



Symbol Description

@ Cross Join

Settings

You can customize the diagram view using the bottom toolbar to make the work with the diagram
easier.

08 tavour @ zoomINn ( zoomour &R SETTINGS

e Layout updates the diagram view to display all of its objects in the most optimal way.
e Zoom in and Zoom out enlarges or shrinks the diagram view.

e Settings menu contains additional settings of the Visual Query Builder. Press the Settings
button at the bottom toolbar to openiit.

e Layout on update enables Auto-layout feature. As soon as you add a new object to the
diagram, the diagram view will automatically be updated to display all of its objects in the
most optimal way.

e Show join type on entities moves Join labels from lines into headers of joined tables.
e Show Type adds information about column types into entities.
e Show Icons adds icons of column types into entities.

e Notation changes the representation of connection lines. Simple notation is set by default.
You can change it to the IDEF1X language type.

Visualization of an existing SQL query

If you write a JOIN statement by yourself and then want to convert it to the diagram view, just
switch the SQL Editor with your statement to the Visual Query Builder.

Note

the Visual Query Builder can transform the syntax of your query, but it does not affect the query result in the Result set.




Client-side commands

You can use special commands in the SQL Editor.

Info

These commands are executed on CloudBeaver's side, not on the server-side.

Supported commands

CloudBeaver supports the following commands:

Command Database Description

@ai message ™ All Sends a natural-language mess
age to the Al assistant. The Al
processes the message and gen
erates an appropriate SQL que
ry or action based on your inpu
t. For more details, see Al
command.



Transaction mode

By default, the SQL Editor uses Auto-commit mode, automatically saving changes after each SQL
statement. Switch to Manual commit for more control over transactions.

Manual commit mode

In Manual commit mode, you can commit or rollback transactions manually. Use it for multiple
queries or to review changes before saving.

Action Description

Switch to manual commit Enables manual transaction co
ntrol. You must Commit or Roll

back changes manually.

Commit Saves changes to the database.

[ commit

I _l g

Rollback Reverts changes in the current

& Rolback ;
transaction.

Switch to auto-commit Restores Auto-commit mode,
where changes are saved auto

matically.

Transaction log Opens the Transaction Log.

Info

After committing in Manual commit mode, click Refresh to update the Result tab.

Transaction log

The Transaction Log shows all transactions (queries of the transaction type, such as INSERT,
DELETE, UPDATE , and others) made during the current CloudBeaver session. To open the
Transaction Log, click Open transaction log in the toolbar.



Info

The Open transaction log button also displays the number of uncommitted queries.

Time Type

40605 PM SOL S User
40602 PM S0L S User

4:06:02 PM SOL S User

CAMCEL

Transaction log (PostgreSQL@postgres) .
Quary Duration (ms) Rows Rezult
DELETE FROM postgres.authers WHERE 2 [ Success
INSERT INTO pastgres. authars {(authoric 12 i Success
INEERT INTO pastgres authars (authoric 15 1 SUCcess

ROLLEBACK COMMIT

In the Transaction log window, you can interact with the following fields:

Field

Time

Type

Query

Duration

Rows

Result

Description

Shows when the query was executed.

Identifies the type of query (e.g., SQL/User).

Lists all uncommitted queries.

Displays how long each query took to execute.

Indicates how many rows each query affected.

Shows the query status.



Tip
Double-click a Query field to view the full query.

Limitations of Rollback capabilities

In database management, not all commands support rollback operations. It is crucial to understand
that Data Definition Language (DDL) commands-such as CREATE , DROP ,or ALTER cannot be
reversed with transactions for some databases. This means that once these commands are executed,
they cannot be reversed even in manual commit mode.

Important

Always check the transaction support for the specific database you are working with to avoid irreversible operations.




Resource Manager

The Resource Manager allows users to store and manage scripts in the CloudBeaver server file
system. Scripts can be saved in both projects, the Private or the Shared, and available to every user
who has access to this project.

Each user has the Private project and can create, edit and delete scripts in it. Other users do not
have access to this project.

Administrators can also create and manage scripts in the Shared project. All users with access to this
project can see, open and run the project scripts. Scripts can be associated with a specific
connection. When a user opens such a script, the specified connection is displayed in the SQL Editor
top toolbar and the user can immediately execute the script for the connection.

Note

scripts can only be associated with connections from the same project.

The Resource Manager is only available to logged users. Anonymous users may save scriptson a
local machine.

Opening the Resource Manager

To open the Resource Manager select it in the Tools menu.

D -

SQL scripts manager

O Log Viewer

The Resource Manager panel will appear to the right of the SQL Editor. The panel contains the list of
saved user’s scripts in ascending order. Every script has the context menu with tools.



o | Q
Private
> m Oracle
B Album_DDL.sql —
Invoice
B Open
e Rename
» [ Postgre
B Paymer Delete
Refresh

Resource manager settings menu

The Settings menu gives access to additional tools of the Resource Manager tree. To open it, press
the Settings button in the upper left corner of the Resource Manager.

The table below describes each tool within the Resource Manager:

Tool

Filter

Show collapsed

Save tree state

Folders

Description

Allows for script search within the Resource Man
ager. Activate the Filter switch to access the filter
field and enter the script name to display relevant
scripts. The search is limited to scripts that are cu
rrently visible.

An additional setting for the Filter. When enable
d, the search will include scripts within collapsed

directories that the user has previously expande
d.

Preserves the state of the Resource Manager tre
e view after refreshing the browser page. This set
ting is enabled by default.

Displays only the top level of folders. The full path
to afolder is shown as breadcrumbs. When a user
double-clicks on a script, the path to it is displaye



Tool Description
d in the Resource Manager tree.

Group by Project Omits project names from the Resource Manager
tree view, simplifying the display of scripts and fol
ders.

Saving a script

To save an SQL script to the Resource Manager, press the Save button B on the left SQL Editor
toolbar:

For users: the script will be saved to the Private project in the CloudBeaver server.

For administrators: * if a connection for the script is not selected, the script will be saved to the
project selected by the administrator in the pop up dialog box.

H Save script X

Name:

sql-1

Project

Private -

Private

Shared

l—anr‘H_- “

e if aconnection for the script is selected, the script will be saved to the project where the
connection is stored.

The script name will appear in the Resource Manager panel under the project name.



Once ascript is saved in the Resource Manager, all future changes will automatically be saved in it:

e eachtime any changes have been made in it

e every time when the SQL Editor with the script has been closed.
Specifying a connection for a script If necessary, when you want to specify a connection, just select a
connection and a schema in the SQL Editor top toolbar for the script. The script will use this
connection the next time the user opens it. To change the connection, select another one in the SQL

Editor top toolbar. The changes will be saved automatically. To remove the connection, disconnect
from the database in the Navigator tree and do not restore the connection for the script.

Opening a script

To open a saved script, double click the script name in the Resource Manager panel or select Openin
the script context menu.

Open
Rename

Delete

Refresh

The script will be opened in a separate SQL Editor and its name will be displayed on the SQL Editor
tab. If a connection has not been specified for the script, users will need to select a connection name
in the SQL Editor top toolbar before execution.

Deleting a script

To delete a script from the Resource Manager, select Delete in the script context menu in the
Resource Manager panel. The script will disappear from the panel and will be deleted from the
CloudBeaver server. The SQL Editor with the script will also be closed if it has been opened. The
deleted script cannot be restored. Scripts from the Shared project can only be deleted by the
administrators.

Script size limit

You can configure the size limit for scripts in the Resource Manager. This can be useful if you need to
control the amount of space on the CloudBeaver server. The limit also helps to improve the
application performance, because opening big scripts can take quite a long time. If a user is saving a



large script, they will see a message that the file size has been exceeded and the script will not be
saved.

Info

For more information, see Resource quotas.

Deactivate Resource manager

Administrators can deactivate the Resource Manager in the Server Settings. The Resource Manager
panel disappears from the CloudBeaver interface, and users don’t have access to scripts on the
server.

Tip

For more information on how to disable the Resource Manager through the configuration file, see Server configuration.




Server Output

The Server output log lets you view messages generated by database scripts and procedures directly
in the SQL Editor. This feature helps debug queries, monitor script execution, and track
informational or warning messages from the server.

Open server output log

Before executing scripts, enable the Server output log:

In the SQL Editor toolbar, click Show server output button ( B ).

N

Run your SQL queries or procedural scripts.

@ PostgresQL@dbl L] sqi-1 (PostgreSQL@db1)

] 1~  SELECT artistid, "name" g
> 2 FROM public.artist; E
' =
3 w
- i~ DO 353 §
%] 5 BEGIN =
. 6 RAISE INFO 'Info: Artist query executed at %', now();
B 7 RAISE NOTICE 'Notice: Total records retrieved: %', (SELECT COUNT(*) FROM public.artist); &
8~ END =
e $$; z
ia =
W
= =
= (=)
iy o
= Ln 7, Col 93, F
) Output " B Result-1 B2 Result-2
o T o

[Info] Info: Artist query executed at 2025-03-17 08:43:53.42661+00
[Notice] Notice: Total records retrieved: 275

Tip
Scripts typically use statements like RAISE (PostgreSQL)or PRINT (SQL Server) to send these messages to the

output log. Adjust message visibility by configuring log levels with statements like SET to show more detailed
information. For details about log message types, see your database system’s documentation.

View log messages

After executing the scripts, switch to the Output tab.



Search log messages

To quickly find a specific log type your search text into the search field at the top of the Output tab.
Matching logs appear instantly.

Tip

Clear the search field to see all logs again.

Filter log messages

To simplify viewing specific message types, filter logs:

In the Output tab toolbar, click Filter button ( T ).
Select the log message types you want to display:
Debug

Log

Info

Notice

Warning

© N o A D e

Error

Info

Filtering only affects displayed logs - it doesn't change what's stored or generated by your database scripts.

Wrap log messages

To wrap long log messages in the Output tab:

1. Inthe Output tab toolbar, click the settings button ( i9 ).
2. Select the Wrap mode checkbox.



Entity relation diagrams

Overview

Display entities with attributes

1. Navigate to your connection and open a table or schema

2. Select the "Diagram" tab (if the tab is not presented then the object does not support the
diagram presentation)

CONNECTION v saL TOOLS

x x x x x x x
> T, MySQL@127.0.0.1 IT sa1 IT sq2 IT sa3 T MysQL@127.0.0.1 £ sakila BB fim BB language
v @ PostgreSQL@127.0.0.1 -
v & postgres Properties [} Data ofj Diagram
v [E@ Schemas
> [4] information_schema
> [4] pg_catalog film_actor
> pgagent
v public 123 actor_id int2
v [3 Tables 123 film_id int2
EB actor
B address p— © last_update timestamptz
B8 category b
B ity 123 film_id serial
€8 country ABC title text
B8 customer
® film RABC description text
B8 film_actor 123 release_year year
B8 film_category
B inventory language o777 123 language.id int2 film_category
BB language P original_language_id int2
= . 123 language_id serial 3= 123 film_id int2
paymen 123 rental_duration int2
BB rental RABC name bpchar(20) 123 category_id int2
@ staff 123 rental_rate numeric(4,2)
@) last_update timestamptz @) last_update timestamptz
BB store 123 length int2
> @ Views 123 _cost numeric(5,2)
> [@ Materialized Views
> 8 Indexes rating mpaa_rating
> @@ Functions last_update timestamptz
> BB Sequences ) i
special_features _text
> m Data types
> @M Aggregate functions = fulitext tsvector 3
inventory
> % Roles
> B3 Extensions 123 inventory_id serial
> [m Storage
123 film_id 12
> Bm System Info im-1 !
123 store_id int2
© last_update timestamptz
OF tavour @ zooMIN @ zooMouT A EXPORT

You can click on an entity to highlight it:



CONNECTION

saL

>

T MySQL@127.0.0.1
v ® PostgreSQL@127.0.0.1

S
v

postgres
Schemas

cvvv Rl

IT sa1
Properties

IT sq2
ﬂ Data

[#] information_schema

[ pg

catalog

pgagent
public

v B

EEEEREBOOQ

Roles

Tables

BB actor

EB address
EB category
city
country
customer
film
film_actor

IT saks
o Diagram

film_category
inventory
language
payment
rental

staff

store

language
123 language_id serial
RABC name

© last_update

bpchar(20)

timestamptz

Views

Materialized Views
Indexes

Functions
Sequences

Data types
Aggregate functions

Extensions
Storage
System Info

o
08 tavour @ zoomIN

@ zoomout

MySQL@127.0.0.1

£ sakila EB fim B8 language
& inventory
film
123 film_id serial
RBC title text film_actor

RABC d ipti text
escription e 123 actor_id int2

123 release_year ear
- v 123 film_id int2

language_id int2
guag © last_update timestamptz

original_language._id int2

rental_duration int2

film_category

int2
int2

timestamptz

serial
int2
int2

timestamptz

123 rental_rate numeric(4,2)
123 length int2 123 film_id
123 _cost numeric(5,2) 123 category_id
RBC rating mpaa_rating @ rastupdate
last_update timestamptz
special_features _text
fulltext tsvector inventory
123 inventory_id
~ - 123 fim_id
123 store_id
©) lastupdate
EX EXPORT

You can click on a relation to get highlight it:

saL

>

e
w

MySQL@127.0.0.1
PostgreSQL@127.0.0.1

]

postgres
Schemas

=)
>
>
>

IT sa1
Properties

IT sq2
ﬂ Data

[#] information_schema

P9

catalog

pgagent
public

v B

Tables

category
city
country
customer
film
film_actor

IT saks
D-[g Diagram

film_category
inventory
language
payment
rental

staff

store

language
123 language_id serial
RABC name

© last_update

bpchar(20)

timestamptz

Views

Materialized Views
Indexes

Functions
Sequences

Data types
Aggregate functions

Extensions
Storage
System Info

o
OF avour @ zoomIN

@ zoomout

T\ MysQL@127.0.0.1

£ sakila BB fim BB language
inventory_film_id_fkey
film
123 film_id serial
RBC title text film_actor
RABC  d ti text
escription e 123 actor_id int2
123
release_year year 123 film_id in2
language_id int2
guage.] © last_update timestamptz
original_language.id int2
rental_duration int2

film_category

123 rental_rate numeric(4.2)
123 tength 2 123 film_id int2
123 replacement_cost numeric(s,2) 123 category_id int2
rating mpaa_rating ©) last_update timestamptz
last_update timestamptz
"+ special_features _text
[E fulitext tsvector inventory
123 inventory_id serial
~ -¢ 123 film_id int2
123 store_id int2
©) lastupdate timestamptz
EX EXPORT




You can open the entity in the metadata editor by:

e double-clicking on the entity
e double-clicking on the entity attribute

e clicking on the link in the entity tooltip
On the bottom toolbar you can find different buttons:

1. Layout - diagram auto layout
2. Zoomin/out

3. Export - export diagramina png or svg format

Export diagram

File format

SVG

[ Transparent background

CANCEL EXPORT




Cloud services

Cloud Explorer

Note

This feature is available in Enterprise and AWS editions only.

Cloud Explorer offers deep integration with popular cloud service providers. As of the latest
version, it supports Amazon Web Services (AWS), Google Cloud Platform (GCP), and Microsoft
Entra ID (Azure).

With Cloud Explorer, you can set up your cloud access once and then browse, connect, and manage
your cloud databases. It saves you from manually configuring each database connection, as it reads
all database endpoint information directly from the cloud provider.

Authentication is centralized. You can use your cloud account to access your cloud databases.
Before you start using Cloud Explorer, you need to set up your identity provider access. This setup
includes access credentials, availability zones for database search, and other cloud-specific settings.

Tip
Cloud Explorer supports Pass-Through Authentication - once you log in with your identity provider, no additional
credentials are needed to access cloud databases. For more details, see Pass-Through Authentication.

Tip

Use Cloud Storage to manage files and work with . sql scriptsinyour cloud provider.

Supported databases

The Cloud Explorer allows you to connect with and manage various databases:

Providers Databases
Amazon Web Services PostgreSQL
MySQL

Oracle



Providers

Google Cloud Platform

Microsoft Entra ID (Azure)

Databases

Amazon Redshift

Amazon Athena

Amazon DocumentDB

Amazon DynamoDB

Amazon Keyspaces

Amazon ElastiCache (Redis)

Amazon Timestream

Amazon Neptune

AlloyDB for PostgreSQL

Microsoft SQL Server

PostgreSQL

MySQL

Spanner

Firestore

BigQuery

Bigtable

Microsoft SQL Server

PostgreSQL



Providers Databases
MySQL
Azure Cosmos DB for MongoDB
Azure Cosmos DB for Cassandra

Azure Cosmos DB for NoSQL

Cloud configuration

1. Asanadministrator, go to Settings -> Administration -> Server Configuration.

2. Inthe Configuration section, enable the cloud providers you need: Cloud (AWS), Cloud (Azure),
or Cloud (Google).

3. Save the changes.

Info

In the CloudBeaver AWS Edition, the Cloud (AWS) option is enabled by default. The Cloud (Google) and Cloud (Azure)
configurations are not available.

Amazon Web Services
To use Cloud Explorer with AWS, make sure:

e An AWS-compatible Identity Provider is configured. For available options, see Authentication
Methods.

o The AWS regions where your databases are located are selected AWS Settings.

Tip
Cloud Explorer only discovers databases in the regions you've enabled. If a database isn't showing up, check your region
listin AWS Settings.

Google Cloud Platform

To use Cloud Explorer with GCP, configure Google as an Identity Provider.



Info

For setup instructions, see Google authentication.

Microsoft Azure

To use Cloud Explorer with Azure, configure Microsoft Entra ID as an Identity Provider.

Info

For setup instructions, see Microsoft Entra ID authentication.

Cloud Explorer

Once you have configured your identity provider, open the Cloud Explorer window to add database
connections to your Database Navigator.

1. Navigate to Connection -> Cloud Explorer.

E] S(QLite - Chinook (Sample)

New Connection e - Chinook (Sample) x
From a Template
Find Local Database
Cloud Explorer

Tables

i

. MariaDB@@localhast (1)

> i MariaDB@localhost (2) Views -

> # MengoDB@localhost

> # MongoDB@localhost (1) B indexes

> # MeongoDB_for_Denis _—

> Mysr?}t (Flexible) —— Description

5 T MySQL 5 (Legacy) B Table Triggers

» MySQL Bm Data Types 4
» T, MySQL@localhost -
» & Neptune .

» i@ Neptune@db-neptune Connect Time

» B Oracle

4/16/24, 7:49 AM
» [ Oracle_template

» W POSTGRES_WITH_SSL

2. Inthe center of the dialog, you will see cloud databases displayed in a hierarchical view. All
databases are grouped by database/service type. When you expand one of the top elements,
CloudBeaver will search for cloud databases in the configured availability zones/regions.



Cloud Explorer

l Bearch elements..

O > @ aws
[0 > #A Azure
O > £y ccp

CANCEL CREATE

3. Select the cloud service provider. Depending on the type of authentication configured, you may
need to login using the appropriate identity provider in the opened window.



@ Additional Authentication

AWS JAM | AWS 1AM

AWS 1AM FEDERATED

Static access keys

Access Key

EXAMPLE_KEY

Secret Key

After authentication, select the database you want to add.



Cloud Explorer

> @@ ROS

> Redshift

4 ﬁ Athena

eu-central-1
@ eu-central-1

us-east-2
D @ us-east-2
g > ﬁ DocumentDB
o > g DynamoDB

0 > E& Keyspaces

W

Project  Private

CANCEL 1 cannection is selected CREATE

Tip
If you have a large number of databases in your cloud, you can search for them using the search bar located above
the Cloud Explorer.

5. Click on the Create button located in the bottom right corner of the Cloud Explorer dialog. Your
database will then appear in the Database Navigator.

Database cloud information

You can access your cloud database configuration directly from the Database Navigator. To do this,
click on the menu button next to the database you are interested in and select Edit Connection. This
action opens a special tab in the connection settings dialog. The information displayed in this tab is
specific to the cloud and database type of the selected database.



Cloud Storage

Note

This feature is available in Enterprise and AWS editions only.

Cloud storage lets you manage files and work with .sql scriptsin Amazon S3 and Google Cloud
Storage.

Cloud storage

[0 Show scripts

CLOUD STORAGE

O Query history
o O Log viewer
« & AWS

> [ 00-e2e-test
[ autotests-windows
v [M aws-athena-query-results-&-~ .. J-ca-central-1
[ 02b4Bcac-7f2d-403¢-94ch-2859639d3ale txt
[ 02b48cac-712d-403¢c-94cb-2859639d3a0e txt. metadata
[] 77483d48-36f6-4826-85f5-a33fc3768620. txt
[ 77483d48-36f6-4826-85f5-a33fc3768620.txt. metadata
[ d285252a-ee14-43b6-a7f4-22bc78622855. txt
[ d285252a-ee14-43b6-a7f4-22bc7B622855 txt. metadata
[ fd9ccd484-296e-44e1-9d0a-dafB6f568c88 txt
[ fd9cc484-296e-44e1-9d0a-dafB6f568c88.txt. metadata
> [ aws-athena-query-results-Bii-eu-cental-1
> [ aws-athena-query-results-880 0 -eu-central-1

Cloud configuration

1. Asanadministrator, go to Settings -> Administration -> Server Configuration

2. Inthe Configuration section, enable the cloud providers you need: Cloud (AWS) or Cloud


https://aws.amazon.com/s3/
https://cloud.google.com/storage/
https://cloud.google.com/storage/

(Google)
3. Enable Cloud storage to allow file management

4. Save the changes.

Tip
Cloud storage supports Pass-Through Authentication - once you log in with your identity provider, no additional

credentials are needed to access cloud databases. For more details, see Pass-Through Authentication. In the CloudBeaver
AWS Edition, you can use default instance credentials.

Amazon Web Services

To use Cloud storage with AWS, make sure:

e An AWS-compatible Identity Provider is configured. For available options, see Authentication
Methods.

o the AWSregions where your databases are located are selected AWS Settings

Google Cloud Platform

To use Cloud storage with GCP, configure Google as an Identity Provider.

Info

For setup instructions, see Google authentication.

Cloud storage
Once you have configured your identity provider, you can work with the data files. Navigate to Tools
-> Cloud storage to access it.
In the Cloud storage you can manage files like in a regular file system. Right-click a file or folder to
open the context menu and access options such as:

e upload files from your local storage to a bucket

e download files to your local storage

o delete or rename files

e dragand drop files between buckets or file systems



Tip

. b . . . . .
Use the Settings button “=* for additional configuration options. For more details, see the Settings menu.

Work with SQL scripts

Cloud storage allows you to work with .sql files. Double-click a file to open it in the SQL editor,
where you can:

e view and edit the script

e execute SQL statements

e save changes directly back to Cloud storage

Work with data files

You can also open and query data files stored in your cloud buckets, suchas .csv, .json, .xlsx,
.xml,and .parquet . These files can be connected as data sources directly in CloudBeaver.

For details, see:

e Multi Source
o CSV

e JSON

e Parquet

o XLSX

e XML

Tip
Fileslike .csv, .json, .xlsx, .xml,and .parquet openedfrom Cloud storage using the Open button create
temporary Multi Source connections. These connections disappear after you log out.

To create a permanent connection:

1. Click Copy URI for the file you need



CLOUD STORAGE

& Open
v B viadimi ¥ Download file
D) album_202311221452json [0 Copy URI
[ articles_202311221433.csv Rename
[ customer_202311271419.xlsx Dl
[ dogs_202311221505 json i
[ email_202311221506.md Refresh

[ film.csv
O persons_2023112271509.c5v

Q

2. Create a new connection and select the matching file type (for example, CSV or JSON)

3. Paste the copied URI into the Database field.




Settings

AWS settings

Note

This feature is available in Enterprise and AWS editions only.

After enabling AWS integration, the AWS Settings tab becomes available. Use it to configure:

e AWS partitions and regions

e Accessto Cloud Explorer and Cloud Storage
For CloudBeaver AWS Edition, you can also configure:

e Marketplace configuration (Agreement ID)

¢ Instance configuration (credentials and access roles)

Instance configuration

(£

£ Server Configuration

Besmn @

© SAVE X CANCEL
& Settings

2, Users and Teams

=5 Query Manager MARKETPLACE CONFIGURATION REGION LIST
€ Driver Management .

Agreement ID Partition
B Auditlogging

AWS Standard v

5 AWS Settings
¢ Identity Providers AFRICA
& Secret Management

INSTANCE CONFIGURATION [ Africa (Cape Town) (af-south-1)
5 Al'Settings
@ Domain Manager Instance Role AsIA

= Product Information

(] Asia Pacific (Hong Kong) (ap-east-1)
Instance Region Account ID [] Asia Pacific (Hyderabad) (ap-south-2)

[ Asia Pacific (Jakarta) (ap-southeast-3)

@@ Use default instance credentials

The credentials will be used for common services (Cloud Explorer, Cloud Storage)

Shared Access Role

the Otherwise, be applied.

“The 1AM role will be used for shared access to the Cloud Explorer and Cloud storage. If et blank,

[] Asia Pacific (Malaysia) (ap-southeast-5)
[ Asia Pacific (Melbourne) (ap-southeast-4)
[ Asia Pacific (Mumba) (ap-south-1)

[ Asia Pacific (New Zealand) (ap-southeast-6)
[ Asia Pacific (Osaka) (apnortheast-3)

[ Asia Pacific (Seoul) (apnortheast2)

(] Asia Pacific (Singapore) (ap-southeast-1)
[ Asia Pacific (Sydney) (ap-southeast-2)

[ Asia Pacific (Taipei) (ap-east-2)

[ Asia Pacific (Thailand) (ap-southeast7)
[ Asia Pacific (Tokyo) (ap-northeast-1)

(] Middle East (Bahrain) (me-south-1)

[ Middle East (UAE) (me-central-1)
EUROPE

Europe (Frankfurt) (eu-central-1)

[ Europe (ireland) (eu-west-1)

Europe (London) (eu-west-2)




You can control how CloudBeaver obtains and applies AWS credentials when working with AWS
services.

Setting Description

Use default instance credentials Use AWS credentials associated with the EC2 ins
tance where CloudBeaver AWS is running.

Shared Access Role (Optional) IAM role used for shared access to Clo
ud Explorer and Cloud Storage. If not specified, th
e EC2instance role is used. Requires default insta
nce credentials to be enabled.

Tips

e Enable Use default instance credentials when CloudBeaver AWS runs on an Amazon EC2 instance with an assigned
role. This option allows using AWS-managed credentials instead of defining AWS access keys explicitly.

e Use Shared Access Role to limit access permissions for Cloud Explorer and Cloud Storage independently of the EC2
instance role.

e CloudBeaver AWS supports various cloud-based Secret Providers to retrieve database credentials.

AWS partitions and regions

You can configure the AWS partitions and regions where your resources are located. This ensures
the system connects to the correct environment based on your selection.

1. Inthe Partition dropdown, select the partition where your resources are located:

Partition Description

AWS Standard Standard AWS regions.

AWS China Regions operated under Chinese regulations.
AWS EUSC European Union Sovereign Cloud regions.
AWS GovCloud (US) Regions for sensitive or regulated U.S. governm

ent workloads.

2. After selecting a partition, choose one or more AWS regions from the Region List.

3. Click Save to confirm and apply your settings.



Azure permissions

To use CloudBeaver with Azure, certain permissions are required for different actions. Below is a
summary of the necessary permissions and their purposes.

Required permissions

Action

Login

Cloud Explorer

Database authentication - Azu
re SQL, MySQL

Database authentication - Pos
tgreSQL, MySQL

User provisioning

Auto-assigned user teams

Permission

No additional permissions requ
ired

Azure Service Managemen
t (user_impersonation)

Azure SQL Database (use
r_impersonation)

Azure OSSRDBMS Databas
e (user_impersonation)

User.ReadBasic.All or Us
er.Read.All

No additional permissions requ
ired, but groups claimmustb
eincludedinthe accessorIDt
oken.

Description

Allows users to authenticate in
CloudBeaver.

Grants access to retrieve a list
of available user resources usi
ngthe https://managemen

t.azure.com//.default sc
ope.

Enables database authenticati
on (Azure SQL, MySQL) using t
he https://database.wind
ows.net//.default scope.

Enables database authenticati
on (PostgreSQL, MySQL) using
the https://ossrdbms-aa
d.database.windows.ne
t/.default scope.

Allows importing users from A
zure AD.

Automatically assigns users to
teams based on their Azure AD
group memberships.



Al

Al Assistant

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver provides Al powered features for working with databases in natural language, using
popular providers. It can answer questions, troubleshoot errors, or explore database objects.

Supported providers

Al Assistant in CloudBeaver works with several Al providers.

e OpenAl
e GitHub Copilot
e Azure OpenAl
e Google Gemini
e Ollama
e Anthropic Claude
e Amazon Bedrock
CloudBeaver isn't affiliated with these providers. Integration with Al assistance is achieved through

the public APIs. To use Al Assistant, register with the respective service provider and get a secret
key.

Important

Some paid Al provider plans don't allow access for use in third-party applications. Make sure your subscription includes
this capability before connecting.

Al Assistant features

Chat

e Al Chat. Chat naturally with Al to ask questions and get queries.



Use tools

© Available since 26.1

e Al tools. Let Al open tools, launch wizards, and perform guided actions inside CloudBeaver.

Work with SQL

e Explain query. Run Al to explain what a query does in plain language.

e Explain SQL execution plan. Use Al to analyze query performance, identify bottlenecks, and get
optimization hints.

e FixSQL errors. See what went wrong and how to fix a failed query.

e Al command. Run Al command directly in the SQL Editor. Type command like
@ai show films in which Grace Mostel starred,and let Al generate the SQL for you.

Work with objects

e Describe object with Al. Let Al describe the purpose of a table, view, or other object.

Best practices for prompt formulation
Follow these guidelines to get the most accurate results from Al:

e Use English: While Al supports multiple languages, English usually gives the best results.

¢ Know your database: The better you know your tables, columns, and relationships, the more
accurate the generated queries.

e Be specific: Include table and column names when possible to help Al produce precise queries.

e Provide full context: Instead of refining step by step, write a complete, well-structured prompt
that clearly describes your goal.

Disable Al Assistant

Learn more about disabling Al Assistant.



Data privacy

CloudBeaver protect your data and privacy with strict safeguards. Al Assistant works with the
minimum information required, and all processing follows provider privacy policies.

Info

Learn more in Data privacy.




Data privacy

Note

This feature is available in Enterprise and AWS editions only.

We prioritize data safety and user privacy. In this section, we outline how data is managed and the
measures taken to protect user privacy when using the Al features.

To enable Al features capabilities, metadata such as table and column names from the current
database schema are transmitted to third-party Al services. This step is crucial for accurately

translating user requests into SQL queries.

¢ No table data: Only metadata like table and column names are shared with Al provider. Actual

table data is not transmitted.

e Logtransparency: The entire request can be logged for your review. To enable this, navigate to
Al Settings tab and check the Write Al queries to debug log option.

Privacy policy

In addition to these general principles, each Al provider applies its own privacy policy:

Provider

OpenAl

GitHub Copilot

Azure OpenAl

Google Gemini

Ollama

Anthropic Claude

Privacy policy

Requests are processed under the OpenAl
privacy policy.

Copilot follows the GitHub privacy statement.

Operates under its own privacy policy. It's recom
mended to review their terms.

Data is handled according to Gemini privacy
measures.

Ollama follows a local-first design: all Al processi
ng happens on your machine, and prompts, code,
or documents never leave your computer.

Requests are processed according to Anthropic’s


https://openai.com/policies/privacy-policy
https://openai.com/policies/privacy-policy
https://docs.github.com/en/site-policy/privacy-policies/github-privacy-statement
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy
https://ai.google.dev/terms
https://ai.google.dev/terms
https://www.anthropic.com/legal/privacy

Provider Privacy policy

privacy policy. Review their terms to understand
how your data is handled.


https://www.anthropic.com/legal/privacy

Features

Al Chat

Note

This feature is available in Enterprise and AWS editions only.

To use the Al Chat:

1. Activate the Al assistant.
2. Select Tools -> Al Chat from the top toolbar.

e Alternatively, click on the Al assistant icon Al located in the left toolbar of the SQL Editor.
In the chat window that opens, select a connection and, optionally, a scope.

4. Enter your request in natural language.

5. Pressthe Sendicon () to getthe SQL translation. You can then choose from the following

options:

Option Icon Description

Execute 3 Run the generated SQL query

Insert = Open the query in the SQL Ed
itor and continue working wit
hitdirectly

Copy query & Copy the query to your clipb
oard

Copy 0 Copy the entire Al Chat resp

onse to your clipboard



B2 bookings Hl bookings LT AlResult (List all flights with ... W PostgresaL shared v| B
nter a SOL expression to filter results. e. N name- . N P N
Enter a 3QL expression to filter results, ¢ umn_name=10 List all flights with flight number, scheduled departure,... 0B
w AT flight_ne (@) seheduled_departure @) scheduled_arrival m
g Flight number Scheduled departure time Scheduled arrival time x
= = s i i ¢l
| 1 PGO134 = | 2017-09-10 06:50:00.000 40000 2017-08-10 11:55:00.000 List all flights with flight number, scheduled departure, and schedul
] & ed arrival
2 PGOD52 2017-08-25 11:50:00.000 +0000  2017-08-25 14:35:00.000
0 @
£ 3 PGOSE1 2017-09-05 09:30:00.000 +0000  2017-09-05 11:15:00.000 = 0 &
£ <
% 4 PGO529 2017-09-12 06:50:00.000 +0000  2077-09-12 08:20:00.000 2 ) . .
o = To list all flights with flight number, scheduled departure, and scheduled arrival, you can
? 5 PGO461 2017-09-04 09:25:00.000 +0000  2017-09-04 10:20:00.000 [} simply query the flights table, Here is the SQL query
6 PGO6ET 2017-09-10 12:00:00.000 +0000  2017-09-10 14:30:00.000
b PGOSEY 2017-08-24 12:05:00.000 +0000  2017-08-24 13:10:00.000 sql N
8 PG0498 2017-09-12 07:15:00.000 +0000  2017-09-12 11:55:00.000 ~ SELECT flight_no, scheduled_departure, scheduled_arrival
9 PGO621 2017.08-26 13:05:00.000 40000 2017-08-26 14:00:00.000 FROM flights;
10 PGO612 2017-08-18 13:25:00.000 +0000  2017-08-18 17:05:00.000
1 PGO676 2017-09-06 04:05:00.000 +0000  2017-09-06 04:45:00,000 ]
12 PGOOT0 2017-09-05 09:25:00.000 +0000  2017-09-05 11:35:00.000
13 PGOOSY 2017-09-14 09:25:00.000 +0000  2017-09-14 11:45:00.000
14 PGO03S 2017-08-11 03:35:00.000 +0000  2017-08-11 06:25:00.000 Press 3+ to submit y essage, press Enter to add a new line @
Qv | 235 SCRIPT 7§ EXPORT Exe

Al Chat configuration

Connection field

To use a specific connection in Al Chat, select the connection from the toolbar at the top of the chat
panel. The selected connection defines which database the Al will use when generating SQL queries.



W PostgreSOL shared

« | 8
Show me all actors whose name starts with the letter... ! 8

Show me all actors whose name starts with the letter T

D &
To retrieve all actors whose names start with the letter T from the actor table, you can use the
following SQL query:
sql

~ SELECT =
FROM actor

WHERE first_name LIKE 'T%';

This query uses the LIKE operator with the pattern 'T%' to match all first names that start with the
letter 'T",

D

Multiple conversations

You can create multiple chats for different connections.



e PostgresQL shared v El

Show me all actors whose name starts with the letter... - Fd
Taday
Show me all acters whose na...  Curent
Show me all'actor:
Show me all actors whose age is gr...
Yesterday

To retrieve all actors whose names start with the letter ‘T from
following SQL query:

Gaoals: - Emphasize the business val

Please explain what is wrong with t...

sql
Explain the following query: ™" SELE..
~ SELECT _
FROM actor Keslsicers
WHERE first_name LIKE 'T%'; Explain the following query: ™" SELE..

This query uses the LIKE operator with the pattern 'T%' to match all first names that start with the
letter 'T"

D

The first chat is created automatically when you open Al Chat. Each chat is named based on your
first prompt. Messages related to the same query or object in the same connection are kept together
in one conversation.

Action Icon How todoit

New conversation ] Click the icon to start anew co
nversation

Conversation history g Use the dropdown menu to swi

tch between existing chats

Delete a chat u] Select the chat from the Conve
rsation history dropdown, the
n click the delete icon

Important

Deleted conversations can’t be restored.




Resetting query context
The Al Chat logs your query history, enabling you to reference and expand on prior inputs. Each new
or edited entry prompts the Al to generate a revised SQL query. To change the query context in Al

Chat or clear history up to a specific message, click the Delete message icon ( & ) next to the desired
message. Deleting a message also removes it and all messages below it.

Defining the scope

To improve accuracy, especially in databases with large schemas, you can use the Scope field to limit
the context to specific database objects.

1. Inthe Al Chat toolbar, click the Change scope icon =] to open the context menu.

2. Choose the desired context level:

Scope option Description

Connection Al considers all schemas within the current dat
abase connection

Current Database Al is limited to the currently selected database

Current Schema Al focuses only on the schema you’re currently
using

Custom Lets you define a more specific scope, such as a

particular table or set of objects

Token usage

© Available since 26.0

When enabled, Al Chat shows the total input and output token count for the current conversation.

1. Inthe Al Chat toolbar, click the Chat settings button ( & ) to open the dropdown menu.

2. Click Enable metrics



Token usage appears as 01/01 Tokens (input 1 /output | ) below the chat header, and updates after
each response.



Al tools & MCP

Al tools & MCP

© Since 26.1

This feature is available in Enterprise and AWS editions only.

CloudBeaver ships with a set of Al tools that the Al Assistant can call directly. You get built-in tools
for tasks like data transfer, metadata reads, and editor control, and you can connect external MCP
servers.

@ @cbadmin @ @

SETTINGS  TOOLS & MCP
&= Server Configuration

#1 Settings

Enable Tools & MCP
2. Users and Teams

@ Query Manager
+ ADD C REFRESH [ DELETE
E2 Driver Management

2 Auditlogging
O NAME DESCRIPTION STATUS ENABLED

& AWS Settings
9 " DBeaver DBeaver internal Al toolbox Available

Identity Providers

. fetch i i v

& Secret Management O context? | Use this server to fetch current documentation ... Available [v]
- Al Settings
@2 Domain Manager

=] Product Information

For technical assistance, submit a
request Tech Support ©

Info

You can find more information about Model Context Protocol (MCP) here.

Enable Al tools

1. Navigate to Settings -> Administration -> Server Configuration
2. Enable the Al Integration option

3. Navigate to Al Settings -> Tools & MCP

4. Select Enable Tools and MCP.


https://modelcontextprotocol.io/docs/getting-started/intro

Tools work in Al chat and through the ai command.

Note

If tools are disabled, the assistant falls back to standard text responses.

Supported providers

Al tools are available only with providers that support tool calling:

e OpenAl

e GitHub Copilot

o Google Gemini

e Anthropic Claude

e Amazon Bedrock

Info

If your provider doesn’t support tool calling, Al Assistant will continue to respond with text or SQL suggestions as usual.
Make sure the model you select supports tool calling.

Internal tools

Category Description

Dataread actions Read sample data or metadata for improved cont
ext and more accurate suggestions.

View and editor actions Open Database object editor and SQL Editor.

MCP servers
To add an MCP server:

1. Open Settings -> Administration -> Al Settings -> Tools & MCP
2. Click + Add

3. Fillinthe connection settings



¢ NEW MCP SERVER

OPTIONS HEADERS

® Fields () JSON

Name * MCP SERVER STATUS

MCP
sk [ ] Enabled

Configuration URL #

https:fmep.coms/mep

4. Fillinthe headers and click Create

< NEW MCP SERVER

OPTIONS HEADERS

NAME  Filter Q VALUE

+ Add property

APIKEY asdklfjasljasifnyUUfdsjf




Setting

Mode

Name

Configuration URL

Headers

Description

Fields - fill in settings using form fields. JSON - pa
ste araw JSON configuration.

A display name for the server.

The server endpoint.

Optional key-value headers to include in request
s.

Each server shows its connection status, enabled state, and the number of available tools.



Data read actions

© Since 26.1

This feature is available in Enterprise and AWS editions only.

Data read actions let you quickly inspect parts of your database. These actions are read-only and
safe to use in any environment.

Info

By default, CloudBeaver sends only table and column names to the Al provider. No other metadata is shared unless you
enable the data read actions.




Al CHAT *

"o MySQl v H @

help me build a join for sakila.city and sakila.country use sample... I

help me build a join for sakila.city and sakila.country use sample rows if needed

* & Listtable names
*  Read table sample rows
* + Read table sample rows

» « Gettable details

To join the sakila.city and sakila.country tables, you canuse the country_id column, which
is common to both tables. Here's an example of how you can perform this join:

sql ]

~ SELECT
city.city_id,
city.city,
country.country
FROM
sakila.city
JOIN

sakila.country ON city.country_id = country.country_id;

Ll

This guery will return the city ID, city name, and corresponding country name for each city.

D

To use the actions:

1. Open Al chat on the connection you want to explore

2. Write a prompt that describes what you want to inspect

Note

To use an action, make sure it’s turned on in the Tools & MCP settings.

3. Alreads your request and uses a small sample of rows to better understand the table structure
and return a more accurate answer.



Tip

Set a scope if you want Al to focus on a specific object.

Available actions

Use it when you want the assistant to understand a table’s structure (for example, columns, typical
values, and relationships) so it can generate more accurate SQL, filters, or mappings.

Action

Read table sample ro
ws

What it does

Reads a few rows fro
m a table so Al can be
tter understand its st
ructure and generate
more accurate SQL or
mappings.

What happens

- CloudBeaver reads
only afew rows

- Al uses this asintern
al context to improve
query generation and
mapping

-No SQL and no edito
rs arerequired

Example

"help me build a
join for Album a
nd Artist, use s
ample rows if ne
eded”



View and editor actions

© Since 26.1

This feature is available in Enterprise and AWS editions only.

Al view and editor actions help you navigate the CloudBeaver interface through natural language.
When your request describes an action, CloudBeaver opens the editor or view that matches what
you asked.

To use the actions:

1. Open Al chat on the connection you want to work with

2. Write a prompt that describes the view, editor, or panel you want to open or close

Note

To use an action, make sure it’s turned on in the Tools & MCP settings.

3. Alreads your request and opens the matching editor or view in the workspace

Available actions

Use these actions to open editors, switch views, manage workspace panels, or create new
connections. Just describe what you want in Al chat, and the assistant performs the action for you.

Action What it does Example

Open database object editor Provides alink to open a "open orders data edito
Database object editor for ata r'
ble/view.

Open SQL Editor Provides a link to open a new "open sql editor for sa

SQL Editor tab. les"



Work with SQL

Explain query

Note

This feature is available in Enterprise and AWS editions only.

You can use Explain Query with Al to quickly understand what your SQL query does. The LLM

translates your SQL into plain language, helps you catch mistakes, and makes it easier to understand
complex logic.

Using Explain Query with Al

1. Activate the Al assistant.

2. Openyour query in the SQL Editor.

3. Select the needed query text.

4. Click Explain Query with Al icon ( LA ) located in the left toolbar of the SQL Editor.

In the Al chat window that opens you will see an explanation of the selected query. You can

continue the conversation, ask follow-up questions, and iterate on the query with help from the
LLM.



Fix SQL errors

Note

This feature is available in Enterprise and AWS editions only.

Al error explanation helps you understand and fix SQL errors using Al.

Using Al error explanation

To get help with a SQL error:

1. After running a query, if an error occurs, the Fix with Al button appears below the error
message in the Results panel.

Note
Al assistant must be activated first. Learn how to enable it.
s
= Result-1
Enter a SOL expression to filter results, e.g. column_name=10

Lad [¥4)
= . =
E A Error executing query: =
= SQL Error [42601]: Unterminated string literal started at position 42 in SQL SELECT * >
Er FROM actor E
o WHERE first_name LIKE "T%. Expected char @
= Z
o -
= o
I =
& FIX WITH Al CLOSE DETAILS RETRY =
<4 o
) v | 235 s X4 = 5 ANCEL [F SCRIPT ¢ EXPORT Executed - 15ms

2. Clickit to open Al Chat with an explanation and a suggested fix.



B PostgreSOL shared v | [F

Please explain what is wrong with the following SQL... ! Ed

Please explain what is wrong with the following SQL query and sug
gest a fix for the error:

SELECT =
FROM actor
WHERE first_name LIKE 'T%;

The error message is:

Error executing query:

SQL Error [42681]: Unterminated string literal s
tarted at position 42 in SQL SELECT =*

FROM actor

WHERE first_name LIKE 'T%. Expected char

D &
The error is due to the missing closing single quote in the LIKE clause, To fix it, you
need to close the single quote properly. Here is the corrected query:
sql P = E

~ SELECT =*
FROM actor
WHERE first_name LIKE 'T%';

D

Use Execute icon to apply the fixed query.



Al command

Note

This feature is available in Enterprise and AWS editions only.

The Al command lets you run natural language requests directly in the SQL Editor. Just type @ai
with your question, and CloudBeaver will generate and execute the SQL for you.

Using Al command

To use the Al command:

1. Activate the Al assistant.
2. Openthe SQL Editor.

3. Typeyour request using the @ai command.

Example

@ai show all customers with invoices in the last month

4. Execute the Al command. The results will appear in the Result panel.

Important

The Al command shows a confirmation for any risky query, including UPDATE , DELETE ,and any DROP TABLE
operation. These commands always prompt you before execution.




Work with objects

Describe object with Al

Note

This feature is available in Enterprise and AWS editions only.

The Describe Object with Al command helps you quickly understand the purpose of a table, view, or
another object. It uses Al to generate a short, human-readable description based on object
metadata.

W PostgreSOL shared v | E

Goals: - Emphasize the business value of database... - g

Auto-generated

Provide a structured, concise and formal description of table 'public.actor int

he database schema.

Table: public.actor

» Purpose: The actor table stores information about actors involved in films. It contains details
such as the actor's first name, last name, age, and other relevant information

= Connections:

« Connected to the film_actor table through the actor_id column, establishing a
relationship between actors and the films they are part of.

« Usage: This table is essential for tracking and managing actor information in the context of film
preduction and casting. It facilitates linking actors to specific films through the film_actor
table,

D




Describe an object

To use the Metadata description:

1. Activate the Al assistant.
2. Openthe Database Navigator or Properties Editor.
3. Click the cell context menu (three-bar icon) next to a supported object:
e Schemas
e Tables
o Views
e Indexes
e Triggers
e Procedures
4. Select Describe object with Al from the context menu.

5. Inthe Al chat window that opens you will see a short description. You can continue the
conversation, ask follow-up questions, and iterate on the query with help from the LLM.



Tutorials

Quick start with Al

Note

This feature is available in Enterprise and AWS editions only.

Work through a typical flow in the SQL editor using Al assistant - from writing a query, to fixing an

error, to understanding objects.

To get started, activate Al Assistant, open Settings -> Administration -> Al Settings, choose a

provider, and paste your APl token.

= Server Configuration

B Settings

2, Users and Teams

[ SAVE  x CANCEL

5 Query Manager AISETTINGS
no

€ Driver Management ot

€ AWS Settings
Engine *
$ Identity Providers 9

i Al'Settings Azure Opendl

@ Domain Manager = STATS IS SNty Sh asiis EAge

= Product Information

Language
English

Default language for Al responses

MODEL SETTINGS
API Token *
Copy-paste AP token from https://platform.openai com/account/
api-keys
Endpoint *
https:/fexample. com/openai/vi/

Deployment *

gptdo

Temperature
1.0
Lower temperatures give more precise results

Write Al queries to debug log

Context window size

16384 ¢

Embedding Deployment

gptdo

Deployment used for text er

Embedding Dimension *

1536 3

[2] cbadmin

@ [

Tip

Different vendors have different limits, models, and regions. Pick what fits your data policy and budget.




Start in the SQL Editor

1. Openthe SQL editor.

2. Select Tools -> Al Chat from the top toolbar.
3. Pick aconnection.

W PostgreSaL shared

Show me all actors whose name starts with the letter...

To retrieve all actors whose names start with the letter 'T' from the actor table, you can use the
following SQL query:

sl

FROM actor
WHERE first_name LIKE 'T%';

This query uses the LIKE operator with the pattern 'T%' to match all first names that start with the
letter 'T".

D

Show me all actors whose name starts with the letter T

D &

P = B
v SELECT =*

Info

Optionally set a scope to improve accuracy on large instances.

4. Type what you need in Al chat.

5. Execute or refine.

For details, see Al chat.



Generate directly in the editor with @ai

Want to stay focused in the SQL editor? Use @ai when you don’t need the full chat flow.

1. Inthe SQL editor, enter @ai your request...

2. Execute the command. The results will appear in the Result panel.

For details, see Al command.

Understand what the query is doing

Need a clear explanation, risks, or edge cases?
1. Select the SQL

2. Click Explain Query with Al icon ( LA ) located in the left toolbar of the SQL Editor.

3. Read the explanation in Al chat, and ask follow-ups

For details, see Explain query using Al.

Fix an error when the query fails

If the SQL fails, use Al to explain and repair it in one pass.

1. Click Explain and Fix



o
= Result-1

Enter a SOL expression to filter results, e.g. column_name=10

L
E‘ A Errar executing query:

= SQL Errar [42601]: Unterminated string literal started at position 42 in SQL SELECT *
e FROM actor

o WHERE first_name LIKE T%. Expected char

g

5 FIX WITH Al CLOSE DETAILS

L ]

Cd v | 235 T4 5 5 = R SAVE [ CANCEL [F SCRIPT

+ EXPORT

{©) GROUPING [T VALUE

Executed - 15ms

2. Apply the fix




B PostgreSOL shared v | [F

Please explain what is wrong with the following SQL... ! Ed

Please explain what is wrong with the following SQL query and sug
gest a fix for the error:

SELECT =
FROM actor
WHERE first_name LIKE 'T%;

The error message is:

Error executing query:

SQL Error [42681]: Unterminated string literal s
tarted at position 42 in SQL SELECT =*

FROM actor

WHERE first_name LIKE 'T%. Expected char

D &
The error is due to the missing closing single quote in the LIKE clause, To fix it, you
need to close the single quote properly. Here is the corrected query:
sql P = E

~ SELECT =*
FROM actor
WHERE first_name LIKE 'T%';

D

For the flow, see Al error explanation.



Describe a database object when you need context
Ask Al to describe a table, view, or other object in plain language. The result opens in Al chat.

1. Open Database Navigator or Properties editor

2. Click the cell context menu (three-bar icon)

3. Select Describe object with Al from the context menu.
4

Review the description in Al chat, and ask follow-ups

W PostgreSOL shared v | B

Goals: - Emphasize the business value of database... - Fg

Auto-generated

Provide a structured, concise and formal description of table 'public.actor’ in t

he database schema.

Table: public.actor

+ Purpose: The actor table stores information about actors involved in films. It contains details
such as the actor's first name, last name, age, and other relevant information

+ Connections:

» Connected to the film_actor table through the actor_id column, establishing a
relationship between actors and the films they are part of.

« Usage: This table is essential for tracking and managing actor information in the context of film
production and casting. It facilitates linking actors to specific films through the film_actor
table,

D

For supported objects and flow, see Describe database object.



Settings

Al Assistant settings

Note

This feature is available in Enterprise and AWS editions only.

Use this page to configure the general behavior of Al in CloudBeaver.

Al Assistant setup

To activate the Al features in CloudBeaver:

1. Navigate to Settings -> Administration -> Server Configuration
2. Enable the Al Integration option
3. Navigate to Al Settings tab
4. Use the Engine dropdown menu to switch between and set up supported providers:
e QOpenAl
e GitHub Copilot
e Azure OpenAl
o Google Gemini
e Ollama
e Anthropic Claude

e Amazon Bedrock



=

& Server Configuration
@ Settings

2, Users and Teams
=6 Query Manager

€ Driver Management
& AWS Settings

¢ 1dentity Providers
0 Al Settings

@ Domain Manager

[= Product Information

Fo techn

[ SAVE ¥ CANCEL

Engine *

Agure Openal

This engine is currently an active engine

Language
English

Default language for Al responses

[2] cbadmin (D) [&]

MODEL SETTINGS

API Token *

Gopy-paste AP token from hitps:/platform openai comy/account
apikeys

Endpoint *

hitps Hfexample comyopenaifv1
Deployment *

apt-4a
Temperature

10

Lower temperatures give more precise results
Write Al queries to debug log
Context window size

16384 B

Embedding Deployment
gptdo

Deployment used for text embeddings

Embedding Dimension *

1536 <

5. Open the context menu for the connection where you want to use Al and select Edit

Connection.

6. Open the Al tab, enable Transfer information to Al Vendor and click Save.

MAIN DRIVER PROPERTIES

Enable MCP

MCP Endpoint

Enable MCP to use this endpoint

S5H TUNMEL

Transfer infarmation to Al Vendor

|

ACCESS Al

]

Language

Select the default language for Al responses. The assistant uses this language when generating

explanations, SQL suggestions, and other text-based answers.

To configure the language:




1. Open the Language dropdown

2. Select the language you want the Al to respond in.

Note

The selected language applies to all Al interactions unless the provider or prompt explicitly overrides it.

Disable Al Assistant

To disable Al Assistant features:

1. Navigate to Settings -> Administration -> Server Configuration -> Services section
2. Deselect Al Integration option

3. Save changes



Providers

OpenAl

Note

This feature is available in Enterprise and AWS editions only.

To use OpenAl as an Al provider in CloudBeaver, configure it as follows:

1. Asanadministrator, sign up on the OpenAl platform.
2. Navigate tothe API Keys section and generate a new secret key.
3. Insert this key into CloudBeaver's Model Settings.
4. Choose the model.
5. Save changes.
Note

OpenAl services are available in specific countries. Consult the supported countries list to verify availability in your
location.

Model settings

Setting Description Default

API token Input your secret key from the
OpenAl platform.

Endpoint The address where requests to https://api.openai.com/v1/
the Al service are sent. Normal
ly this is filled automatically for
the selected provider. Change i
tonly if you use a custom endp
oint.

Model Choose the Al model. gpt-4o

Temperature Control Al's creativity from 0.0


https://openai.com/api/
https://platform.openai.com/account/api-keys
https://platform.openai.com/docs/supported-countries

Setting Description Default

0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Write Al queries to debug log Logs your Al requests. These e false
ntries go to the server log.

Context window size Choose the context size betwe 12800
en 2048 and 32768 .Alarger
number allows the Al to use m
ore data for better answers bu
t may slow down response tim
e. Choose based on your balan
ce of accuracy and speed.



GitHub Copilot

Note

This feature is available in Enterprise and AWS editions only.

To use GitHub Copilot as an Al provider in CloudBeaver, configure it as follows:

As an administrator, sign in to your GitHub account

Go to the GitHub Copilot page and activate a free trial or subscription
Get your Copilot access token

Paste the token into CloudBeaver's Model Settings

Choose the model

S T i o

Save changes

Model settings

Setting Description default

Copilot Access token Input your secret key from the
OpenAl platform.

Model Choose the Al model. gpt-3.5-turbo

Temperature Control Al's creativity from 0.0
0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Context window size Choose the context size betwe 16384
en 2048 and 32768 .Alarger
number allows the Al to use m
ore data for better answers bu
t may slow down response tim
e. Choose based on your balan
ce of accuracy and speed.

Write Al queries to debug log Logs your Al requests. These e false


https://github.com/
https://github.com/features/copilot

Setting Description default

ntries go to the server log.



Azure OpenAl

Note

This feature is available in Enterprise and AWS editions only.

To use Azure OpenAl as an Al provider in CloudBeaver, configure it as follows:

N ok DN

Save changes

Model settings

Setting

API token

Endpoint

Deployment

Temperature

Write Al queries to debug log

As an administrator, sign in to the Azure Portal
Click Create a resource in the menu

Open the Al Apps and Agents category

Select Azure OpenAl from the list and click Create
Generate and copy the credentials for the newly created service

Insert these credentials into CloudBeaver's Model Settings

Description

Input your secret key from the
OpenAl platform.

Configure a custom endpoint U
RL for Azure OpenAPl interact
ions.

Specify the deployment name c
hosen during model deployme
nt.

Control Al's creativity from
0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Logs your Al requests. These e

default

false


https://portal.azure.com/

Setting

Context window size

Description

ntries go to the server log.

Choose the context size betwe
en 2048 and 32768 .Alarger
number allows the Al to use m

ore data for better answers bu
t may slow down response tim

e. Choose based on your balan

ce of accuracy and speed.

default



Google Gemini

Note

This feature is available in Enterprise and AWS editions only.

To use Gemini as an Al provider in CloudBeaver, configure it as follows:

1. Asanadministrator, sign up on the Google Cloud Platform

2. Navigate to the Google Cloud Console and create a new project

3. Enable the Gemini API for your project by searching for the Gemini APl in the marketplace and

clicking Enable

4. Create credentials for your project by navigating to the Credentials page under APIs &
Services. Choose Create credentials and select the appropriate type for your Gemini

integration

5. Insert these credentials into CloudBeaver's Model Settings.

6. Save changes

Note

Google Gemini services are subject to regional availability. Check the list of available regions to ensure access in your

area.

Model settings

Setting

API token

Model

Temperature

Write Al queries to debug log

Description

Input your secret key from the
OpenAl platform.

Choose the Al model.

Control Al's creativity from
0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Logs your Al requests. These e

default

0.0

false


https://cloud.google.com/
https://console.cloud.google.com/
https://ai.google.dev/available_regions

Setting Description default

ntries go to the server log.



Ollama

Note

This feature is available in Enterprise and AWS editions only.

Ensure that Ollama is already installed and running on a server. You will need the host address
where Ollama is installed to proceed.

To use Ollama as an Al provider in CloudBeaver, configure it as follows:

1. Asan administrator, specify the host address of your Ollama server in the Hostname field,
ensuring it follows the format http://host:port

2. Insert the Model, Context Size, and Temperature you need for your integration

3. Save changes

Model settings

Setting Description default

Hostname Specify the address of the Olla
ma server in the format htt
p://host:port.Thisisrequi
red for connecting and loading
available models.

Model Choose the Al model. llama2:latest

Context size Choose the context size betwe 3000
en 2048 and 32768 .Alarger
number allows the Al to use m
ore data for better answers bu
t may slow down response tim
e. Choose based on your balan
ce of accuracy and speed.

Temperature Control Al's creativity from 0.0
0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.



Setting Description default

Write Al queries to debug log Logs your Al requests. These e false
ntries go to the server log.



Anthropic Claude

Note

This feature is available in Enterprise and AWS editions only.

To use Anthropic Claude as an Al provider in CloudBeaver, configure it as follows:

As an administrator, sign up on the Anthropic Console
Navigate to the Dashboard and generate a new API key
In CloudBeaver, go to Model Settings and insert this key into the API token field

Choose the model

AR R

Apply the changes

Model settings

Setting Description default

API token Input your secret key from the
OpenAl platform.

Model Choose the Al model. claude-opus-4-1-2025080
5)
Temperature Control Al's creativity from 0.0

0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Context window size Choose the context size betwe
en 2048 and 32768 .Alarger
number allows the Al to use m
ore data for better answers bu
t may slow down response tim
e. Choose based on your balan
ce of accuracy and speed.

Write Al queries to debug log Logs your Al requests. These e false


https://console.anthropic.com/
https://console.anthropic.com/dashboard

Setting Description default

ntries go to the server log.



Amazon Bedrock

© Since 25.3

This feature is available in Enterprise and AWS editions only.

To use Amazon Bedrock as an Al provider in CloudBeaver, set it up like this:

1. Asan administrator, open the AWS console and go to IAM (ldentity and Access Management)

2. Createoruse an IAM user/account that has permissions to use Bedrock, and generate an
Access Key ID and Secret Access Key for this user

Insert credentials into CloudBeaver's Model Settings
4. Enter the Region and Model

Save changes

Model settings

Setting Description default

Model Choose the Al model. Use Load
model list to refresh the availa
ble models. You can also type a
model name manually.

Region AWS region where Bedrock is
enabled for your account, such
as us-east-1 or eu-centra

1-1.

AWS Access key Your AWS access key with per
missions to call Amazon Bedro
ck.

AWS Secret key Your AWS secret key.

AWS Session token Session token for temporary A

WS credentials, such as those i
ssued by STS or federated auth
entication.


https://console.aws.amazon.com/

Setting

3rd party role name

Context size

Temperature

Write AWS Bedrock queries t
odebuglog

Cross-account access

Description

Name of the AWS IAM role to
assume when using cross-acco
unt or third-party access.

A larger number allows the Al t
o use more data for better ans
wers but may slow down respo
nse time.

Control Al's creativity from
0.0 (more precise)to 0.9
(more diverse). Note that highe
r temperature can lead to less
predictable results.

Log Bedrock requests for trou
bleshooting and debugging pur
poses.

Enable access to Amazon Bedr
ock across AWS accounts using
an assumed role.

default

0.0

off

of f



Data transfer

Data export

CloudBeaver supports exporting data from database tables in various formats. Users can initiate
data exports from the Database Navigator, Metadata Editor, Data Editor, or directly from the SQL
Editor's ResultSet.

Supported formats

CloudBeaver supports multiple output formats for data export:

e CSV.

e DBUnit.

e JSON.

e Markdown.
e Source Code.
e SQL.

o TXT.

o XML

e Parquet. *
o XLSX.

e HTML.

Steps to export data
To export data from CloudBeaver, follow these steps:

1. Choose the table you wish to export.



[E Properties ol Diagram
j Info TABLE NAME OBJECTID OWNER TABLESPACE ROW COUNT ESTIMATE DISK SPACE  REL SIZE SUPER TABLES SUB TABLES HAS OIDS HAS ROW-LEVEY
E5 Tables 0O =\ cepe 115729 postgres  pg_default 0 0 [} false false
Fe Tabl
B Foreign Tables O =\ e 523119 postgres  pg_default 0 16K [ false false
B Views
(] B cest 115735 postgres  pg_default 0 [ [} false false
&) Materialized Views
B Indexes [ B cfreferenciados 115740 postgres  pg.default 0 0 0 false false
B Functions O =@ ce 115746 postgres  pg.default 0 8K 0 false false
Sequences
W Sequ [0 ®\\  ceitens 115760 postgres  pg_default 0 8K [} false false
I Data types
[0 B cleitens_obs.fisco 115768 postgres  po_default 0 8K 0 false false
I Aggregate functions
= oL O &8 | clepgo 115776 postgres  pg_default 0 E [} false false
0 B8 cfestatus Open 1g_default 0 8K [ false false
Export
O e clopimpostos L 1g_default 0 8K 0 false false
Generate SQL
O =8 cha Rename igdefault 0 £ [ false false
) B8 cheques belete gdefault 0 K 0 false false
Refresh
[0 ® 8 chequescex \g_default 0 8K 0 false false
[0 ® 8\ chequesemitidoscx 115838 postgres  po_default 0 0 [ false false
0 B chkawalizacoes 115842 postgres  po_default 0 £ 0 false false
O =\ cidades 115851 postgres  pg_default 0 8K [ false false
[0 ® cidadesatendidas 115863 postgres  pa_default 0 0 0 false false
M @\ civ 84522 nostares  pa default 3 80K 8K false false
Load more
DELETE
Info
You can initiate an export also from the Database Navigator, Data Editor after querying data, or directly from the
ResultSet in the SQL Editor.

2. Select your desired format from the available options.



Export data
cle_pgto

J

csv Export to CSV file(s)

BB

DbUnit Export to DbUnit XML file(s)

7

JSON Export to JSON file(s)

g

=
-

Markdown Export to markdown file(s)

J

Source code Export to source code array

ra

SaL Export to SQL INSERT statements

"
g

TXT Export to plain text format

3 -

XML Export to XML file(s)

"
E

91

Export to XLSX (Excel spreadsheet) format

3. Set the necessary configuration options based on the format you have selected. Each format
may have specific configuration settings that can be adjusted to meet your needs.

Export configuration (CSV)

FORMAT  QUTPUT

NAME VALUE
Characters escape quotes
Delimiter

File extension

Format numbers.

Header

Header case




4. Once you have set the necessary configuration options for your selected format, move to the
"Output" tab to configure the additional settings.

Export configuration (CSV)

FORMAT ~ QUTPUT

Encoding

uTF8
[ Insert BOM

[ Compression

CANCEL EXPORT

Setting name Description

Encoding Set the character encoding for the exported fil
e.

Insert BOM Choose whether to include a Byte Order Mark i
n the file.

Compression Specifies if the export file should be compresse

dintoa .zip archive.

After configuring the settings, click on Export to initiate the export process.

5. Once you click the Export button, a pop-up dialog titled "File is Ready to Download" will appear.
You can cancel the process by clicking Cancel or proceed with the download by clicking
Download. Selecting Download will initiate the file download to your local system.



Tip

It is advisable not to make changes to the data while the export is in progress to prevent any potential data integrity

issues.

Specific configuration settings

In this section, you will find specific configuration settings for each supported export format. These

settings allow you to customize the export process according to the requirements of the data format

you choose.

Csv

Setting name

Characters escape

Delimiter

File extension

Format numbers

Header

Header case

Header format

NULL string

Description

Bad characters escaping model
(surrounded with quotes or esc
aped with '\' character).

Column delimiter.

The default file extension for t
he exported file.

Format numeric values using lo
cale settings.

CSV header settings.

You can choose lower or upper
case for column names or desc
riptions in the header.

Defines the formatting of the h
eader.

String which will be used instea
d of NULL values.

Available options

quotes / escape

You can use special characters |
ike \t, \n,and \r.

csv

true / false

none / top / bottom

as is/upper / lower

label / description/ bot
h



Setting name

Quote always

Quote character

Quote never

Row delimiter

DBUnit

Setting name

File extension

Force upper case column name

S

Force upper case table name

Include NULL values in export

Replace NULL values with

Description

Quote all cell values. Cannot b
e used with "Quote Never".

Character which will be used t
o quote strings (space means n
o quote).

Do not quote cell values. Cann
ot be used with "Quote Alway

S.

Row delimiter. Default is syste
m-specific line feed delimiter.

Description

The default file extension for t
he exported file.

Convert all column namestou
pper case.

Convert the table name to upp
er case.

Include NULL values in the exp
orted data.

Specify a string to replace NUL
L values in the export.

Available options

disabled/all/string
s/all but numbers/all
but nulls

true / false

defaul
t/\n/\r/\r\n/\n\r

Available options

xml

true/ false

true/ false

true / false



JSON

Setting name

File extension

Format dates in ISO 8601

Print table name

Export JSON values as

Markdown

Setting name

Confluence format

File extension

Format numbers

NULL string

Show header separator

Description

The default file extension for t
he exported file.

Convert all date values to ISO
8601 format.

Include the table name inthe e
xported file.

Export values as text or as JSO
N objects.

Description

Enable Confluence-specific Ma
rkdown formatting.

The default file extension for t
he exported file.

Format numeric values using lo
cale settings.

String to represent NULL value
s in the export.

Include a separator line below
the header.

Available options

json

true / false

true/ false

string/ JSON

Available Options

true / false

md

true/ false

true / false



Source code

Setting name

File extension

Format dates in ISO 8601

Language

Quote character

Row delimiter

SQL

Setting name

Data rows per statement

File extension

Identifier case

Include generated columns

Description

The default file extension for t
he exported file.

Convert all date values to ISO
8601 format.

Specifies the PHP version com
patibility for the generated cod
e.

Character which will be used t
o quote strings.

Row delimiter. Default is syste
m-specific line feed delimiter.

Description

Specifies the number of dataro
ws in a single insert statement.

The default file extension for t
he exported file.

Allows selection of lower or up
per keyword case for table and
column names.

Specifies whether to include au
to-generated columns (e.g., aut
o-increment) in SQL INSERT st
atements.

Available options

php

true / false

PHP < 5.4, PHP 5.4+

default, \n, \r, \r\n,

\n\r

Available options

integer

sql

as is/upper / lower

true / false



Setting name

Insert line before rows

Keyword case

Native date/time format

Omit schema name

On conflict expression

Target table name

Upsert keyword

TXT

Setting name

Batch size

File extension

Description

Specifies inserting a line feed b
efore values in multi-row inser
ts.

Allows selection of lower or up
per keyword case.

Specifies using native date/tim
e format in INSERT statement
S.

Specifies omitting schema/cata
log name in INSERT statement
s.

Provides an expression for the
end of the statement. This setti
ng is specific to the database.

Allows specification of the targ
et table name to generate an |
NSERT statement.

Allows selection of different up
sert keywords.

Description

Specifies the number of record
s per batch.

Specifies the file type for outpu
t.

Available options

true/ false

upper / lower

true / false

true/ false

INSERT / INSERT ALL / UPDA
TE OR/UPSERT INTO/REPL
ACE INTO/ON DUPLICATE K
EY UPDATE /ON CONFLICT

Available options

integer

txt



Setting name

In-between delimiter

Max column length

Min column length

Print header

Show header delimiter

Show leading delimiter

Show NULLs

Show trailing delimiter

XML

Setting name

File extension

Include DOCTYPE declaration

Description

Adds a custom character betw
een data values.

Specifies the maximum length
of data in a column; longer valu
es will be cropped.

Specifies the minimum length o
f data in a column; shorter valu
es will be padded with spaces.

Specifies whether to print colu
mn names at the top of the file.

Adds hyphen characters either
in the first row without a heade
r or between the header and d
ata.

Adds a pipe character at the st
art of the row.

Controls the display of NULL v
alues in the output.

Adds a pipe character at the en
d of the row.

Description

Specifies the file type for outpu
t.

Specifies whether to include th
e DOCTYPE declaration in the
XML file export.

Available options

integer

integer

true/ false

true/ false

true / false

true/ false

true/ false

Available options

xml

true / false



XLSX

Setting name

Append strategy

Boolean string FALSE

Boolean string TRUE

Border style

Excel date format

Column group

Export SQL

File extension

Header format

Header row font

Max row on sheet

Description

Strategy used when appending
data to an existing file.

String that replaces FALSE boo
lean values in the exported file.

String that replaces TRUE bool
ean values in the exported file.

Style of cell borders in the exp
orted file.

Date and time format used in t
he Excel file (modifiable in Exce
| application).

Column number used for grou
ping rows on a sheet by column
value.

Specifies whether to export SQ
L to a second sheet in the Excel
file.

File extension for the exported
document.

Format of the header in the ex
ported file.

Font styling for the first row in
the exported file.

Maximum number of rows allo
wed on a single sheet, after whi

Available options

create new sheets/use
existing sheets

true / false

true/ false

NONE / THIN / THICK

m/d/yy / d-mmm-yy / d-mm
m / mmm-yy / h:mm AM/PM /
h:mm:ss AM/PM / h:mm /
h:mm:ss / m/d/yy h:mm

integer

true / false

x1sx

label / description/ bot
h / none

NONE / BOLD / ITALIC / STRI
KEOUT / UNDERLINE

integer



Setting name

NULL string

Row number(s)

Split SQL Text

Trim strings

HTML

Setting name

File extension

Images

Output column headers

Output table header

Description

ch data will split into another s
heet.

String used instead of displayin
g NULL values in the exported f
ile.

Includes the row index as the fi
rst column in the exported file.

Splits exported SQL into rows
by CR (Carriage Return) in the
exported file.

Removes extra leading and trai
ling spaces from all string value
s in the exported file.

Description

File extension for the exported
document.

Extracts images to graphic file
s.

Outputs column names as an a
dditional row in the generated
table.

Outputs the query or table na
me as the first row in the gener
ated table.

Available options

true / false

true / false

true/ false

Available options

html

true/ false

true / false

true / false



Data import

You can import data into CloudBeaver from various file formats. Start the import process from the
Data Editor.

Supported formats
CloudBeaver supports the following formats for data import:

e CSV
e XML *
o XLSX *

Note
The Community Edition supports only CSV files.

Steps to import data

To import data to the CloudBeaver, follow these steps:

1. Select the table where you want to import data and click Import in the bottom toolbar.

8 IMPORT

2. Pick the format you need from the list of available options.



Data import

aircrafts_data
Import fram CSV file(s)
Import from XLSX file(s)

Import from XML file(s)

CANCEL

3. Upload the file from your local storage, then click Import.



sy Data import (CSV)

aircrafts_data

NAME 7 UPLOAD FILE

aircrafts_data 2024-12-26 15-21-27.csv X

CANCEL

Note

The import runs in the background, so you can keep working without interruptions.

4. Check for a confirmation message indicating the import was successful.

Configuration details

When importing data:

e Use csV files with comma delimiters.

e Make sure the table structure (columns) in your file matches the target table. Mismatched
columns will cause errors.

e Ensure primary key values are unique to avoid duplicate entries and maintain data integrity.



General user guide

Database Object Editor

The Database object editor, or Metadata editor, is a general-purpose tool that provides a

comprehensive interface for working with various database objects such as tables, views, and

schemas. It includes several key components that help you interact with database objects:

e Tabs: Provide access to specific editors, such as Properties, Data, and Diagrams.

e Content area: Shows detailed information about the selected object.

e Toolbar: Offers tools specific to each tab to streamline tasks.

To open the Metadata editor for an object, in the Database Navigator:

e Double-click the database object.

e Click the database object and choose Open.

B public 9 artist

Tabs ) I!?l Properties [ Data ol Diagram I

il Info
Columns:

[ Constraints

M Foreign Keys

M Indexes

B Dependencies

M References

B Partitions

M Triggers

I Rules

I Policies

= poL

Table Name

artist

Owner

postgres

Super Tables

Has Qids

Partitions

Extra Options

STATISTICS
Row Count Estimate

275

Rel Size

16K

Object ID

126400

Tablespace

pa.default

Sub Tables

Has Row-Level Security

Partition by

Comment

Disk Space

64K

Content
area




Tabs

Tab Description

Properties Available for all objects, shows the properties of t
he database object and its sub-entities.

Data Appears for tables and views, represents the Dat
a Editor.
ER Diagram * Appears for tables and schemas, displays ERD (En

tity-Relationship Diagrams).

Content area

The Content Area is key part of the Metadata editor. The Content Area shows information about a
database object and things like its sub-parts or DDL.



Managing preferences

Managing preferences

You can configure how the application looks and works on two levels:

e Settings - managed only by administrators and applied to all users.

e Preferences - available to individual users and applied only to their own session.

Settings set the defaults for everyone, while Preferences let each user adjust the application to their
needs. Preferences always override global ones for the current user.

In the tables below you can see all available settings.

Tip

Use the Admin only column to understand which settings are global (Yes) or local (No).

Interface
Setting Description Admin only Variable values
Language Sets the application's No

language.

Available languages:

- English en
- Arabic ar
- French fr
- German de
- Italian it

- Japanese ip



Setting Description Admin only Variable values

- Korean ko
- Portuguese (BR) pt_BR
- Romanian ro
- Russian ru
- Simplified Chinese zh
- Spanish es
- Traditional Chinese tw
- Ukrainian uk
- Vietnamese vi
Theme Application color the No

me. Available themes:

- Light light
- Dark dark
- Device (default) system

Multiple rows for tab Show SQL Editor tabs No

s in multiple rows inste
ad of a single scrollabl
erow

Tip

Variables are part of Product settings parameters. For more details, see Product settings parameters.




Data editor

Setting

Show column description

Use locale formatting

Default fetch size

Maximum fetch size

Description

Shows column descriptionin th
e Data Editor grid.

Formats numbers and dates ac
cording to the selected locale.

Affects data representation on
ly - raw values are used for edit

ing.

Default number of rows to fetc
h.

Maximum number of rows to f
etch.

Admin only

No

No

No

Yes

Tip

Enable Use OS formatting to sync number and date formatting with your operating system settings automatically.

Info

see Global permissions.

You can restrict specific actions (for example, copy, edit, import, or export) using global permission settings. For details,

Connections

Setting

Disable "Find Database"

Description

Disables the Find Database op
tion from the toolbar.

Admin only

Yes




Tools

Setting

Disable log viewer

Disable Tools

SQL Editor

Setting

Enable SQL parameters

Enable variables

Autosave script files

Highlight white space charact
ers

Import limit (KB)

Request dangerous queries co
nfirmation

Description

Disables the ability to view log
s for all users.

Removes Tools menu from the
top menu bar.

Description

Enables placeholders like :pa
ramName in queries to specify
dynamic values at execution ti
me.

Enables variables like ${VA
R_NAME} inSQL scripts to spe
cify dynamic values at executio
n time.

Automatically saves the script
file one second after any chang
es.

Highlight spaces, tabs, and oth
er whitespace characters in the
SQL Editor.

Sets the maximum file size that
can be imported (in KB ).

Warn before running UPDATE
or DELETE queries without a
WHERE clause.

Admin only

Yes

Yes

Admin only

No

No

No

No

No

No



Setting Description Admin only
Request DROP TABLE queries Warn before running any DRO No
confirmation P TABLE query.
Completion engine Selects the engine used for No
SQL auto-completion. Options:
- Semantic (default)
- Legacy
Insert table aliases Automatically inserts table alia No
ses in the FROM clause of a SQ
L query.
Options:
- Disable: Do not insert any alia
ses automatically.
- my_table mt: Use a short alias
for tables.
- my_table AS mt: Use the AS k
eyword with a short alias for ta
bles.
Use long object names Always use schema/catalog for No
object names.
Info
Read more about SQL Editor.
Diagram
Setting Description Admin only
Max elements to display Sets the maximum number of e No



Setting

Description

lements (tables, columns, etc.)
shown in the ERD viewer.

Admin only

Info

Read more about ERD viewer

Administration

Query Manager

Setting

Automatic history cleanup

Days to store history

Number of days to retain reco
rd files

Save records to afile

Description

Automatically deletes old quer
y history once a day. If turned o
ff, history is kept forever. Clean
up removes entire log files bas

ed on their last modification da
te, not individual records. A ne

w log file is created on each ser
ver restart. Only complete files
are deleted - partial cleanup in

side files isn't supported.

Number of days to keep query
history. Files older than the set
number of days (based on last
modification date) are deleted
daily.

Deletes record files once per d
ay if they were last modified ea
rlier than the specified number
of days.

Saves query manager records t
o afilein the metadata folder

( /opt/workspace/.metada

ta ). Customize the path using

Admin only

Yes

Yes

Yes

Yes



Setting

Description

a .env variable. Read more a
bout environment file configur
ation.

Admin only

Info

Read more about Query Manager.

Logger

Setting

Audit all APl requests to the d
atabase

Audit log retention (days) *

Log GraphQL requests to cons
ole

Description

Stores API call logs in the
Server database) ( gm_api_ca
11_log table, QM schema).

Audit logs include:

- session ID and User ID

- user creation, modification, a
nd logout

- resource manager activity

- S3/cloud storage actions

- all GraphQL and administrati
on APl parameters

Number of days to keep API cal
| logs. Older logs are deleted au
tomatically once per day.

If the field is empty, logs are sto
red indefinitely.

Enables detailed logging of Gra
phQL queries in the server log,
including all provided variable
s.

Admin only

Yes

Yes

Yes

Info

Sensitive information such as passwords, private keys, credentials, and tokens is never logged.




See also:

e Audit logging
e Logviewer
e Logcustomization

e |ogviewer configuration (server-side settings)

Navigation tree

Setting Description Admin only

Amount of nodes to load Loads this number of child item No
s in the database navigator, scri
pts, and datasets. Defaultis 10
0, maximum is 1000 .



Preferences

Preferences are available to every user. They affect only the current user’s session and do not impact
others.

Access Preferences

e Go to Settings -> Preferences, or

e Navigate to Profile -> Preferences
Preferences are typically used to configure:

e interface language and theme
e SQL Editor options (auto-completion, formatting, aliases)
e data viewer behavior (fetch size, show descriptions)

e navigation tree settings

Tip

For the full list of available settings, see Preferences. Settings marked as Admin only = No are local.




Settings

Settings are available only to administrators. They apply to the entire application and affect all users.

Access Settings
e Goto Settings -> Administration -> Settings
Settings are often used to configure:

e security and permissions
e query manager and logging

e default behavior for data viewing and editing

Tip

For the full list of available settings, see Preferences. Settings marked as Admin only = Yes are global.

Global permissions

Some actions in the Data viewer or SQL Editor can be restricted globally for non-admin users. For
details, see Permission management.



Accessibility guide

CloudBeaver offers you the ability to use most of its features with a keyboard and screen readers.
Here you will find guidelines on how to utilize CloudBeaver effectively without a mouse, ensuring
accessibility for all users. This includes options for theme customization, shortcuts and support for
screen readers.

Theme settings

You can customize the appearance of CloudBeaver by adjusting the theme settings. This allows you
to synchronize the theme with your system settings or choose from a light or dark theme based on
your preference. For more information, see Preferences.

Tip

Consider using browser extensions for high contrast themes for even more customization options.

Shortcuts

Use keyboard shortcuts to improve your efficiency in CloudBeaver. For a detailed list of shortcuts,
see Shortcuts.

Screen readers support

CloudBeaver is compatible with screen readers, which helps users navigate and interact with the
interface effectively. The platform adheres to web accessibility guidelines and supports major
screen readers.

To navigate with a screen reader, use the _Tab key to move the focus forward between elements.

Use to move the focus backward.
Shift + Tab

Note

CloudBeaver is tested primarily with screen readers like VoiceOver and JAWS.




Structure and navigation

CloudBeaver is structured into several components, referred to as Views, such as the Database
Navigator, SQL Editor, and Data Editor. Each View contains a Toolbar with multiple buttons and
features horizontal and vertical tabs for navigating between and within these Views.

To navigate within CloudBeaver using a screen reader, use the _Tab_key to move focus across
interactive elements like buttons and tabs. Use arrow keys to move horizontally or vertically
between tabs and toolbar options.

When you focus on any interface object, such as a table, column, tab, or cell, you can open the
Context menu to access available actions for that object. To open the Context menu, navigate to the
context menu button using the| Tab key and press | Enter |

When you are within a text area, such as the SQL Editor or a Value Panel, the behavior of the | Tab
key changes. Instead of navigating to the next interactive element, pressing _Tab will insert an
indent in the typed text. To navigate out of the text area, press| Tab ' +| Esc |

CloudBeaver Views and wizards

Learn how to use the most popular Views in CloudBeaver, focusing on navigation and operation with
keyboard shortcuts and screen readers.

Database Navigator

The Database Navigator lets you see and manage your database connections and their objects. Use
the arrow keys to move between items and press _Enter [to open or close them.

See Database Navigator shortcuts.

New connection

To create a New Connection, navigate to Connection -> New Connection in the top toolbar using
keyboard, and select Database Connection.

Properties Editor

The Properties Editor shows information about the selected database object. You can move through
the properties using the Tab 'key or the arrow keys.



SQL Editor

The SQL Editor is where you write and run your SQL scripts. Open it by choosing Open SQL Editor
from the top toolbar and execute commands with Ctrl 4+ Enter |

See SQL Editor shortcuts.

Data Editor

When you focus on the first cell of the Data Editor in the result set, screen readers will tell you the
table and column name. As you move to different cells, it will announce any change in column names.

See Data Viewer shortcuts.

ER Diagrams

ER Diagrams are readable with screen readers, which will give you feedback as you move through
different parts of the diagram. For more information, see ER Diagrams.



Keyboard shortcuts

CloudBeaver offers keyboard shortcuts to help you work more efficiently. You can find these

shortcuts within the web application by clicking on the Shortcuts icon in the top toolbar. You can
also refer to the detailed list provided in this article below.

Data Editor
Action Shortcut for macOS Shortcut for Windows/Linux
Open context menu for the sel CMD + / CTRL + /
ected cell
Revert Inline Editor changes ESCAPE ESCAPE
Add a new row OPTION + R ALT + R
Duplicate row SHIFT + OPTION + R SHIFT + ALT + R
Delete row CMD + SHIFT + & CTRL + SHIFT + DELETE
Find CMD + F CTRL + F
Save CMD + SHIFT + S CTRL + SHIFT + S
Cancel CMD + . CTRL + .
Undo CMD + Z CTRL + Z
Redo CMD + Y or SHIFT + CMD + CTRL + Y or SHIFT + CTRL

z + Z



SQL Editor

Action
Execute SQL statement

Execute SQL statement in the
new Tab

Execute script

Show Execution plan
Format script

Save

Undo

Redo

Find

Comment/Uncomment selecti
on

Open SQL Editor in the separat
e browser Tab

Show autocomplete suggestio
ns

Accept autocompletion

Escape editor

Shortcut for macOS

CMD + ENTER

CMD + \ or SHIFT + CMD +
ENTER

OPTION + X

SHIFT + CMD + E

SHIFT + CMD + F

CMD + S

CMD + Z

CMD + Y or SHIFT + CMD +
z

CMD + F

CMD + /

OPTION + T

CMD + SHIFT + SPACE

TAB or ENTER

ESC or TAB

Shortcut for Windows/Linux

CTRL + ENTER

CTRL + \ or SHIFT + CTRL
+ ENTER

ALT + X

SHIFT + CTRL + E

SHIFT + CTRL + F

CTRL + S

CTRL + Z

CTRL + Y or SHIFT + CTRL
+ Z

CTRL + F

CTRL + /

ALT + T

CTRL + SHIFT + SPACE

TAB or ENTER

ESC or TAB



Database Navigator

Action Shortcut for macOS Shortcut for Windows/Linux
Enable filtering CMD + F CTRL + F
Collapse all SHIFT + CTRL + / SHIFT + CTRL + /

Link with editor SHIFT + CTRL + , SHIFT + CTRL + ,



Search

Search data in CloudBeaver using the Find and Replace feature. It lets you quickly locate values,
navigate results, and update data without manual scanning.

%
erd I'T sql-2 (PostgreSQL@localhost ...

» 1w SELECT
) 2 o.order_id,
- 3 o.order_date,
by 4 p.product_name,
T 5 od.quantity,
6 od.discount
B 7 FROM orders o
8 JOIN order_details od ON o.order_id = od.order_id
9 JOIN products p ON od.product_id = p.product_id
18 ORDER BY o.order_date DESC
11 LIMIT 20;
12
B
= product Aa ab X 1ofa T | X
~
o Replace = &
s

Where you can use search

In CloudBeaver, you can useiit in:

e SQL Editor
e Data Editor
e Value panel

e Visual Query Builder *

Use search

1. Press Ctrl+F (Windows/Linux) or Cmd+F (macOS).



Tip

To close the panel, press_Esc |

2. Fine-tune your search.

Use the toolbar to fine-tune your search and perform replacements:

Button

Aa

ab

Replace

Replace all

Description Shortcut

Toggle case sensitivity.

Match whole word.

Enable regular expressions.

Find previous search result. Shift+Enter

Find next search result. Enter

Toggle replace.

Replace the selected result.

Replace all results in the curr
ent context.

Note

In read-only tables, only Find is available.




Administration
Server configuration

Server configuration

This article provides a guide to configuring CloudBeaver, using the main server configuration file
( cloudbeaver.conf ) and additional runtime settings. It explains how to set up various server
parameters, including database connections, authentication settings, and resource quotas.

Note

Some configuration values support variables that can be set using command line arguments, optional settings when
running Docker Desktop, or defined within the Docker Compose file.

Main server configuration

The main configuration file is cloudbeaver.conf . By default, you'll find itinthe /opt/
cloudbeaver/ folder. If you want to use a different file, you can specify its location with the
command line parameter -web-config <config-file-path>.

Info

Use /opt/cloudbeaver/workspace/.data/.cloudbeaver.runtime.conf whenthe serveris already
running - it has higher priority and overrides settings from cloudbeaver.conf .

The server configuration uses a JSONC format (like JSON, but with comments and no extra quotes),
soit's easy for most JSON parsers to handle.

Tip
If you're using Docker, the .cloudbeaver.runtime.conf file can be especially useful for customizing

configurations across different containers easily. All paths can be absolute or relative to the server start directory (or
current directory).

Example configuration:

forceHttps: "${CLOUDBEAVER_FORCE_HTTPS:false}",


https://docs.docker.com/compose/how-tos/environment-variables/best-practices/

supportedHosts: [],
server: {
serverName: "CloudBeaver CE Server",
serverPort: "S$S{CLOUDBEAVER_WEB_SERVER_PORT:8978}",
workspacelLocation: "${CLOUDBEAVER_WORKSPACE_LOCATION:workspace}",
contentRoot: "web",
driverslLocation: "drivers",
sslConfigurationPath:"${CLOUDBEAVER_SSL_CONF_PATH:workspace/.data/ssl-
config.xml}",
rootURI: "${CLOUDBEAVER_ROOT_URI:/}",
serviceURI: "/api/",
expireSessionAfterPeriod:
"${CLOUDBEAVER_EXPIRE_SESSION_AFTER_PERIOD:1800000}",
bindSessionToIp: "${CLOUDBEAVER_BIND_SESSION_TO_IP:dbeaverDomains}",
develMode: "S${CLOUDBEAVER_DEVEL_MODE:false}",
productSettings: {
"core.localization.language":
"${CLOUDBEAVER_CORE_LOCALIZATION:en}",
"core.theming.theme": "${CLOUDBEAVER_CORE_THEMING_THEME:light}",
“plugin.log-viewer.disabled":
"S${CLOUDBEAVER_LOG_VIEWER_DISABLED:false}",
"plugin.log-viewer.logBatchSize":
"${CLOUDBEAVER_LOG_VIEWER_LOG_BATCH_SIZE:1000}",
"plugin.log-viewer .maxLogRecords":
"${CLOUDBEAVER_LOG_VIEWER_MAX_LOG_RECORDS:2000}",
"plugin.sql-editor.autoSave":
"${CLOUDBEAVER_SQL _EDITOR_AUTOSAVE:true}",
"plugin.sql-editor.disabled":
"${CLOUDBEAVER_SQL_EDITOR_DISABLED:false}",
"plugin.sql-editor.maxFileSize":
"${CLOUDBEAVER_SQL_EDITOR_MAX_FILE_SIZE:10240}",
"sql.proposals.insert.table.alias":
"S{CLOUDBEAVER_SQL _PROPOSALS_INSERT_TABLE_ALIAS:PLAIN}"
Ve
database: {
driver: "${CLOUDBEAVER_DB_DRIVER:postgres-jdbc}",
url: "S{CLOUDBEAVER_DB_URL:jdbc:postgresql://postgres:5432/
cloudbeaver}",
user: "${CLOUDBEAVER_DB_USER:''}",
password: "S${CLOUDBEAVER_DB_PASSWORD:''}",
schema: "${CLOUDBEAVER_DB_SCHEMA:'cb'}",
initialDataConfiguration: "${CLOUDBEAVER_DB_INITIAL_DATA:conf/
initial-data.conf}",
pool: {
minIdleConnections: "${CLOUDBEAVER_DB_MIN_IDLE_CONNECTIONS:4}",
maxIdleConnections:
"${CLOUDBEAVER_DB_MAX_IDLE_CONNECTIONS:10}",



maxConnections: "${CLOUDBEAVER_DB_MAX_CONNECTIONS:100}",

validationQuery: "S${CLOUDBEAVER_DB_VALIDATION_QUERY :SELECT
b
backupEnabled: "${CLOUDBEAVER_DB_BACKUP_ENABLED:true}"
b
sm: {

enableBruteForceProtection:
*${CLOUDBEAVER_BRUTE_FORCE_PROTECTION_ENABLED:true}",
expiredAuthAttemptInfoTtl:
"${CLOUDBEAVER_EXPIRED_AUTH_ATTEMPT_INFO_TTL:60}",
maxFailedLogin: "${CLOUDBEAVER_MAX_FAILED_LOGINS:10}",
minimumLoginTimeout: "${CLOUDBEAVER_MINIMUM_LOGIN_TIMEOUT:1}",
blockLoginPeriod: "${CLOUDBEAVER_BLOCK_PERIOD:300}",
connectionBruteForce: {
enabled:
"S${CLOUDBEAVER_CONNECTION_BF_PROTECTION_ENABLED:false}",
maxFailedConnectAttempts:
"${CLOUDBEAVER_CONNECTION_BF_PROTECTION_MAX_ATTEMPTS:5}",
errorAttemptsPeriodInMinutes:
"${CLOUDBEAVER_CONNECTION_BF_PROTECTION_ERROR_ATTEMPTS_PERIOD:1440}",
blockTimeInMinutes:
"${CLOUDBEAVER_CONNECTION_BF_BLOCK_PERIOD:60}"
D
passwordPolicy: {
minLength: "${CLOUDBEAVER_POLICY_MIN_LENGTH:8}",
requireMixedCase:
"${CLOUDBEAVER_POLICY_REQUIRE_MIXED_CASE:true}",
minNumberCount: "${CLOUDBEAVER_POLICY_MIN_NUMBER_COUNT:1}",
minSymbolCount: "${CLOUDBEAVER_POLICY_MIN_SYMBOL_COUNT:0Q}"

driver: "${CLOUDBEAVER_QM_DB_DRIVER:postgres-jdbc}",

url: "S{CLOUDBEAVER_QM_DB_URL :jdbc:postgresql://postgres:5432/
cloudbeaver}",

user: "${CLOUDBEAVER_QM_DB_USER:'"'}",

password: "S${CLOUDBEAVER_QM_DB_PASSWORD:"'"'}",

schema: "S{CLOUDBEAVER_QM_DB_SCHEMA:'"}",

pool: {

13"

minIdleConnections: "${CLOUDBEAVER_QM_DB_MIN_IDLE_CONNECTIONS:4}",
maxIdleConnections: "${CLOUDBEAVER_QM_DB_MAX_IDLE_CONNECTIONS:10}",

maxConnections: "${CLOUDBEAVER_QM_DB_MAX_CONNECTIONS:100}",

validationQuery: "${CLOUDBEAVER_QM_DB_VALIDATION_QUERY:SELECT 1}"

e
backupEnabled: "${CLOUDBEAVER_QM_DB_BACKUP_ENABLED:true}"



app: {
anonymousAccessEnabled:
"${CLOUDBEAVER_APP_ANONYMOUS_ACCESS_ENABLED:false}",
anonymousUserRole: "user",
supportsCustomConnections:
"${CLOUDBEAVER_APP_SUPPORTS_CUSTOM_CONNECTIONS:false}",
publicCredentialsSaveEnabled:
"${CLOUDBEAVER_APP_PUBLIC_CREDENTIALS_SAVE_ENABLED:true}",
adminCredentialsSaveEnabled:
"${CLOUDBEAVER_APP_ADMIN_CREDENTIALS_SAVE_ENABLED:true}",
enableReverseProxyAuth: false,
forwardProxy: "S${CLOUDBEAVER_APP_FORWARD_PROXY :true}",
linkExternalCredentialsWithUser: true,
redirectOnFederatedAuth: false,
resourceManagerEnabled:
"S${CLOUDBEAVER_APP_RESOURCE_MANAGER_ENABLED:true}",
showReadOnlyConnectionInfo:
"${CLOUDBEAVER_APP_READ_ONLY_CONNECTION_INFO:false}",
grantConnectionsAccessToAnonymousTeam:
"${CLOUDBEAVER_APP_GRANT_CONNECTIONS_ACCESS_TO_ANONYMOUS_TEAM:false}",
systemVariablesResolvingEnabled:
"${CLOUDBEAVER_SYSTEM_VARIABLES_RESOLVING_ENABLED:false}",
defaultUserTeam: "S${CLOUDBEAVER_APP_DEFAULT_USER_TEAM:user}",
apiCallloggingEnabled: "${CLOUDBEAVER_API_CALL_LOGGING_ENABLED:false}",
resourceQuotas: {
resourceManagerFileSizelimit:
"${CLOUDBEAVER_RESOURCE _QUOTA_RESOURCE _MANAGER_FILE_SIZE_LIMIT:500000}",
sqlMaxRunningQueries:
"${CLOUDBEAVER_RESOURCE_QUOTA_SQL_MAX_RUNNING_QUERIES:100}",
sqlResultSetRowsLimit:
"${CLOUDBEAVER_RESOURCE_QUOTA_SQL_RESULT_SET_ROWS_LIMIT:100000}",
sqlTextPreviewMaxLength:
"${CLOUDBEAVER_RESOURCE _QUOTA_SQL_TEXT_PREVIEW_MAX_LENGTH:4096}",
sqlBinaryPreviewMaxLength:
"${CLOUDBEAVER_RESOURCE_QUOTA_SQL_BINARY_PREVIEW_MAX_LENGTH:261120}"
Ve
defaultNavigatorSettings: {
showOnlyEntities: true,
hideFolders: true,
hideVirtualModel: true
Ve
enabledFeatures: [],
enabledAuthProviders: [
"local"
P
enabledDrivers: [],
disabledDrivers: [



"h2:h2_embedded",

"h2 :h2_embedded_v2",
“clickhouse:yandex_clickhouse",
"generic:duckdb_jdbc",
"sqlite:sqlite_jdbc"

Server parameters

Configure main server settings directly in the file or using environment variables (when available).

Name Environment va Default value
riable
serverPort CLOUDBEAVE 8978
R_WEB_SERVE
R_PORT
workspacelLoc CLOUDBEAVE workspace
ation R_WORKSPAC
E_LOCATION
contentRoot Not available web
driversLocat Not available drivers
ion
rootURI CLOUDBEAVE /
R_ROOT_URI
serviceURI Not available /api/

Units

port number

URL

path

path

URI path

URI path

Description

Port CloudBeav
er server listens
on.

Root folder for
projects.

Path to director
y with static con
tent.

Optional path fo
rdriver .jar fi
les.

Web application
URIprefix. / b
y default.

Services API UR
| prefix (relative
torootURI). /a
pi/ by default.
For more inform
ation on Server



Name

productConfi
guration

sslConfigura
tionPath

develMode

expireSessio
nAfterPeriod

forceHttps

bindSessionT
olp

Environment va
riable

Not available

CLOUDBEAVE
R_SSL_CONF_P
ATH

CLOUDBEAVE
R_DEVEL_MODE

CLOUDBEAVE
R_EXPIRE_SES
SION_AFTER_P
ERIOD

CLOUDBEAVE
R_FORCE_HTTP
S

CLOUDBEAVE
R_BIND_SESSI
ON_TO_IP

Default value

workspace/.d
ata/ssl-conf
ig.xml

false

1800600

false

dbeaverDomai
ns

Units

file path

file path

boolean

milliseconds

boolean

string

Description

API, see API
explorer.

Path to product
(web interface)
configuration fil
e ( JSON).

Path to the SSL
configuration fil
e for HTTPS con
nections.

When set to tru
e, extradebugin
formationis pri

nted in logs, and
the GraphQL co
nsole is enabled
on the server.

Maximum idle ti
me after which t
he user's sessio
n will be closed.

Enforces secure
connections. Fo
r details, see
Force HTTPS
mode.

Bind user sessio
ns to client IP ad
dresses. For det
ails, see Bind
session IDs to IP
addresses.



WebSockets

CloudBeaver uses a persistent WebSocket for real-time events and async task status in the
application. The socket shares the same host and port as the site and switches to wss when HTTPS
is enabled. No extra domains or ports are required.

For configuration details and troubleshooting, see WebSockets.

Product settings

For details on configuring productSettings, see the Product settings parameters.
Database configuration

Configures the database for storing users, credentials, and permissions in server.database .

Name Environment va Default value Units Description
riable
driver CLOUDBEAVE postgres-jdb driver ID Database driver
R_DB_DRIVER c ID for the intern
al database:- Po
stgreSQL (reco

mmended) * -
postgres-jdb
¢ -MariaDB * -
mariaDB - Ora
cle # - oracl
e_thin-SQLS
erver ™ - mssq
1-H2- h2_em
bedded

url CLOUDBEAVE jdbc:postgre JDBC URL Database JDBC
R_DB_URL sql://postgr URL (e.g., jdb
es:5432/clou c:postgresq
dbeaver 1://1localhos
t:5432/cloud
beaver).

schema CLOUDBEAVE - string Specifies the da
R_DB_SCHEMA tabase schema

where CloudBe

aver will store it



Name Environment va Default value Units Description

riable
sdata(e.g., pub
lic).
user CLOUDBEAVE - string Database user n
R_DB_USER ame.
password CLOUDBEAVE - string Database user p
R_DB_PASSWOR assword.
D
initialDataC CLOUDBEAVE conf/initia file path Path to the admi
onfiguration R_DB_INITIA 1-data.conf n configuration
L_DATA and team data fi
le(initial-d
ata.conf )that
will be loaded th
e firsttime the s
erver runs. For
more details, se
e Initial data
configuration
guide.
backupEnable CLOUDBEAVE true boolean Enables or disab
d R_DB_BACKU les backups of t
P_ENABLED he database.

Info

For more information on CloudBeaver's database, see Server Database

Database connection pool configuration

Configure the connection pool used by the CloudBeaver database in server.database.pool :

Name Environment va Default value Units Description
riable

validationQu CLOUDBEAVE SELECT 1 SQL query Query that chec



Name

ery

minIdleConne
ctions

maxIdleConne
ctions

maxConnectio
ns

Environment va Default value

riable

R_DB_VALIDAT
ION_QUERY

CLOUDBEAVE 4
R_DB_MIN_IDL
E_CONNECTION

S

CLOUDBEAVE 10
R_DB_MAX_IDL
E_CONNECTION

S

CLOUDBEAVE 100
R_DB_MAX_CON
NECTIONS

Application parameters

In the section app :

Name

anonymousAcc
essEnabled

anonymousUse
rRole

Environment va Default value

riable

CLOUDBEAVE false
R_APP_ANONYM
OUS_ACCESS_E

NABLED

Not available user

Units

connections

connections

connections

Units

boolean

string

Description

ks the successfu
| connectiontot
he database.

Minimum numb
er of idle connec
tions that shoul
d be keptinthe
pool.

Maximum numb
er of idle connec
tions that shoul
d be kept in the
pool.

Maximum numb
er of idle and ac
tive connection
s that should be
kept in the pool.

Description

Allows anonym

ous access. Ano
nymous users ar
e assigned to th

e anonymousU

serTeam.

Defines which r
ole anonymous
users receive by



Name

supportsCust
omConnection
s

publicCreden
tialsSaveEna
bled

adminCredent
ialsSaveEnab
led

forwardProx
y

redirectOnFe
deratedAuth

Environment va Default value

riable

CLOUDBEAVE false
R_APP_SUPPOR
TS_CUSTOM_CO

NNECTIONS

CLOUDBEAVE true
R_APP_PUBLI
C_CREDENTIAL
S_SAVE_ENABL

ED

CLOUDBEAVE true
R_APP_ADMI
N_CREDENTIAL
S_SAVE_ENABL

ED

CLOUDBEAVE true
R_APP_FORWAR

D_PROXY

Not available false

Units

boolean

boolean

boolean

boolean

boolean

Description

default.

Allows users to

create custom c
onnections to a

ny databases. O
therwise, only t

he CloudBeaver
administrator ¢

an create/edit c
onnections.

Allows saving us
er database cre
dentialsinaloc
al cache.

Allows saving gl

obal database cr
edentialsinalo

cal cache.

Identifies the or
iginating IP addr
ess and other he
aders of aclient
connecting thro
ughan HTTP pr
OXY.

If there'sonly o

ne federation au
thentication con
figuration, login

attempts autom
atically when th
e application op
ens.



Name

resourceMana
gerEnabled

showReadOnly
ConnectionIn
fo

grantConnect
ionsAccessTo
AnonymousTea
m

systemVariab
lesResolving
Enabled

defaultUserT
eam

enabledAuthP
roviders

Environment va
riable

CLOUDBEAVE
R_APP_RESOUR
CE_MANAGER_E
NABLED

CLOUDBEAVE
R_APP_READ_O
NLY_CONNECTI
ON_INFO

CLOUDBEAVE
R_APP_GRAN
T_CONNECTION
S_ACCESS_T
O_ANONYMOU
S_TEAM

CLOUDBEAVE
R_SYSTEM_VAR
IABLES_RESOL
VING_ENABLED

CLOUDBEAVE
R_APP_DEFAUL
T_USER_TEAM

Not available

Default value

true

false

false

false

user

["local"]

Units

boolean

boolean

boolean

boolean

string

list of strings

Description

Enables or disab
les the resource
manager functio
nality in the app
lication.

Shows connecti
oninformationi
fthe user has re
ad-only permiss
ion for it.

Provides access
to predefined sh
ared connection
s for the anony
mous team.

Enables using e
nvironment vari
ables in the con
nection configur
ation.

The team assign
ed to the anony
mous user, use
r by default.

List of allowed a
uthorization pro
viders. If absent,
all providers are
allowed. For mo
re information o
n providers, see
Identity
providers.



Name

enabledDrive
rs

disabledDriv
ers

defaultNavig
atorSettings

apiCallloggi
ngEnabled

Resource quotas

Configure the following resource quotasin the app.resourceQuotas section:

Environment va
riable

Not available

Not available

Not available

CLOUDBEAVE
R_API_CALL_L
OGGING_ENABL
ED

Default value Units
[1] list of strings
["h2:h2_embe list of strings

dded", "h2:h

2_embedded_v
2", "clickhou
se:yandex_cl
ickhouse","g
eneric:duckd
b_jdbc", "sql
ite:sqlite_j
dbc"]

showOnlyEnti object
ties: true,
hideFolders:

true, hideVi
rtualModel:

true

false boolean

Description

List of allowed d
rivers. If the list
is empty, all driv
ers are allowed.
For more details
ondrivers, see
Driver
management.

List of prohibite
ddrivers. If the |
istis empty, all d
rivers are allow
ed.

Default databas
e navigator setti
ngs. For morein
formation, see
Navigator
settings.

Enables writing
API call logs int
otheinternal Q
M database ( q
m_api_call_1l
og table). Ford
etails, see

Logger settings.



Name

resourceMana
gerFileSizel
imit

sglMaxRunnin
gQueries

sqlResultSet
RowsLimit

sqlTextPrevi
ewMaxLength

sqlBinaryPre
viewMaxLengt
h

Environment va
riable

S{CLOUDBEAVE
R_RESOURCE_Q
UOTA_RESOURC
E_MANAGER_FI
LE_SIZE_LIMI
T}

S{CLOUDBEAVE
R_RESOURCE_Q
UOTA_SQL_MA
X_RUNNING_QU
ERIES}

${CLOUDBEAVE
R_RESOURCE_Q
UOTA_SQL_RES
ULT_SET_ROW
S_LIMIT}

S{CLOUDBEAVE
R_RESOURCE_Q
UOTA_SQL_TEX
T_PREVIEW_MA
X_LENGTH}

${CLOUDBEAVE
R_RESOURCE_Q
UOTA_SQL_BIN
ARY_PREVIE
W_MAX_LENGT
H}

Default value

Description

Maximum file si
zesavedinther
esource manage
r.

Maximum numb
er of simultaneo
us queries for a
single user sessi
on, including dat
aread queries
(e.g., table data
view).

Maximum numb
er of rows to sel
ect from a table
or query.

Maximum size f
or atext file sho
wn in the value
panel.

Maximum size f
or abinary file
(affects JSON i
n SQLite) shown
in the value pan
el.

Info

For more information on Resource Manager, see our documentation.




Navigator settings

Configure the following properties in the app.defaultNavigatorSettings section:

Name Default value Units Description
showSystemObject - boolean Show system objects.
s

showUtilityObjec - boolean Show "utility" object
ts s.

showOnlyEntitie true boolean Only show schemas a
S nd tables.
mergeEntities - boolean Show all types of data

base objects in one lis
t (e.g., tables, sequenc

es).

hideFolders true boolean Hide folders like "Tabl
es", "Schemas", "Colu
mns".

hideSchemas - boolean Do not show schemas

(all tables in one list).

Example configuration:

defaultNavigatorSettings: {
showOnlyEntities: true,
hideFolders: true,
hideVirtualModel: true

Info

For more information on Database Navigator, see our documentation.




Initial data

For details on configuring initial data, see the Initial data configuration guide.

Password policy

To configure password policies, refer to the Password policy guide.

Query manager database configuration

To learn about configuring the query manager database, see the Query manager database
configuration documentation.

Automatic server configuration

When you start the CloudBeaver server for the first time, an administrator interface guides you
through the server setup. However, in some cases-like when running in a Kubernetes environment-
you might need to configure the server automatically.

To set up the server automatically, specify the following parameters:

Name Description Example
CB_SERVER_NAME The server’s name. Test Server
CB_SERVER_URL The base URL for the server. https://cloudbeaver.dom

ain.com:10000/
CB_ADMIN_NAME Administrator username. administrator

CB_ADMIN_PASSWORD Administrator password. S@mePazzworD

How to specify these parameters:

e OS environment variables: Set these variables directly in your system’s environment settings.

e Configuration file: Add themtoa .cloudbeaver.auto.conf file, located in the same directory
asthe cloudbeaver.conf file.



Pre-configuring connections

You can pre-configure database connections (datasources) in data-sources.json before the server
starts - useful when you deploy the server repeatedly and don't want to create connections manually

in the Ul each time. For details, see Configuring server datasources.



Web server configuration

The Server Configuration panel in CloudBeaver enables administrators to manage server settings
important for the server. The panel is structured into distinct sections, each dedicated to specific
aspects of server management.

To access the Server Configuration, navigate as administrator to Settings -> Administration ->
Server Configuration.

S
2 Server Configuration
13 Settings
2 Users and Teams
© Query Manager
& Driver Management
& AWS Settings
§ Identity Providers
& Secret Management

i Al Settings

I}

Domain Manager

= Product Information

For technical assista
request Tech &

@ SAVE X CANCEL

SERVER INFORMATION

Server Name *

Claudb

€ Web Server

Allowed Server URLs

prod-ee dbeaver dotobases team

A4
You can specify multiple server URLS separated by o new line. An empty
value means that all URLs are allowed. Access from the IP-addresses is
always allowed

Session lifetime, min *
34 ]
@@ Force HTTPS mode

Enable force HTTPS 1o secure server-client communication. Recommended
for praduction Ensure your HTTPS proxy is properly configured for correct

app functionality

Beown @ @

CONFIGURATION

@@ Enable private connections

Allows users te ereate private cennections

1 Navigator simple view
By default, all user's new cannections will cantain anly basic informatin in

navigation tree

SERVICES

«@ Alintegration

Enables Al-powered features throughout the applicatian, including Al Chat,
database object descriptions, intelligent SOL query optimization, and error

correction

J9 Al MCP Server

Enables retrieving information from data sources via MCP endpoints.

@@ Allow drivers downloading

Enables downloading drivers from extemal sources (Maven, Gitiug)

@@ Cloud (AWS)

Enables AWS cloud services (1AM, databases explorer, file storage)

@@ cCloud (Azure)

Enables Microsoft Azure cloud services (databases explorer, file storage)

@@ cloud (Google)

Enables Google Cloud services {databases explorer, file storage)

@@ Cloud Storage
% (0.9 $8). U
storages f they have appropriate permissio

Enables cloud file

The sections within the Server Configuration include:

e Server Information: Specifies essential server details.

e Configuration: Manages general configurations.

e Authentication Settings: Controls the methods for authentication.

e Security: Manages the storage of credentials.

e Disabled drivers: Allows to disable specific drivers on the server.

Note

The availability and specific options of the settings in the Server Configuration panel may vary between different versions

of CloudBeaver.




Server information

Setting name

Server Name

Allowed Server URLs

Session lifetime

Force HTTPS mode

Configuration

Setting name

Enable private connections

Navigator simple view

Al Integration ™

Al MCP Server *

Description

The name assigned to the server for identification
purposes.

The URLs through which the server can be access
ed. You can specify multiple server URLs separate
d by anew line.

Specify the duration, in minutes, for which a sessi
on remains active before expiring.

Force HTTPS enforces secure connections across
the entire application. Learn more

Description Additional article

Allows users to create private Anonymous access
connections that are not visibl configuration

e to other users.

Shows only basic information i Simple and advanced view

n new connections within the n
avigation tree.

Enables Al-powered features t Al smart assistance
hroughout the application, incl

uding Al Chat, database object

descriptions, intelligent SQL q

uery optimization, and error co

rrection.

Enables retrieving information MCP
from data sources via MCP end



Setting name

Allow drivers downloading **

Cloud (AWS) *

Cloud (Azure) *

Cloud (Google) *

Cloud Storage *

DBeaver Proxy Driver *

SSH tunnels for databases

Resource management

Setting name

Enable Resource Manager

Description

points.

Enables downloading JDBC dri
vers from external sources (Ma
ven, GitHub).

Enables AWS cloud services.

Enables Microsoft Azure cloud
services.

Enables Google Cloud services.

Enables cloud file systems (e.g.
S3). Users can access files in clo
ud storages if they have approp
riate permissions.

Adds DBeaver Proxy Driver pr
otocol support. It allows using
JDBC proxy to connect to data
bases accessible to DBeaver se
rver.

Enables SSH tunnels for secure
database connections. When di
sabled, the SSH Tunnel tab is hi
dden and users can't create or
use SSH-based connections.

Description

Activates the Resource Manag
er, allowing users to store and
manage scripts on the server.

Additional article

AWS Settings

Cloud Explorer

Cloud Explorer

Cloud Storage

DBeaver Proxy driver

SSH configuration

Additional article

Resource manager



Secret Management

Setting name Description Additional article
Enable Secret Management * Enables Secret Management fu Secret Management
nctionality.

Authentication settings

The Authentication Settings section allows enabling various authentication methods that can later
be configured in the Identity Provider tab.

Tip

For more information, see Authentication methods.

Security
Setting name Description
Save credentials Allows saving credentials for pre-configured data
bases.
Save users credentials Allows saving credentials for non-admin users.
Bind session to IP Binds user sessions to client IP addresses. For det

ails, see section below.

Bind session to IP

Binding sessions to IPs links each user session to their client’s IP address. This prevents a stolen
session cookie from being reused from another network and makes account sharing harder.

This setting links a user session to the client’s IP address. If binding is enabled, users may be logged
out when their IP address changes (for example, behind NAT or when switching networks).



Info

You can also configure this option with the CLOUDBEAVER_BIND_SESSION_TO_IP environment variable. For more
information, see Environment variables configuration.

Value Environment variable Description

Enable true Always bind sessions to IP addr
esses

Disable false Never bind

Enable for databases.team dbeaverDomains Used only for *.database

s.team deployments (generat
ed by the Domain Manager)

Note

In Community Edition, this option can be configured only with the CLOUDBEAVER_BIND_SESSION_TO_IP
environment variable (defaultis false).

Disabled drivers

The Disabled Drivers section allows administrators to control the availability of database drivers on
the server.
e Search for the driver: Enter the name of a specific driver in the search field to quickly locate it.
o Disabling a driver: Select the desired driver from the search results to disable it.

e Enabling adriver: Tore-enable a disabled driver, click on the X next to its name in the list.

Tip

For more information on how to manage these settings through the configuration file, see Server configuration.




How to start

Upon launching the application for the first time, it necessitates an initial setup process. This setup
primarily involves configuring specific aspects of the application to ensure optimal functionality.

Initial server configuration

The initial configuration is a vital step to ensure that the application functions correctly and
according to your preferences.

The base application settings require specific essential configurations on initial launch. This includes
the following components: administrator account, server info, and base application behavior.

@) INITIAL SERVER CONFIGURATION

BACK NEXT Main server configuration
@ welcome L I
51 Server configuration
You will be able to add additional services after the server configuration
Administrator is a super user who can configure server, set databases connections, manage other users and much more. Please, remember the

entered password. It is not possible to recover administrator password automatically.

SERVER INFORMATION CONFIGURATION AUTHENTICATION SETTINGS

Server Name * 10 Enable private connections @ Allow anonymous access

ClowdBeaver CE Server

Server URL * ® Local
I Navigator simple view me/pas
hitpAlecaiost 3100 o i

Session lifetime, min *
RESOURCE MANAGER
3
@ Enable Resource Manager

ADMINISTRATOR CREDENTIALS SECURITY DISABLED DRIVERS
Login * @ save credentials Search for the drive -
chadmin : ’ )

¥ saLie W H2 Embedded % N H2 Embedded V2
@ save users credentials
Password * Ao - .

Entering administration page
After the initial server configuration, you can log in as an administrator:

e If the authentication is enabled: Settings (top right corner, the cog icon) -> login

e Another optionis to enter the /#/admin page



ow Authentication: Local
Local name/password based authentication

User name

cbadmin

User password

If you see the error "Unsupported authentication provider: local" then you need to enable local
authentication in the server configuration and restart the server: Server Configuration
Documentation:

"enabledAuthProviders": [
"local"

]

After successful authentication with the administrator account, you can enter the Administration
page:

e viamenu: Settings (top right corner, the cog icon) -> Administration

e Directlygoto /#/admin page

Access Management

On the administration page, select the Users and Teams tab.

e Inthe Users tab, you can create, delete, and edit users. For details, see Users.

e [nthe Teams tab, you can manage team memberships and permissions. For details, see Teams.



Server configuration

On the administration page, select the Server configuration tab. On the Server configuration tab,
you can edit the base application settings. You can read more about it here.

Preferences

On the administration page, select the Preferences tab. On the Preferences tab, you can customize
settings for the interface, Data Viewer, SQL Editor, and Tools. You can find initial guidelines in
Preferences article.



Server architecture

The CloudBeaver server is a Java application. It is based on the OSGI framework and utilizes several
Eclipse bundles.

Important

CloudBeaver includes OpenJDK, which is an open-source version of Java. This means you do not need to purchase a
separate Java license to use CloudBeaver.

Back-end parts depend on DBeaver.

DBeaver is a multiplatform desktop application. It is also based on OSGI/Eclipse. CloudBeaver uses a
"headless" part of it - everything related to database connectivity and project management.

Libraries

e Equinox as OSGi container.

e Eclipse Platform for virtual file system and plugin management.
e Jetty asaweb server.

e Java GraphQL as a front-end communication API.

e DBeaver as database management platform.

e Various 3rd party bundles with database drivers

Supported databases

In the CloudBeaver Community we support only free and open-source databases. For more
information, see Supported databases

WebSockets

CloudBeaver uses a persistent WebSocket for real-time events. With a healthy socket, the Ul
updates live, SSO completes, and background jobs report progress. If the socket is blocked, the Ul
may look normal but never refresh.

Important

Default deployments already include WebSocket support. For requirements and troubleshooting, see WebSockets.



https://github.com/dbeaver/dbeaver
https://www.eclipse.org/equinox/
https://www.eclipse.org/eclipse/
https://www.eclipse.org/jetty/
https://github.com/graphql-java/graphql-java
https://github.com/dbeaver/dbeaver

If WebSockets are not supported by the network, proxy, or firewall, the server falls back to HTTP
Long-Polling to deliver updates and task status.



Server database

This article describes supported database engines, how to access the internal database in different
deployment types, and how to perform common operational tasks such as password changes and
migration.

CloudBeaver stores core system data, including users, access control data, and query history.

Supported databases

CloudBeaver supports the following database engines:

e PostgreSQL (default) *
e MariaDB *

e Oracle *

e SQL Server *

e H2

Info

Starting with version 24 .2 .0 , PostgreSQL becomes the default database in the Docker Compose configurations we
provide for the Enterprise and AWS Editions. The Community Edition continues to use the H2 database.

If you have previously used the H2 database and are transitioning to new Docker Compose setup, an automatic migration
to PostgreSQL will be triggered.

Accessing the internal database

To access internal database data for administrative or diagnostic purposes, you may need temporary
direct access to the database service.

Connect to the database

1. ldentify database connection parameters used by the server

Tip

Look for CLOUDBEAVER_DB_* inthe .env fileor backend.cloudbeaver_db_%*in k8s/
values.yaml.




2. Create aconnection

Example

Typical PostgreSQL connection settings.

e Host: postgres

e Port:defaultis 5432

e Database: defaultis cloudbeaver

e User:value of CLOUDBEAVER_DB_USER

e Password: value of CLOUDBEAVER_DB_PASSWORD

Default credentials depend on your deployment configuration and may differ from standard PostgreSQL defaults.

B CANCEL TEST SAVE
MAIN DRIVER PROPERTIES SSH TUNMEL Ssl ACCESS L AL J
Driver Configuration AUTHENTICATION
! PostgreSQL ~ Manual URL
w e @ O Database Native ~
Host *
User name User password
ostgres
postg postgres @
Port _ _
Save credentials for all users with access
5432 o
Database
< MISC
cloudbeaver
User role

Connection name *
DATABASE LIST

PosigreSQL@posigres
saL

Description

EXPERT SETTINGS

3. Openthe cloudbeaver database.

Changing the database password

1. Change passwords value:

e forcompose .env value of CLOUDBEAVER_DB_PASSWORD variable



e fork8sin k8s/values.yaml value of backend.cloudbeaver_db_password variable

Example

CLOUDBEAVER_DB_PASSWORD=#********%

2. Logininto postgres container:

e for compose from deployment dir run docker compose exec -it postgres psql -U
postgres

e for k8swith kubectl run kubectl exec -it postgres-*********_*x*** -- psql -U

postgres
3. Change postgres password:
e ALTER USER postgres WITH PASSWORD '*#***%%%%%%' .

4. Restart or redeploy cluster services:

e for compose in deployment dir execute docker compose up -d command

e for k8sin deployment dir execute helm upgrade cloudbeaver ./k8s

Automated migration from H2 to PostgreSQL

Warning
Update only the database login and password. Any other changes will break the migration.

To ensure the automated migration from H2 to PostgreSQL occurs, you need to use the version
24.2 .0 or later. This migration is necessary for older installations. If it's a new deployment,
migration is not required because there is no old data and PostgreSQL will be used immediately.

Info

For deployment details, refer to the CloudBeaver deploy repository.

Migration conditions
For the migration to be initiated, the following conditions must be met:

e CloudBeaver must be set to use the standard H2 configuration.
e S${workspace}/.data/cb.h2v2.dat should be avalid standard database.

o S${workspace}/.data/my_db_name.h2v2.dat isacustom H2 database which will not


https://github.com/dbeaver/cloudbeaver-deploy

trigger migration as it indicates manual customization by the administrator.

o S${workspace}/.data111111/cb.h2v2.dat is also considered a custom database.

Environment configuration

Standard environment values for database connection must be in place:

e Driver: CLOUDBEAVER_DB_DRIVER=postgres-jdbc

e URL: CLOUDBEAVER_DB_URL=jdbc:postgresql://postgres:5432/cloudbeaver (changesto the
host or database name prevent migration).

e Schema: CLOUDBEAVER_DB_SCHEMA=cb (must not be changed).
The following Query Manager (QM) environment settings should match:

e CLOUDBEAVER_QM_DB_DRIVER=${CLOUDBEAVER_DB_DRIVER}
e CLOUDBEAVER_QM_DB_URL=${CLOUDBEAVER_DB_URL}
e CLOUDBEAVER_QM_DB_SCHEMA=qgm

However, it is advisable to change the PostgreSQL username and password for security reasons:

e CLOUDBEAVER_DB_USER=postgres

e CLOUDBEAVER_DB_PASSWORD=#****%%%%%%

During migration
e The application will not be accessible, and an error message will be displayed across the screen
to prevent any operations that might disrupt the process.

e Migration includes the internal database with user lists and access rights and the Query
Manager (QM) with the history of executed queries.

e Ifthe QM has a substantial amount of data, the migration might take an extended period, during
which it is advised not to turn off the server.

Post-migration

e Once migration is successful, the old databases are backed up and are not directly accessible;
they will be stored with new names in their original locations.

e Reverting to the old configuration is possible only through manual intervention.



Domain manager

Note

This feature is available in Enterprise and AWS editions only.

Domain Manager enables you to configure a domain name and associated SSL certificate for your
CloudBeaver instance. You can choose to automatically generate a domain at no cost or use your
existing domain during product installation or later through the administration interface.

Domain configuration during initial setup

When setting up your server, you have two options for configuring the domain: automatic
generation and manual setup. Follow the instructions below based on your preferred method.

Automatic domain generation

When using automatic generation, the domain you create will have the format
<deployment_subdomain>.<organization_subdomain>.databases.team.The
<organization_subdomain> is initially generated from your company's name as specified in the
license, but it can be customized if needed. Also, you can choose any name for the
<deployment_subdomain>.

Example

If your organization name is example-corp andyouchoose production asyour deployment subdomain, your
domainwould be production.example-corp.databases.team.Learn more about domain configuration
fields.

In addition to the domain, you receive an SSL certificate, automatically renewed every three months.
To automatically generate a domain for your web server within the local network using a Let's
Encrypt certificate, follow these steps:

Navigate to the Domain Manager tab during the initial server configuration.

Click the Generate Automatically button.

Fill in the necessary fields as detailed in the table below.

Submit your settings and wait for the domain registration to complete.

AR R

Once the domain is active, you will be redirected to your server at the newly constructed
domain, <deployment_subdomain>.<organization_subdomain>.databases.team.



Note

Domain registration and certificate generation can take time. DNS updates might take more than a minute.

@ INITIAL SERVER CONFIGURATION

& Welcome BACK LGS Domain configuration

[ License

7% Domain Manager
) — DOMAIN

igurat Here you

Domain registration may take some time. Please wait until the domain is available.
) Finished

Organization subdomain *

Deployment subdomain

Will be changed

Server Address

You s

I use an address in your corporate network. Usage of
publicly accessible addresses is strongly not recommended

Deployment Domain

testdbeaver dotabases te [a}

(o)

Tip

For more information on deployment, see CloudBeaver Enterprise deployment repository.

Configuration fields

Field/Button Description

Organization Subdomain Specify the Organization subdomain. Automatical
ly assigned during initial setup based on your lice
nce.

Deployment Subdomain (Optional) Specify the subdomain for your specific CloudBea
ver server instance. Instances can be named uniq
uely, for example production or test.

Server Address Provide the IP address where your server is hoste

d.


https://github.com/dbeaver/cloudbeaver-deploy/

Field/Button Description

Delete Delete the domain.

Tip
Once your domain is active, you can safely enable Force HTTPS. Domain Manager issues and renews Let's Encrypt
certificates automatically, so you don’t need extra setup.

Manual domain configuration

If you prefer to set up the domain manually, using a custom SSL certificate, follow these steps:

1. Navigate to the Domain Manager tab during the initial server configuration.

2. Click the Set Up Manually button.

@ INITIAL SERVER CONFIGURATION
@ welcome BACK (T3¢l Domain configuration

= License
YR & There are unsaved changes. You can apply them by pressing the ‘Add certificate’ button
figuratic

CUSTOM SSL CERTIFICATE X

Domain name *

team yourdomain.com

Certificate *

LVWpNpIGRNYZQO0Hm vasucwiigIFGODGS0zsnD
KyUNo2ShQADQEKNS
LZoAWSIE A6 A

FILE

Private key *
IXHINVYE58IFCRIvMpex! 1ACC/EBEADYS BT+ UUGQZPPUSSYJZI0

+pxedalkKrBRI+YGAUIpDEZ4ChivhmnaZ 7yoMIVq] CAZImpEWNNO K
SKSS11RRTRVhlcRINY SinfhiRNZholl Wr/

FILE

Certificate chain

BCZhd1nW;

SDPgVemer OBVINILVS/

FILE

ADD CERTIFICATE

3. Fillinthe necessary fields.

Field Description

Domain Name Enter your custom domain name.

Certificate Upload the SSL certificate file.



Field Description

Private Key Upload the private key file associated with your S
SL certificate.
Certificate Chain (optional) Upload the SSL certificate chain if applicable.

> **Tip**: After uploading a valid certificate and key, enable [Force
HTTPS] (Proxy-Configuration.md#force-https-mode){ data-preview } to ensure all
connections are encrypted.

1. Ensure that the necessary DNS records are set to redirect traffic to your server.

2. Click the Add Certificate button to finalize the configuration.

Tip

Provided certificates will be stored in the appropriate directory (e.g., /etc/nginx/ssl/1live/ onyour server).

Adjusting domain settings in admin panel

Once the application is operational, you can modify the domain settings.

To modify your domain settings, follow these steps:

1. Login as an administrator.
2. Navigate to Settings -> Administration -> Domain Manager.

3. Select either the automatic or manual configuration method.

Info

Detailed steps for each method can be found in the sections: - Automatic domain generation - Manual domain
configuration

Deleting the domain

To delete a domain, follow these steps:

1. Login as an administrator.

2. Navigate to Settings -> Administration -> Domain Manager.



3. Select the Delete option.

Notes

e Ifyou'reusing aLet's Encrypt certificate, you don’t need to delete the Organization subdomain to assign a new one.
Simply update the subdomain name and click Save to apply the changes.

e Ensure that local access is configured, as changes might disrupt SSO functionalities.

e After deleting the domain, this server will be accessible with the Server Address (IP).

Modifying the domain

To make changes to a domain:

1. Login as an administrator.
2. Navigate to Settings -> Administration -> Domain Manager.
3. Update the necessary fields. If your domain uses a custom certificate, click the Update

Certificate button to make changes to your SSL certificate.

For existing domains, whether set up automatically or manually, you can switch between the
automatic and manual setup types by clicking the Change Type button.

Modifications for automatically generated domain

If your domain was configured using the automatic domain generation, consider the following
additional steps and restrictions:

1. Modify the fields under the Deployment or Organization subdomains, respecting the limits on
changes.

Note

You can change the Deployment Subdomain up to three times per calendar month.




@ 2] cbacmin @ [2]

(=] Projects

@ SAVE x CANCEL
2 Server Configuration
® o R .
i88 Elonal Freterénocs & Domain registration may take some time. Please wait until the domain is available.
&, Users and Teams

56 Query Manager
LET'S ENCRYPT CERTIFICATE ®
&2 Driver Management al

£ AWS Settings

2 dentity Providers

Qrganization subdomain *

& Al Settings

dbeaver
 Domain Manager
[2) Product Information Deployment subdomain
testite DELETE

Server Address *

You should use an address in your corporate network. Usage of
publicly accessible addresses is strongly not recommended

Deployment Domain

i
After this configuration, your domain will be accessible at the addre
55 abowe
valid until

11/26/2024, 1:00:00 AM

Will be renewed automatically

CHANGE TYPE

2. Submit your settings and wait for the domain registration to complete. There may be a waiting
period.

3. Once the domainis active, you will be redirected to your server at the newly constructed
domain, e.g., <deployment_subdomain>.<organization_subdomain>.databases.team.If the
organizational domain has been deleted, you will be redirected to your Server's Address.



Product configuration parameters

Product configuration parameters

This document provides guidelines for configuring core product settings in CloudBeaver. These
settings control localization, themes, logging, the SQL editor, and more.

Info

For more details on configuration, see the CloudBeaver server configuration.

Example configuration

The Product settings configuration is located under the productSettings section of the main
server configuration file.

productSettings: {
"core.localization.language": "S{CLOUDBEAVER_CORE_LOCALIZATION:en}",
"core.theming.theme": "${CLOUDBEAVER_CORE_THEMING_THEME:light}",
"plugin.log-viewer.disabled": "${CLOUDBEAVER_LOG_VIEWER_DISABLED:false}",
"plugin.log-viewer.logBatchSize":

"${CLOUDBEAVER_LOG_VIEWER_LOG_BATCH_SIZE:2}",
"plugin.log-viewer.maxLogRecords" :

"${CLOUDBEAVER_LOG_VIEWER_MAX_LOG_RECORDS:2000}",
"plugin.sql-editor.autoSave": "S${CLOUDBEAVER_SQL_EDITOR_AUTOSAVE:true}",
"plugin.sql-editor.disabled": "S${CLOUDBEAVER_SQL_EDITOR_DISABLED:false}",
"plugin.sql-editor.maxFileSize":

"S{CLOUDBEAVER_SQL _EDITOR_MAX_FILE_SIZE:10240}",
"sql.proposals.insert.table.alias":

"S${CLOUDBEAVER_SQL _PROPOSALS_INSERT_TABLE_ALIAS:PLAIN}"

}



Configuration properties

Interface

Name

core.loca
lizatio
n.languag
e

core.them
ing.theme

Log viewer

Name

plugin.lo
g-viewe
r.disable
d

plugin.lo
g-viewe
r.logBatc
hSize

plugin.lo
g-viewe
r.maxLogR
ecords

Environmen
t variable

CLOUDBEAV
ER_CORE_L
OCALIZATI
ON

CLOUDBEAYV
ER_CORE_T
HEMING_TH
EME

Environmen
t variable

CLOUDBEAV
ER_LOG_VI
EWER_DISA
BLED

CLOUDBEAV
ER_LOG_VI
EWER_LO
G_BATCH_S
IZE

CLOUDBEAV
ER_LOG_VI
EWER_MA
X_LOG_REC
ORDS

Default valu
e

en

light

Default valu
e

false

2000

Units

string

string

Units

boolean

integer

integer

Description

Default lang
uage for the
interface.

Default appl
ication them
e

Description

Disables the
log viewer pl
ugin.

Number of |
ogentriesre
trieved perr
equest.

Maximum n
umber of log
records stor
ed.

Allowed val
ues

See
Languages.

See Themes.

Allowed val
ues

true, fal
se

Integer

Integer



Info

For details on customizing logging level and pattern, see Log customization.

SQL editor

Name Environmen Default valu Units Description Allowed val
t variable e ues

plugin.sq CLOUDBEAV true boolean Enables aut true, fal

1l-edito ER_SQL_ED o-saving for se

r.autoSav ITOR_AUTO SQL editor s

e SAVE essions.

plugin.sq CLOUDBEAV false boolean Disables the true, fal

l-edito ER_SQL_ED SQL editor p se

r.disable ITOR_DISA lugin.

d BLED

plugin.sq CLOUDBEAV 10240 integer Maximum fil Integer

1l-edito ER_SQL_ED esize forim

r.maxFile ITOR_MA porting files

Size X_FILE_SI intheSQLe
B ditor.

Info
For more details on SQL Editor, see our documentation.
SQL proposals

Name Environmen Default valu Units Description Allowed val
tvariable e ues

sql.propo CLOUDBEAV PLAIN string Default alias PLAIN, SH

sals.inse ER_SQL_PR format for t ORT, FULL

rt.tabl OPOSALS_I ableinsertp

e.alias NSERT_TAB roposals.

LE_ALIAS



Additional product settings

e Authentication settings

e Connection settings

e Dataexport settings

e Dataspreadsheet settings
e ERD settings

e Navigation tree settings



Authentication settings

Product configuration parameters

Variables

Variable

core.authentication.d
isableAnonymousAcc
ess

~~Deprecated~~ Value
core.authentication.d false
isableAnonymousAcc

ess

Description

Disable anonymous a
ccess in administratio
n



Navigation tree settings

Product configuration parameters

tree.deleting

ata.deleting

Variables

Variable ~~Deprecate Allowed values Limit Description
d~~

core.navigation- core.app.naviga integer 1000 Sets navigator t
tree.childrenLi tionTree.childre ree level fetch si
mit nLimit ze
core.navigation- core.app.metad boolean Enables nodes r
tree.editing ata.editing enaming
core.navigation- core.app.metad boolean Enables nodes d

eletion



Data spreadsheet settings

Product configuration parameters

eet.hidden

eet_new.hidden

Variables
Variable ~~Deprecated~~ Value Description
plugin.data-viewer.di core.app.dataViewe false Disables editing for n
sableEdit r.disableEdit on-admin users
plugin.data-viewer.di false Disables copying of d
sableCopyData ata for non-admin use

rs

plugin.data-viewer.fe 100 Minimum amount of f
tchMin etched rows
plugin.data-viewer.fe 5000 Maximum amount of
tchMax fetched rows
plugin.data-viewer.fe 200 Default amount of fet
tchDefault ched rows
plugin.data-spreadsh plugin_data_spreadsh false Hides data editor fro

mui



Data export settings

Product configuration parameters

Variables
Variable Deprecated Value
plugin.data-export.dis ~~plugin_data_expor false

abled t.disabled~~

Description

Disables data export



ERD settings

Product configuration parameters

Variables

This parameters only available in Enterprise and AWS products

Variable ~~Deprecated~~ Value

plugin.erd-viewer.ma plugin_erd_viewer.ma 15000
xColumnsToDisplay xColumnsToDisplay

Description

Sets the maximum dis
played objects count



Connection settings

Product configuration parameters

Variables
Variable Value
plugin.connections.hideConne false

ctionViewForUsers

Description

Hides "Connection view" conte
xt menu item for non admin us
ers



Query manager database configuration

This document provides guidelines for configuring the Query Manager database in CloudBeaver
using the server configuration file.

Info

For more information on Query Manager, see Query Manager. For more details on configuration, see the CloudBeaver
server configuration.

Note

If the Query Manager database is configured using environment variables during application deployment, these settings
may not be visible in the configuration file.

Example configuration

The Query Manager database configuration is located under the gm section of the main server
configuration file.

gm: {
driver: "S${CLOUDBEAVER_QM_DB_DRIVER:postgres-jdbc}",
url: "S{CLOUDBEAVER_QM_DB_URL:jdbc:postgresql://postgres:5432/
cloudbeaver}",
user: "${CLOUDBEAVER_QM_DB_USER:'"'}",
password: "${CLOUDBEAVER_QM_DB_PASSWORD:"'"'}",
schema: "S${CLOUDBEAVER_QM_DB_SCHEMA:'"}",
pool: {
minIdleConnections: "${CLOUDBEAVER_QM_DB_MIN_IDLE_CONNECTIONS:4}",
maxIdleConnections: "${CLOUDBEAVER_QM_DB_MAX_IDLE_CONNECTIONS:16}",
maxConnections: "${CLOUDBEAVER_QM_DB_MAX_CONNECTIONS:100}",
validationQuery: "“${CLOUDBEAVER_QM_DB_VALIDATION_QUERY :SELECT 1}"
Ve
backupEnabled: "${CLOUDBEAVER_QM_DB_BACKUP_ENABLED:true}"



Configuration properties

Name

driver

url

user

password

schema

minIdleConne
ctions

Environment va Default value

riable

CLOUDBEAVE postgres-jdb

R_QM_DB_DRIV c

ER

CLOUDBEAVE jdbc:postgre

R_QM_DB_URL sql://postgr
es:5432/clou
dbeaver

CLOUDBEAVE t

R_QM_DB_USER

CLOUDBEAVE Y

R_QM_DB_PASS

WORD

CLOUDBEAVE t

R_QM_DB_SCHE

MA

CLOUDBEAVE 4

R_QM_DB_MI

N_IDLE_CONNE
CTIONS

Units

string

string

string

string

string

number

Description

Database driver
ID for the Quer
y Manager data
base:- PostgreS
QL (recommend
ed) * - postgr
es-jdbc - Mari
aDB * - maria
DB - Oracle * -
oracle_thi

n - SQL Server
* - mssql -H2
- h2_embedde
d

Database JDBC
URL (e.g., jdb
c:postgresq
1://1localhos
t:5432/qm).

Database user n
ame.

Database user p
assword.

Database sche
ma.

Minimum idle ¢
onnections for t
he connection p
ool.



Name

maxIdleConne
ctions

maxConnectio
ns

validationQu
ery

backupEnable
d

Environment va

riable

CLOUDBEAVE
R_QM_DB_MA
X_IDLE_CONNE
CTIONS

CLOUDBEAVE
R_QM_DB_MA
X_CONNECTION
)

CLOUDBEAVE
R_QM_DB_VALI
DATION_QUERY

CLOUDBEAVE
R_QM_DB_BACK
UP_ENABLED

Default value

10

100

SELECT 1

true

Units

number

number

string

boolean

Description

Maximum idle c
onnections for t
he connection p
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Security and access configuration

Server security and access configuration

In CloudBeaver, you can manage security and access on several levels. These settings let you control
how users sign in, who can access the system, how database connections are secured, and how the
server is protected on the network.

You can configure:

Authentication - sign-in methods for users

Access management - permissions and policies for accounts and teams
Connection network options - encryption and tunnels for database connections
Network and security settings - domains, proxies, certificates, and secure storage

Additional security options - password recovery, credentials storage, provisioning, and
restrictions

Authentication

Configure how users sign in. Choose local accounts, enterprise identity providers, or cloud-specific
services.

Anonymous access

Local authentication

LDAP

SAML

OpenlID

NTLM

JWT

AWS |IAM

Microsoft Entra ID, and others

Info

See Authentication methods for a full overview.




Brute force protection

CloudBeaver can protect against brute force attacks on both application login and database
connections.
e Login protection - block users after several failed login attempts

e Connection protection - temporarily block the ability to connect after repeated failed attempts
(for example, wrong database password)

Info

For more details, see Password policy

Access management

Control who can sign in and what they can do. Enforce password rules, assign permissions, and
organize users into teams.

e Usersand Teams

e Password policy

Connection network options

Secure database connections at the connection level. Enable SSL, set up SSH tunnels, and manage
keys.

e SSL configuration - encrypt traffic with CA-signed or self-signed certificates

e SSH configuration - protect connections with SSH tunnels and key authentication

Network and security settings

Manage how the server is exposed on the network. Configure domains, proxies, TLS, and secure
storage for sensitive data.

Setting Description Reference

Domain manager Configure a custom domain, an Domain manager
d apply SSL certificates



Setting

Reverse proxy

Secret management

Java security properties

Description

Control and filter incoming traf
fic, enable auth via headers, off
load TLS, enforce HTTPS, and ¢
onfigure multiple server URLs

Store and retrieve credentials f
rom providers like AWS Secret
sor Vault

Override default JVM crypto p
roperties for compliance and s
ecurity policies

Additional security options

Reference

Proxy configuration

Secret providers

Java security properties

CloudBeaver also provides extra security features that complement authentication, access control,

and connection settings.

Setting

Password recovery

User credentials storage

Pre-configured permissions

User provisioning

Proxy header authentication

Description

Restore access if the main pass
word is lost

Control how saved credentials
are stored and protected

Define default permissions for
new database connections

Automate account creation an
d updates with provisioning sy
stems

Authenticate users via trusted
reverse proxy headers

Reference

Admin password recovery

User credentials storage

Pre-configured permissions

Provisioning users

Reverse proxy header
authentication



Authentication

Authentication methods

CloudBeaver provides various authentication methods, configurable by administrators in the
Settings -> Administration -> Server Configuration. These settings apply to logging into the
CloudBeaver interface.

CloudBeaver Community Edition authentication types

The Community Edition (CE) of CloudBeaver supports various types of authentication. Detailed
information about each type is available in the sections below.

cfa) [2]) cbadmin (D) [®]

- 5 SAVE * CANCEL
&5 Connection Templates !

£ Access Management

& Server configuration SERVER INFORMATION CONFIGURATION

E! Version update
Server Name * ) Enable private connections

Allows users 10 create private connections
CloudBeaver CE Server

) Navigator simple view
*
Server URL By default, all user's new connections will contain only basic
It focalhost 6080 informatian in navigation tree
p:Alocalhos
RESOURCE MANAGER
Session lifetime, min *

2@ Enable Resource Manager

Enable Resource Manager functionality

30 >

AUTHENTICATION SETTINGS SECURITY
W) Allow anonymous access W save credentials
Allows to work with CloudBeaver without user authentication Allow to save credentials for pre-configured database
" Local W@ save users credentials
Local name/password based authentication Allow to save credentials for non-admin users

) Reverse proxy

Reverse proxy header based authentication

Anonymous access

This method allows users to interact with CloudBeaver without needing to authenticate. Further
details can be found in the Anonymous access configuration article.



Local access

Local access requires users to authenticate using a username and password. Administrators create
user accounts and assign roles to define user permissions. For more detailed information, see the
Local access authentication article.

Reverse proxy access

This authentication method is based on HTTP request headers. For more detailed information, see
the Reverse Proxy Header Authentication article.

CloudBeaver Enterprise Edition authentication types

In addition to the authentication methods supported by the Community Edition (CE), CloudBeaver
Enterprise Edition (EE) offers a broader range of authentication options. For more detailed
information on each method, please refer to the subsequent sections.

[2] coagmin (D) (=]
- B SAVE % CANCEL
5@ Query Manager
€2 Driver Management AUTHENTICATION SETTINGS SECURITY
S5 Connection Templates
o J%  Allow anonymous access @ save credentials
£, Access Management
. Allows o work with CloudBeaver without user authentication Allow to save credentials for pre-configured database

it Server configuration
9 Identity Providers % ADFS Openid M Save users credentials
) ADFS Openid authentication provider Allow to save credentials for non-admin users

] License Edit configurations

1 Version update

I AWS SAML

AWS SAML authentication provider

Edit configurations

AWS 1AM
Amazon Web Services authentication

Edit configurations

) AWS Openld

AWS Openld authentication provider

Edit configurations

) Cognito Openld

Cognito Openld authentication provider

] Microsoft Entra ID
Microsolt Entra 1D authentication provider

Edit configurations

) Google

Google authentication provider

Edit configurations

Tip
CloudBeaver supports Pass-Through Authentication - users can access cloud databases and storage using the same
credentials they used to log in. For more details, see Pass-Through Authentication.




AWS |IAM access

AWS IAM authentication allows logging in with IAM credentials, automatically assigning a 'User’
role in CloudBeaver. For more details, see the AWS IAM article.

SSO access

SSO (Single Sign-On) authentication can be used for access to CloudBeaver EE. Once an SSO user is
authorized to CloudBeaver instance, the appropriate user is created in the application with the User
role by default (you can find more information about SSO authentication at Single Sign On article).

OpeniID

OpenlD Connect (OIDC) authentication enables users to log in using credentials from an OpenlID
Connect identity provider, simplifying the login process across different services. For further details,
please consult the OpenlD authentication article.

AWS OpenlD

AWS OpenlD Connect (OIDC) authentication integrates with AWS ldentity and Access
Management (IAM) to enable signing in using an OpenlD Connect identity provider. This approach
allows for the secure delegation of permissions to AWS resources based on the identity established
by the provider. For more information, please refer to the AWS Openl|D authentication article.

Okta OpenlID

Okta OpenlD Connect (OIDC) authentication allows applications to authenticate users via Okta's
OIDC provider. This process enables secure and streamlined user access to applications and services
without requiring them to manage multiple passwords. For more information, refer to the Okta
OpenlID Authentication article.

Cognito OpenlD

Cognito OpenlD is a feature of Amazon Cognito that allows you to use Cognito as an OpenID
Connect (OIDC) identity provider. By configuring Cognito as an OIDC provider, users can sign in to
CloudBeaver using their existing accounts with OIDC identity providers. For more information, refer
to the Cognito OpenlD Authentication article.



Microsoft Entra ID

Microsoft Entra ID, previously known as Azure AD, is a service that allows you to use Microsoft's
cloud-based identity and access management service as an identity provider. By integrating
Microsoft Entra ID with CloudBeaver, users can sign in using their Microsoft accounts, leveraging
Microsoft Entra ID for authentication. For more details, see the Microsoft Entra ID Authentication
article.

Google

Google Authentication is a method that allows users to sign in to CloudBeaver using their Google
accounts. This integration leverages Google as an OpenlD Connect (OIDC) identity provider,
enabling users to authenticate with their existing Google credentials. For more information, refer to
the Google Authentication article.

JWT

JWT (JSON Web Tokens) Authentication is a secure method to transmit information between
parties as a JSON object. In the context of CloudBeaver, JWT authentication can be configured to
verify the identity of users. For more information, refer to the JWT Authentication article.

NTLM

NTLM (New Technology LAN Manager), is a suite of Microsoft security protocols used for user
authentication and data protection in Windows networks. It operates on a challenge-response
mechanism to verify user identity without transmitting passwords directly. For more information on
configuration, refer to the NTLM Authentication article.

Secure Storage with Secret Providers

CloudBeaver supports various cloud-based secret providers to retrieve database credentials. For
detailed setup instructions, see Secret Providers.

CloudBeaver Enterprise Edition for AWS

CloudBeaver Enterprise Edition for AWS offers compatibility with a range of authentication
methods that facilitate integration with AWS services and other identity solutions. Below is the list
of the supported authentication methods:



Anonymous access configuration
Local access

ADFS OpenlID

AWS SAML

AWS IAM

AWS OpenlD

Cognito OpenlD

Microsoft Entra ID

Reverse Proxy Header Authentication
Google

JWT

NTLM

Okta OpenlD

OpenlID

SAML



Anonymous access

Anonymous access in CloudBeaver lets users connect to databases without authentication. Before
configuring any anonymous connections, you must first enable anonymous access in the server

settings.

Enabling anonymous access

You can turn on anonymous access in two ways: through the Ul or by using server configuration.

Use the web Ul

1. Signinasanadministrator.

2. Go to Administration -> Settings -> Server configuration.
3. Select the Allow anonymous access checkbox.
4

Click Save to apply the changes.

Use server configuration

Set the CLOUDBEAVER_APP_ANONYMOUS_ACCESS_ENABLED environment variable and restart the
server.

Info
For details on where to define server parameters and how configuration files work, see Server configuration

Once anonymous access is enabled, you can set it up in one of two ways:

e Administrator defined connections: Administrators can configure connections that are
accessible anonymously, allowing access to these predefined connections.

e Private connections: When enabled, this feature lets anonymous users configure their private
connections from the main page. These connections are temporary and expire with the session.
Configuration methods

Enabling private connections for anonymous users

1. Asanadministrator, navigate to the Settings -> Server configuration.



2. Locate the Enable private connections option and activate this setting to allow the creation of

connections by anonymous users.

D
2 Server Configuration
£ settings
2, Users and Teams
& Query Manager
£ Driver Management
&5 AWS Settings

9 Identity Providers
5 Al Settings
@ Domain Manager

[=1 Product Information

@ SAVE % CANCEL

SERVER INFORMATION

Server Name *

Cloudbeaver EE Web Server

Allowed Server URLs

4
You can specify multiple server URLs separated by a new line. An
empty value means that all URLs are allowed

Session lifetime, min *

51 el

O Force HTTPS mode A
Enable force HTTPS to secure server-client communication
Recommended for production. Ensure your HTTPS proxy is
properly configured for correct app functionality

[ server proxy configuration documentation

@cbadmin @ @

CONFIGURATION

@@ Enable private connections

Allows users ta create private connections

1 Navigator simple view
By default, all user's new cannections will contain only basic

information in navigation tree

SERVICES

@@ Alintegration

Enables Al-powered features throughout the application, including
Al Chat, database abject descriptions, intelligent SQL query
optimization, and error correction

«@ Allow drivers downloading
Enables downloading drivers from external sources (Maven,
GitHub)

m Cloud (AWS)

Enables AWS cloud services (1AM, databases explorer, file
storage)

@@ cloud (Azure)

Enables Microsoft Azure cloud services (databases explarer, file
storage)

@@ Ccloud (Google)

Enables Goagle Cloud services (databases explorer, file storage)

3. Save changes.

Administrator defined anonymous access

1. Start the process of editing a connection as an administrator. For detailed instructions, refer to

the Create Connection article.

2. Navigate to the Access tab within the connection settings and click on the Edit button to modify

access settings.
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> W PostgreSQL@localhost =
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B Granted |=  Useror Team name ~Description

O & cbadmin

2 User All users, including anenymous.

3. Selectthe user entry (representing all users, including anonymous) by checking the box next to
it, then click Grant to assign access.

Tip
If you want anonymous users to have a different default role, change the anonymousUserRole value inyour

server configuration.

4. When you've finished configuring the connection, click Save to apply the changes.

Anonymous access limits

CloudBeaver Enterprise restricts the number of simultaneous anonymous sessions to prevent
license overuse. The system applies the following rules:

e The allowed number of anonymous sessions is calculated as Anonymous limit = Total
licensed users - Currently logged-in users.

o [falllicensed users are logged in, anonymous mode is disabled automatically.
e Each anonymous session ends automatically after 30 minutes of inactivity.

e When the limit is exceeded, an error appears in the login window, and the event is recorded in
the server log.



Local access authentication

Note

This feature is available in Community and Enterprise editions only.

Local access authentication is a method for validating users based on usernames and passwords

managed within the system.

Configuration steps

Step 1 Enabling local authentication

1. Asanadministrator, navigate to the Settings -> Server configuration.

2. Locate the Local option and activate this setting to allow local authentication.

S5 Connection Templates

B SAVE X CAMNCEL

2, Access Management

L S E L SERVER INFORMATION

] Version update
Server Name *

CloudBeaver CE Server

Server URL *

hitp:/flocalhost 8090

Session lifetime, min *

30

AUTHENTICATION SETTINGS

@@ Allow anonymous access

Allows 1o work with CloudBeaver without user authentication

@@ Local

Local name/password based authentication

JI0  Reverse proxy

Reverse proxy header based authentication

CONFIGURATION

I Enable private connections

Allows users to create private connections

I Navigator simple view
By default, all user's new connections will contain enly basic
information in navigatien tree

RESOURCE MANAGER

-I‘ Enable Resource Manager

Enable Resource Manager functionality

SECURITY

@@ save credentials

Allow to save credentials for pre-configured database

@il save users credentials

Allow to save credentials for non-admin users

@cbadmm @ E

3. Save changes.

Step 2 Granting local access

To grant local access, administrators set up individual user accounts. This involves creating each
account with a unique username and a secure password in the Administration section. For detailed

guidance on creating user accounts, refer to the Users article.
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Recovering from disabled authentication methods

If an administrator disables all types of authentication, including Local, the administrator cannot log
in with their credentials after logging out. In such a situation, you need to:

1. Openthefile {cb_workspace}/.data/.cloudbeaver.runtime.conf.
2. Find enabledAuthProviders.
3. Add "local" tothelist.

"enabledAuthProviders": ["local"],

4. Restart the server to apply the changes.



Reverse proxy header authentication

CloudBeaver offers a feature for authorization and authentication using reverse proxy headers. This
method allows to authenticate users via specific HTTP header fields.

Configuration Steps

Enabling Reverse proxy authentication

1. Asanadministrator, navigate to the Settings -> Server configuration.
2. Locate the Reverse proxy option and activate this setting to allow reverse proxy authentication.

@ [Z] cbadmin () [®@]

- SAVE X CANCEL
3 Connection Templates

2, Access Management
SERVER INFORMATION CONFIGURATION
81 Server configuration
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3. Save changes.

Reverse proxy identity provider configuration in Community Edition
To configure reverse proxy authentication, follow these steps:

1. Openyour .cloudbeaver.runtime.conf configuration file.
2. Locatethe app section within the file.

3. Add anew entry tothe authConfigurations array with the following structure:



"app": {

"authConfigurations": |

{
"id": "your_proxy_id",
"provider": "reverseProxy",
"displayName": "your_proxy_username",
"disabled": true,
“iconURL": "",
"description": "",

"parameters": {
"logout-url": "https://link_if_needed",
"user-header": "",
"team-header": ""
"team-delimiter": "",

"first-name-header": ,
"last-name-header": ""

’

Important

Ensure you include the mandatory fields id, provider, and displayName. The provider name must be set to
reverseProxy .

Reverse proxy identity provider configuration

To configure reverse proxy authentication in the CloudBeaver using the graphical user interface

(GUI), follow these steps:

i A L e

Log in as an administrator.

Navigate to Settings -> Server configuration in the CloudBeaver interface.

Click on the + Add button to create a new authentication provider.

In the Provider dropdown menu, select Reverse Proxy.

Enter a unique identifier in the ID field and a name for the configuration in the Configuration

name field.

Click on Save to apply the changes.
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Configuring default HTTP header fields

Configure the standard HTTP header fields as follows:

Header

X-User

X-Team

X-First-name

X-Last-name

X-Full-name

X-Role

Header example

Description

user login

user teams

user profile firstname

user profile lastname

user profile fullname

user roles, only for DBeaver Team edition

Consider auser named newuser , belonging to both user and admin teams. To access an
application with reverse proxy header authentication enabled, the following HTTP headers should
be set in the request to the CloudBeaver application:



https://github.com/dbeaver/team-edition-deploy

X-User: newuser

X-Team: user|admin
X-First-name: John
X-Last-name: Smith

Tip
CloudBeaver categorizes users into two default teams: user and admin .Default delimiter used to separate teams in
the headeris | (could be customizedin team-delimiter parameter,all characters are allowed).




LDAP authentication

LDAP (Lightweight Directory Access Protocol) is a protocol designed to manage and access
distributed directory information services over an Internet Protocol network. LDAP is used to store
and retrieve data in a hierarchical directory structure, such as usernames and passwords,
organizational units, and configuration settings. It facilitates directory management and
authentication processes, allowing for a centralized approach to maintaining user credentials and
policy settings.

Info

For comprehensive guidance on configuring and managing LDAP, refer to the official LDAP documentation.

Configuration steps

Note

Ul-based LDAP configuration is available only in Enterprise Edition and AWS Edition. For Community Edition setup, see
Configuration steps for CloudBeaver Community Edition.

Step 1: Enabling LDAP Authentication

1. Asanadministrator, go to Settings -> Server Configuration.

2. Find and activate the LDAP option in the Configuration section.


https://ldap.com/
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3. Savethe changes.

Step 2: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.

2. Click onthe + Add button.
3. Fillinthe following fields:




=2 Server Configuration
+ ADD C REFRESH DELETE
1 Global Preferences
2, Users and Teams
@ Query Manager CONFIGURATION CREATION
2 Driver Management
OPTIONS
¥ Identity Providers
@ Domain Manager
Provider * D= LDAP USER PROVISIONING INTEGRATION
= Product Information
LA = Loae Host * First name field
Configuration Name * KaproampR o Ll
Loap Port * Last name field
Description 8 ¢ n
User identifier attribute * Role field
A
lcon URL
Base Distinguished Name
[ Disabled
Bind User DN
Bind User Password
Field Description Parameters used to configur
e LDAP in the CloudBeaver
Community

Provider Type Select LDAP from the dropd
own menu.

ID Enter a unique identifier for t
he configuration.

Configuration name Enter a descriptive name for t
his configuration.

Description (Optional) Provide a brief des
cription of this identity provi
der configuration.

lcon URL (Optional) Enter the URL of a
nicon to represent this provi
der.

Disabled (Optional) Leave unchecked t
o enable this identity provide



Field

Host

Port

User identifier attribute

Base Distinguished Name

Bind User DN

Description

Enter the server hostname or
IP address where LDAP auth
entication is handled.

Specify the port number used
for LDAP communication. De
fault portis 389 for standar
d mode, 636 for SSL. If your
server uses a Global Catalog,
we generally recommend usi
ng 3268 (standard)or 326
9 (SSL), if those ports are ava
ilable in your environment.

Enter the attribute used tou
niquely identify LDAP users i
n their Distinguished Name
(DN). Default value in PRO ve
rsionsis cn.

(Optional) Enter the Base Dis
tinguished Name (DN) for LD
AP queries. It should be in th
e format appropriate for your
LDAP directory,suchas d
c=example,dc=com.Ifnote
xplicitly specified, this value
will be automatically append
ed to the end of the User DN
during authorization.

(Optional) Enter the Distingu
ished Name (DN) of the user
who has permissions to searc
h for entries (e.g., users) in th
e directory. This user will be u
sed to verify access to the ap

Parameters used to configur
e LDAP in the CloudBeaver
Community

ldap-host :""

ldap-port:

ldap-identifier-attr:

ldap-dn:""

ldap-bind-user:



Field

Bind User Password

User Filter

User login parameter

Enable SSL

Certificate (PEM format)

Description

plication with the specified fil
ter. The bind user is required i
f you want to log in with some
thing other than the full DN.

(Optional) Enter the passwor
d associated with the Bind Us
er DN account. Bind User DN
and Bind User Password are
both mandatory if you want t
o log in with something other
than the full DN.

(Optional) Specify the criteria
for searching user entries. Th
e filter must always be writte
nin parentheses. Logical oper
ators are supported. Bind Us
er DN and Bind User Passwor
d must be configured for this
field to work.

(Optional) Enter the LDAP at
tribute to be used as the user
login. The attribute must be u
nique. This parameter enable
s users to log in with the speci
fied LDAP attribute (such as

sAMAccountName ). Bind Us
er DN and Bind User Passwor
d must be configured for this
field to work.

(Optional) Enables LDAPS (L
DAP over SSL/TLS). Setto tr
ue toenable SSL encryption
for LDAP communication.

(Optional) Provide the SSL ce

Parameters used to configur
e LDAP in the CloudBeaver
Community

ldap-bind-user-pwd:""

ldap-filter :"()"

ldap-login:

ldap-enable-ssl :true

ldap-ssl-cert:



Field

Referral handling

First name field *

Last name field *

4. Click onthe Create button.

Description

rtificate in base64 formatt
o trust the LDAP server.

(Optional) Define how LDAP
referrals to other servers are
handled, for example when p
art of your directory (e.g., d
c=us ) is stored on another d
omain controller. Use follo
w to follow referrals to other
domains,or ignore toskipt
hem. Defaultis ignore.

(Optional) Enter the name of

the LDAP attribute used for t
he user's first name (e.g., f

n ). This attribute will be auto
matically detected during use
r provisioning.

(Optional) Enter the name of
the LDAP attribute used for t
he user's last name (e.g., 1n).
This attribute will be automat
ically detected during user pr
ovisioning.

Parameters used to configur
e LDAP in the CloudBeaver
Community

"Idap-referral": "ignore"

Tip

You can specify organizational units within the Base Distinguished Name to streamline access, such as
ou=unit1, dc=example, dc=com.These can be set during the Identity Provider setup or during login in

CloudBeaver. For automatic mapping of Teams to LDAP groups, fill in the LDAP Group name field. Use the cn
attribute containing one of the following: memberOf , member , uniqueMember ,or gidNumber .For
example, if you specify cn=groupName in LDAP Group name, only users whose member attribute is listed in
cn=groupName will be mapped.




Step 3: Logging in

1. With the LDAP configuration now established, proceed to the login screen.
2. Select the LDAP authentication method.

4w Additional Authentication
LDAP | LDAP

LOCAL  AWSIAM  LDAP  FEDERATED

User login

sumame

User password

3. Inthe User login field, enter the Distinguished Name (DN) of the user who is logging in. This
specifies the exact entry within the LDAP directory associated with your user account.

Tip

If the User login parameter was configured during the setup, you can alternatively enter the value of the specified
login attribute instead of the full User DN.

4. Enter your User password in the corresponding field to authenticate.

Note

If the Base Distinguished Name was specified during the setup of your LDAP configuration, it will be automatically
appended to the User DN if not explicitly included. This can simplify the login process, especially when managing
multiple users.

5. After entering the required information, click Login to access the application.



Configuration steps for CloudBeaver Community Edition

In CloudBeaver Community Edition, configuration settings are not accessible through the user
interface (Ul). Instead, settings must be configured directly within the workspace configuration file.

Steps to configure LDAP in Community Edition:

1. Asanadministrator, go to Settings -> Server Configuration and activate the LDAP option in the
Configuration section.

2. Locateeitherthe .cloudbeaver.runtime.conf file to configure LDAP for the current
workspace or the .cloudbeaver.conf file to set the LDAP provider for all newly created
workspaces. More details can be found in the server configuration guide.

Open the file with a text editor to modify or add LDAP configurations.

4. Insert the following configuration snippet into your configuration file under the
app.authConfigurations section. Adjust the parameters according to your LDAP server
details.

"authConfigurations": |
{

"id": "ldap",

"provider”: "ldap"

"displayName": "LDAP",

"disabled": false,

"iconURL": "",

"description": "",

"parameters": {
"ldap-host": "ldap.example.com",
"ldap-port": "1389",
"ldap-login": "AttributeName"

"ldap-dn": "ou=users, dc=company,dc=com",
"ldap-enable-ssl": true,

"ldap-ssl-cert": "your_cert_in_base64_format",
"ldap-referral”: "ignore",
"ldap-identifier-attr": "cn",

"ldap-bind-user":

"cn=serviceAccount1, ou=serviceAccounts, dc=company, dc=com",
"ldap-bind-user-pwd": "serviceAccountipassword",
"ldap-filter": "(givenName=%*)"

}
}
]



Important

Ensure thatthe provider issetto ldap .

5. After editing the configuration file, restart CloudBeaver for the changes to take effect.

6. Login.



Single sign-on (SSO)

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver supports Single Sign-On (SSO), allowing users to access the application with a single
set of credentials.
Use single sign-on

For alist of available Identity Providers and detailed configuration instructions, see Authentication
Methods.

Note

CloudBeaver does not store authentication information on the server-side or in configuration files. When your session

expires, you will need to re-authenticate. When you log out of the application, CloudBeaver also logs you out from the
Identity Provider.




SAML authentication

Note

This feature is available in Enterprise and AWS editions only.

If your Identity Provider uses SAML (Security Assertion Markup Language), follow this guide.

Enabling SAML authentication

Go to the Administration menu and enable SAML in the Server configuration tab.

@ [2] cbadmin (@[]

=1 Projects
[ SAVE X CANCEL

76 Query Manager
€ Driver Management

#t Preferences B LDAP

LOAP authentication provider
o

& Access Management Edit configuratians

2 Server configuration
& AWS Settings C. NTLM

NTLM authentication provider

§ Identity Providers Edit configurations

@@ okta Openld

Okta Openld authentication provider
(© Desktop client Edit configurations

@@ openid

Opentd authentication provider

@ Domain Manager

= License

F! Version update

Edit configuratians

aP samL

SAML authentication provider

Edit configurations

«@® Local

Local name/password based authentication

I Reverse proxy
Reverse proxy header based authentication
Edit configurations

Configuring an external identity provider

1. Gotothe Identity Providers tab and create a new configuration using the SAML IdP details.



& Projects
+ ADD C REFRESH 0O DELETE
56 Query Manager
€ Driver Management
2 Preferences OPTIONS |_CANCEL CRE
2, Access Management
&2 Server configuration Provider * D+ SAML OPTIONAL
£3 AWS Settings
@® samL v SAML-TEST : N
9 Identity Providers IDP Entity ID Public SAML x509 certificate
@ Domain Manager Configuration name * https://example.com/123
= License A
SAMLTESY IDP sign-on URL
@ Desktop client .
Private SAML 2509 key
[} Version update Description hitps://example.com/123/samiz/sami2
IDP logout URL 4
4
hitps://example.comy123/sami2/sami2
lcon URL
IDP x509 certificate
——BEGIN CERTIFICATE —
EXAMPLE
[J pisabled —END CERTIFICATE— ®©
A
User group mapping attribute

2. Add details from your SAML IdP into the new configuration in CloudBeaver.

Configuring CloudBeaver integration in an external identity provider

1. Open the created configuration in CloudBeaver and copy the ACS and Entity ID links.
B e @ [

& Server Configuration < EDIT "SAML"
2 Global Preferences
o
& Users and Teams OPTIONS
S5 Connection Templates
56 Query Manager
Provider * SAML OPTIONAL LINKS
& Driver Management
£ AWS Settings @ sam - IDP Entity ID * Public SAML x509 certificate Sign in
9 Identity Providers b* hitps:fexample google com/o/sa B
@ Secret Management 4
4 Al Settings saml IDP sign-on URL * Sign out
Private SAML x509 key
@ Domain Manager Configuration Name * PR/ SAES Toosktiom/cion o
= Product Information
sam! IDP logout URL 4 ACS
P~ 0
Description User group mapping attribute il
IDP x509 certificate * Entity ID
A
~~BEGIN CERTIFICATE— ’E!

MIDADCCAyGAWIBAGIGAXSZT 4GH
lcon URL B SRR

Download metadata file

[ Disabled




2. Gotothe SAML IdP website and add the ACS and Entity ID links to the SSO access settings,
assign users and add the attribute mappings according to the SAML IdP requirements.

Each identity provider has its own configuration procedure, we will show how to do it in AWS in
the next chapter.

AWS SSO configuration

Configuration

1. Goto the ldentity Providers tab and create a new configuration using the SAML IdP details as it
is described above.

2. Add details from your SAML IdP into the new configuration in CloudBeaver.

Configuration in Amazon Configuration in CloudBeaver
AWS SSO sign-in URL IDP sign on URL

AWS SSO sign-out URL IDP logout URL

AWS SSO issuer URL IDP Entity ID

3. Specify parameters:

Parameter Value

Application ACS URL ACS link from CloudBeaver

Application SAML audience Entity ID link from CloudBeaver
Attributes

Attributes explanation:

Attribute Value Meaning

Subject ${user:email} User unique identifier (namel
d). It is usually an email addres
s.



Attribute

https://aws.amazon.com/SAM
L/Attributes/SessionDuration

https://aws.amazon.com/SAM
L/Attributes/Role

Value

1800

roleARN, idpARN

Meaning

Session duration in seconds. 18
00 (30 minutes) is the default v
alue

IAM role identifier

Role is the most important attribute, it defines which IAM role will be used for user federation
session. Role format: roleARN, idpARN. You can get role ARN in AWS |AM section
https://console.aws.amazon.com/iamv2/home#/roles. Role ARN looks like this:

arn:aws:iam::123678087624:role/RoleForSAMLAccess.

You can get IDP ARN in AWS identity providers page https://console.aws.amazon.com/iamv2/
home#/identity_providers. IDP ARN looks like this: arn:aws:iam::123678087624:saml-provider/

GSuiteSAML.

Testing SAML authentication

The Federated tab becomes available in the CloudBeaver authentication dialog after creating the
configuration. The user can select the configuration and thereafter login into the application using

SSO.


https://console.aws.amazon.com/iamv2/home#/roles
https://console.aws.amazon.com/iamv2/home#/identity_providers
https://console.aws.amazon.com/iamv2/home#/identity_providers

OpenlD authentication

Note

This feature is available in Enterprise and AWS editions only.

OpenlD is an authentication protocol that allows users to authenticate by leveraging their existing
identities from an OpenlD provider. OpenlID is designed for integration with third-party services,
making all Identity Providers (IdPs) inherently built for integration with external services. While
popular providers like Google can be utilized through OpenlD, the protocol is particularly beneficial
for custom, specific, or self-hosted identity providers.

For more comprehensive details on this authentication method, you can refer to the official site.

Configuration steps

Enabling OpenlID Authentication

1. Asan administrator, go to Settings -> Server Configuration.

2. Find the OpenlD option in the Authentication Settings section and activate this setting to
enable OpenlD authentication.

» A AWS 1AM
on Web Services suthentication

W AWS Openid
AWS Cpenid authemtication pravider

® Cognito Openid
Cognito Opentd authertication movider
Gep confgursto
rrrrrrrrrrr
I Microsoft Entra 1D
@ Enable Resource Manager
Enable Resource Manager nctionality

B Okta Openid

» SAML

3. Save the changes.


https://openid.net/developers/how-connect-works/

Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.
2. Click on the + Add button.
3. Fillin the following fields:
> [ sinn @ 5]

{2 Server Configuration

+ ADD REFRESH DELETE
1 Global Preferences
&, Users and Teams
S Connection Templates CONFIGURATION CREATION
Eg iery Manager
i {Guetytonaget W vou can configure the st of enabled Identity Providers in the Server Configuration settings

€ Driver Management CANCEL CREATE
OPTIONS

£ AWS Settings

9 identity Providers
Provider * D~ OPENID AWS
@ Demain Manager

[ Product Information & Openid v google-openid Client ID * Name of an AWS role claim

Configuration name *

OpentD Client Secret
Description e i
IDF auth endpoint URL *
A
lcon URL
IDP token endpoint URL *
hitps:foauth2. googleapis.com/loken
[] Dpisabled
IDP userinfo endpoint URL
Name of the user groups attribute
Field Description
Provider Type Select OpenID from the dropdown menu.
ID Enter a unique identifier for the configuration.
Configuration name Enter a descriptive name for this configuration.
Description Provide a brief description of this identity provide
r configuration.
lcon URL Enter the URL of an icon to represent this provide

r.

Disabled Leave unchecked to enable this identity provider.



Field

Client ID

Client Secret

IDP auth endpoint URL

IDP token endpoint URL

Custom scopes

Name of the user groups attribute

Name of the user id attribute

Read user info

Name of an AWS role claim

Description

The client identifier provided by the OpenlD Con
nect provider.

A secret key associated with the client ID for auth
entication.

The endpoint for initiating the authentication pro
cess.

The endpoint for obtaining access and refresh tok
ens.

The custom scopes. Use with ; delimiter.

Name of the attribute which includes user group
s.

Name of the attribute containing the user id valu
e. Use if your identity provider doesn’t pass the us
erid tothe standard claims [email, preferre
d_username, sub] oryouwant to use acusto
m field for the user id.

Check this box to read user profile data using the
userinfo endpoint URL.

Name of the AWS role claim that contains the na
me of the AWS role.

Note

The values for the Client ID, Client Secret, IDP auth endpoint URL, and IDP token endpoint URL depend on the specific

OpenlD Connect provider being used.

1. Click onthe Create button.

2. Copy Redirect and Sign out Links:
a. Enter the newly created identity provider.

b. Copy the Redirect link and the Sign out link.



3. Update Redirect URIs in your service.

Loggingin

1. With the OpenlD configuration now established, proceed to the login screen.

2. Select the Federated authentication method, labeled with the Configuration name you
specified.

Federated Authentication
Choose configuration you wan! to sign in with

LOCAL  FEDERATED

3. Clicking on this authentication method will redirect you to your OpenlD provider's sign-in page.

4. After successfully authenticating with your OpenlID provider, you will be automatically
redirected and logged into CloudBeaver.



AWS OpenlD authentication

Note

This feature is available in Enterprise and AWS editions only.

AWS-OpenlD Authentication uses AWS credentials to authenticate users in applications, leveraging
OpenlID Connect with AWS OpenlD. It enables secure, efficient user access control, minimizing
separate account management. For comprehensive setup information of AWS OpenlD itself, refer to
the official AWS OpenlID documentation.

Configuration steps

Enable AWS OpenlD Authentication

1. Asanadministrator, go to Settings -> Administration -> Server Configuration.
2. Find and activate the AWS OpenlD option in the Authentication section.

3. Savethe changes.

Info

For instructions on configuring AWS Regions, see AWS Settings.

Note

To use cloud-hosted databases or Amazon S3, also enable the Cloud (AWS) and Cloud Storage checkboxes. In
CloudBeaver AWS Edition, the Cloud (AWS) option is enabled by default.

Add an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.
2. Click onthe + Add button.
3. Fillinthe following fields:


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html

@

& Server Configuration
+ ADD  © REFRESH () DELETE

2 Global Preferences

& Users and Teams

&5 Connection Templates CONFIGURATION CREATION
55 Query Manager

€ Driver Management

OPTIONS
£ AWS Settings
9 Identity Providers
& Al Settings Provider * D+
© Awsopenid v awsapenid

€ Domain Manager

= Product Information
Configuration name *

aws-openiD

Description

Icon URL

(] Disabled

[2]) coadmin @) [=]

CANCEL CREATE

OPENID AWS
Client ID * Role ARN
80.mi3fgsio39odallphbh apps goagleusercontent com

Client Secret

IDP auth endpoint URL *

Fups Jaceeunts coogle eam/e/oouthz/aut

1DP token endpoint URL *

hitpe osuth? googleapis. com/taken

1DP userinfo endpoint URL

O Read userinfo

Cuslom seopes

Name of an AWS role claim

Field

Provider Type

ID

Configuration name

Description

lcon URL

Disabled

Client ID

Client Secret

Description

Select AWS OpenID from the dropdown men
u.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provi
der configuration.

Enter the URL of an icon to represent this provi
der.

Leave unchecked to enable this identity provid
er.

The client identifier provided by the OpenID C
onnect provider.

A secret key associated with the client ID for a




Field Description

uthentication.

IDP auth endpoint URL The endpoint for initiating the authentication p
rocess.

IDP token endpoint URL The endpoint for obtaining access and refresh t
okens.

IDP userinfo endpoint URL IDP userinfo endpoint URL.

Name of the user groups attribute Attribute name for user groups.

Name of the user id attribute Custom attribute name for user ID.

Read user info Read user profile data using "userinfo" endpoin

t URL. Requires "openid", "profile" and "email"
OIDC permissions.

Custom scopes The custom scopes. Use with ; delimiter.
Role ARN Enter the ARN for the Webldentity role from A
WS.
Name of an AWS role claim Name of the AWS role claim that contains the n
ame of the AWS role.
Important

The Role ARN added during this step acts as the default role. It's not advisable to use an administrator role at this
step. It is recommended to use a role with minimum privileges during provider setup. After the provider is
configured, you will see an AWS Role ARN field for each user, where you can specify a role with higher privileges, if
necessary.

Note

The values for the Client ID, Client Secret, IDP auth endpoint URL, and IDP token endpoint URL depend on the
specific OpenlD Connect provider being used.

4. Copy Redirect and Sign out Links:



a. Copy the Redirect link and the Sign out link

b. Update redirect URIs in the authorization service

Login

1. With the AWS OpenlD configuration now established, proceed to the login screen.

2. Select the Federated authentication method, labeled with the Configuration name you
specified.

Federated Authentication
Cheose configuration you want to sign in with

AWS 1AM FEDERATED

@  aws OpeniD Configuration

Clicking on this authentication method will redirect you to the Sign in page.

4. After selecting the necessary account, you will be automatically redirected and logged into the
CloudBeaver.

5. Verify the Integration of AWS and OpenlD:
a. Oncelogged in, click on your username in CloudBeaver and navigate to the User Info tab.

b. Here, you should see two tokens. Their presence indicates that the integration of AWS and
OpenlD has been successfully completed, and CloudBeaver has access to the necessary
credentials.



AWS SAML database access via Okta

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver allows for database connections through AWS SAML with Okta authentication. This
guide details the process for establishing such connections. Please ensure you meet all the
prerequisites outlined below before proceeding with the configuration steps.

Prerequisites

o AWSIAM Configuration: An active configuration of AWS IAM is necessary. This includes a
properly set up AWS account with IAM Connect enabled. Additionally, ensure the account has
the required permissions to create and manage identity providers and roles.

e Okta setup: Access an Okta account with the necessary permissions to configure applications.
e CloudBeaver administrative access: Ensure administrative privileges in CloudBeaver.

For this type of authentication, proxy access keys and secret keys are not required. This means there
is no need to generate static keys in AWS.

Configuration Steps

1. Loginto CloudBeaver as an Administrator.
2. Enable AWS services and AWS SAML provider:

e Navigate to Settings -> Administration -> Server Configuration and select the checkboxes
for both Cloud (AWS) and AWS SAML.



R
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E License
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3. Create a blank Identity Provider:

e Go to Settings -> Administration -> Identity Providers.

e Click onthe + Add button to create a draft of a new identity provider.

e [Initially, fill in only the necessary fields to generate the Sign-in/Sign-out URLs, ACS and
Entity ID links. The remaining fields will be completed later.

o After filling in the fields, click on the Create button to complete the blank identity provider

configuration.

Info

For instructions on configuring AWS Regions, see AWS Settings.

4. Copy links:

a. Enter the newly created identity provider.

b. Copy the Signin, Sign out, ACS and Entity ID links.




B et @ [3]

< EDIT "AWS OKTA SAML

CANCEL SAVE
OPTIONS

2 Server Configuration
6 Global Preferences

£, Users and Teams

S5 Connection Templates

6 Query Manager

Provider * SAML AWS LINKS
& Driver Management
AWS SAML v ‘ :
£ AWS Settings e $S0 issuer URL [0 Use federated session Signin
2 Identity Providers D+ htips://devel.ce cloudbeaverio.. 0

. Proxy user access key
€2 Demain Manager

aws-okta-sam| 1 1
= Product Information §S0 sign-on URL Sign aut

— hitps:/devel se cloudbeaverio... I[)
B
Configuration Name Proxy user secret key

A OIS SAML 550 sign-out URL ACS

Description https://devel.ee cloudbeaverio.. )

IDP x509 certificate Entity ID

htips:/fdevel.ce cloudbeaverio.. Q)

leon URL -
Dawnload metadata file

User group mapping attribute

[J Disabled

5. Create SAML 2.0 application in Okta:

e Initiate the process by creating SAML 2.0 application in Okta. For detailed steps, consult the
official Okta documentation on application creation.

Create a new app integration

Sign-in method QIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-0n (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget

Learn More (%

© samL20
XML-based open standard for SSO. Use If the Identity Provider for your
application only supports SAML
SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDG o
SAML.
APl Services

Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-ta-machine authentication.

Gancel m

e Under Single Sign-on URL, paste the copied from CloudBeaver application Sign in link.
e Locate the Audience URI (SP Entity ID) and paste the Entity ID link.

e Inthe same section, locate the Show Advanced Settings button and click to open additional
settings.

e Find Other Requestable SSO URIs and click the Add Another + button. Paste the ACS
link and enter 0 inthe Index field.

e Insert http://www.okta.com/${org.externalKey} intothe SAML User ID field. This


https://help.okta.com/en-us/content/topics/apps/apps_app_integration_wizard_saml.htm

is your provider ID value, which is automatically populated.

e Click Next and then Finish to finalize these configurations.

Dashboard - =;Create SAML Integration
Direct v
bl @ configure SAML Feedback

Applications v
Security v

A SAML Settings

What does this form da?

Reports N

General

This form generates the XML needed

Settings - for the app's SAML request.

single sign-on URL @ i 54:8080/ef ' Url=
Where do | find the infa this farm

Use this for Recipient URL and Destination URL i’y

The app you're trying to integrate with
Audience URI (SP Entity ID) @ . i )
http:/fexample:14712 /api/sami/okta-sam|/metadata should have its own documentation on

using SAML. You'll need to find that
Default RelayState @ doc, and it should outline what

information you need to specify in this
If no value is set, a blank RelayState is sent form

Name ID format @ Unspecified

Application username @ Pr—

Update application username on Create and update

Show Advanced Settings

6. Configure SAML settings in CloudBeaver:
a. Access Settings -> Administration -> Identity Providers in CloudBeaver.
b. Click on the identity provider that was set up for SAML integration.
c. Retrieve SAML configuration URLs from Okta:
e In Okta, navigate to the Sign On settings of your SAML application.
e Expand the Hide details section to view the necessary URLs.
d. Enter SAML details into CloudBeaver:
e Copy the SSO sign-on URL, SSO sign-out URL, and the Issuer URL from Okta.

e Paste these URLs into the corresponding fields in CloudBeaver's identity provider
settings.

e Upload the IDP x509 certificate, which can be downloaded from Okta, into the
respective field in CloudBeaver.

i. Complete additional fields

Field Name Description

Description (Optional) Provide a brief description of the identity pr
ovider.



Field Name Description

Icon URL (Optional) Enter the URL of anicon to represent this ide
ntity provider in CloudBeaver.

User group mapping attribute (Optional) Specify the attribute that will be used for ma
pping user groups between CloudBeaver and
the identity provider.

e. After entering all necessary information, save the settings to finalize the configuration of
your SAML identity provider.

@cbadmin @ E

< EDIT "AWS OKTA SAML"

OPTIONS .

& Server Configuration
i Global Preferences

£ Users and Teams

&5 Cannection Templates

Z® Query Manager

Provider * SAML AWS LINKS
&} Driver Management
AWS SAML v i ian i
€5 AWS Settings L] SS0 issuer URL [ Use federated session Sign in
£ Identity Froviders D * hitp:/fwww,okta.com/example hitps://devel ee.cloudbeaverio.. )

Proxy user access key
@ Domain Manager
aws-okta-sam| e .
1= Product Information S50 sign-on URL Sign out

https:/fexample.okta com/app/ex https://devel ee.cloudbeaverio.. 7]

Configuration Name Proxy user secret key

ANECids BAM S50 sign-out URL ACS
hitps:srexamy te.okta.com n A ee.clovdbeaverio... ]
Deseription tpsfexample. okta tips/devel ee clovdbeaverio.. [T
IDP %509 certificate Entity ID
4
exampleexampleexampleexampleex hitps-i/devel ee.cloudbeaverio... [T
ampleexampleexampleexampleexa
leon URL . H M . #

Download metadata file

User group mapping attribute

[J Disabled

Add users to application in Okta:

In your newly created Okta application, assign people or groups. For detail steps, consult the
official Okta documentation on assign applications to users.

Add Identity Provider in AWS IAM:

Add a SAML identity provider in AWS IAM. This allows AWS to authenticate users managed by
Okta. For comprehensive instructions, refer to the official AWS documentation on identity
providers.


https://help.okta.com/en-us/content/topics/users-groups-profiles/usgp-assign-apps.htm
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html

B 4 ® ©® comr

AM > Identity providers » Create Identity Provider ©

Add an Identity provider .«

Configure provider

Provider type info

O samL OpenlD Connect
Establish trust between your AWS account and dentit

Provider name

Enter a meaningful name to identify this provider

ximum 128 characters. Use alphanumer
Metadata document  Info

@ Choose file

File

Add tags - optional it

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Hint to obtain the Metadata document

o Navigate to Okta and select your application under Applications.
e Proceed to the Sign On tab, locate the SAML 2.0 section, and click on the Metadata URL.

e Then, paste this URL into a new browser tab to open the XML content. Copy the XML content displayed in your
browser into a new file.

Configure arole for SAML 2.0 federation:

The next step involves configuring an AWS role for SAML. This role will be used to grant
permissions based on the authenticated identity from Okta. For a detailed walkthrough, visit
the official AWS documentation on creating roles for SAML 2.0 federation.



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_saml.html

@ Global ¥

SAML 2.0 federation @

Allow users federated with SAML 2.0 from 3 corporate directory to perform actions in this account

SAML 2.0-based provider
Okta_SAML v (¢}
Create new [

Access to be allowed
© Allow programmatic access only

Allow programmatic and AWS Management Console access

Attribute

SAML:ss v

Value

hittp://www.okta.com/exk

Condition - (optional)

Add condition

Hints for filling fields on the initial page when creating a role

e Attribute: You canchoose SAML :iss.

e Value: To find Issuer, navigate to Okta and select your application under Applications. Then proceed to the Sign On
tab, locate the SAML 2.0 section, and there you will find the Issuer URL to copy.

1. Configure SAML attributes in Okta for AWS:

To ensure proper session management and permissions during SAML authentication with AWS,
configure the following SAML attributes in Okta:

e Stepsto Configure SAML Attributes:

e Go to Applications in Okta, select your application, and edit the SAML Settings under
General.

e Scroll down to find the SAML Settings section and click Edit to modify the configurations.
o After entering the edit mode, proceed to the Configure SAML section.
e Locate and fill in the Attribute statements (Optional) settings.



Dashboard i

Attribute Statements (optional) LEARN MORE
DifSobony ¥ Name Name format Value
(opticnal)
Applications -
https:/faws.amazon.cor = Basic v 1000
Security ~
PR https:/faws.amazon.cor | Basic
AP https:/faws.amazon.cor | Basic v user.email
Reports v N =
Add Another
Settings v - g
Group Attribute Statements (optional)
Name Name format Filter
{optional)
Unspecified . Starts with
( Add Another |
Attribute Name Name Format Value Example Notes
https://aws.ama Basic 3600 Set in seconds, rang
zon.com/SAML/At e: 900to0 43200 sec
tributes/Sessio onds.
nDuration
https://aws.ama Basic arn:aws:iam::12 Format: {roleAr
zon.com/SAML/At 3456789012 :rol n}, {identityPro
tributes/Role e/SAMLRole, ar viderArn} .
n:aws:iam::1234
56789012 :saml-p
rovider/Okta
https://aws.ama Basic user.email Use a unique identifi
zon.com/SAML/At erlike user.emai
tributes/RoleSe 1 or user.id.
ssionName
Note

In the Value for the Role attribute, ensure the ARNs are correctly copied from AWS IAM. The roleArn isthe
ARN for the role created for SAML integration,and identityProviderArn isthe ARN for the identity
provider (Okta) configured in AWS |IAM.

Set a default role and AWS session lifetime in the SAML configuration for consistent permissions, or customize via
attribute mapping for user-specific roles. See documentation for details.



https://support.okta.com/help/s/article/How-to-define-and-configure-a-custom-SAML-attribute-statement?language=en_US

Now you can log in through the newly created Federated authentication method in
CloudBeaver, using the Configuration name you assigned during the setup.

. Verify the integration of AWS SAML and Okta

a. Oncelogged in, click on your username in CloudBeaver and navigate to the User Info tab.

b. Here, you should see two AUTH tokens. Their presence indicates that the integration of
AWS OpenlD and Okta has been successfully completed, and CloudBeaver has access to
the necessary credentials.

Following successful login, you can access the databases listed in Cloud Explorer that are
integrated with your AWS account.



AWS IAM authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver supports AWS IAM authentication to enhance security for database operations within
AWS environments.

This guide details the configuration process for AWS IAM authentication, applicable to all
CloudBeaver versions, with an emphasis on the initial setup required for the AWS version.

For comprehensive setup information of AWS IAM itself, refer to the official AWS |IAM
documentation.

Configuration steps

For CloudBeaver

Step 1: Enabling AWS Authentication

1. Asanadministrator, go to Settings -> Server Configuration.

2. Find the AWS option (in the Configuration section) and AWS IAM (in the Authentication
Settings section). Activate this setting to enable AWS authentication.

SERVER INFORMATION CONFIGURATION AUTHENTICATION SETTINGS.

Server Name * » Enable private connections ®  Allow anenymous access

ereate private connections
CloudBieavor EE Web Server

I Navigator simple view
iy defan
inforemal

Server URL *

1p Mocamost 8080
SERVICES
Session lifetime, min * ] AWS SAML
» File Systems "
File systems

» Al @ Awsiam

Amazan Wb Servicss suthentication

RESOURCE MANAGER

@ Enable Resource Manager
Tnable Resource Manager functionality

» Google

3. Savethe changes.


https://docs.aws.amazon.com/iam/
https://docs.aws.amazon.com/iam/

Info

For instructions on configuring AWS Regions, see AWS Settings.

Step 2: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.

2. Click onthe + Add button.
3. Fillin the following fields:
@}

@ Query Manager
+ ADD © REFRESH
€ Driver Management
5 Connection Templates
2, Access Management Configuration creation

@1 Server configuration

£ AWS Settings
OPTIONS

9 identity Providers
[E License

[ Version update Provider *

© Awsian v

Cenfiguration name *

aws config

Description

Icon URL

(] Disabled

2] cbadmin (@D [#]

b4

CANCEL CREATE

Field

Provider Type

ID

Configuration name

Description

Icon URL

Disabled

Select AWS IAM from the dropdown menu.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provide
r configuration.

Enter the URL of an icon to represent this provide

Leave unchecked to enable this identity provider.




Field Description

Account IDs Enter AWS Account IDs, separated by commas. O
nly users from these accounts are allowed.

AWS session lifetime Specify the duration for the AWS session in secon
ds.

> **Tip for Account IDs:** You can create entries for different Identity
Providers for a more flexible configuration.

1. Click on the Create button.
Step 3: Logging in

With the AWS configuration now established, proceed to the login screen.
You will be presented with two options for key types:

For permanent credentials, select Static access keys.

If using credentials that change regularly, select Temporary access keys.

Input your Access Key and Secret Key inthe respective fields.

S T oA o

If you selected Temporary access keys,enteryour Session Token inthe additional field that
appears.

7. Confirm your details and click the LOGIN button to authenticate.

@ Authentication

AWS 1AM | AWS config

LOCAL AWS CONFIG

Acoess Key

AKIAQUIOZSADFSDFSDF

Secret Key




Note

To make databases available for users who log in via AWS |IAM, the administrator must first add the desired databases.
This is done by navigating to Connections -> Cloud Connections and including them in the Database Navigator.

For CloudBeaver AWS Edition

When configuring the CloudBeaver AWS Edition for the first time, AWS IAM credentials are
mandatory. This version is optimized for the AWS Marketplace and specifically requires IAM
authentication to integrate with AWS services.

During the initial launch, you are required to input your IAM user's Access Key ID and Secret Access
Key to establish the necessary AWS integrations.

© Authentication
AWS 1AM | AWS 1AM

Static aceess keys

Access Key

Secret Key

Special characteristics

e No Server-Side Key Storage: CloudBeaver is designed not to store AWS access and secret keys
on the server, ensuring they are not held in databases or configuration files. This approach is
crucial for maintaining the security of your data.

e Automatic administrator role assignment: The AWS user responsible for configuring
CloudBeaver automatically receives administrator privileges in the CloudBeaver instance. This
user will have comprehensive control over the instance's settings and configurations.

e AWS account association: Upon completing the server configuration, the AWS account of the
administrator is associated with the CloudBeaver instance. This means that only AWS users
belonging to this specific account can authenticate and access this instance of CloudBeaver.



User management within AWS scope: CloudBeaver for AWS does not support the creation of
new users within its platform. It solely operates with existing AWS user accounts. Consequently,
every user who needs access must authenticate through their AWS account.

Database Authentication Requirements: AWS databases typically have their own
authorization mechanisms, requiring additional authentication parameters such as a username
and password. For RDS/Aurora databases using IAM authentication, you may only need to
provide the database username, leaving the password field empty.

IAM permissions

CloudBeaver uses the following AWS services in order to operate with databases (most of them are
optional):

STS (required): used for user authentication
RDS: list RDS/Aurora instances for cloud databases explorer (describeDBInstances)
Redshift: list Redshift clusters for cloud databases explorer (describeClusters)

DynamoDB: all DynamoDB services for DynamoDB operating. Can be read-only for read-only
DynamoDB access.

DocumentDB: list DocumentDB clusters for cloud databases explorer (describeDBClusters)

IAM (optional): additional user/organization information read (like account organization name)

CloudBeaver uses native database clients to connect and operate with most databases. It uses AWS
services only to find database instances and configure database connection. The only exception is
the DynamoDB service which is a database driver by itself. You can limit DynamoDB access directly
in the AWS console.



AWS OpenlD database access via Okta

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver allows for database connections through AWS OpenlD with Okta authentication. This
guide details the process for establishing such connections. Please ensure you meet all the
prerequisites outlined below before proceeding with the configuration steps.

Prerequisites

e AWS OpenlD Configuration: An active configuration of AWS OpenlD is necessary. This includes
a properly set up AWS account with OpenlD Connect enabled. Additionally, ensure the account
has the required permissions to create and manage identity providers and roles.

e Okta setup: Access an Okta account with the necessary permissions to configure applications.

e CloudBeaver administrative access: Ensure administrative privileges in CloudBeaver.

Configuration steps

1. Create an Application in Okta:

e Initiate the process by creating an application in Okta. For detailed steps, consult the official
Okta documentation on application creation.


https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_oidc.htm

# okta Q og .

Dashboard ~ + Back to Applications
Diroctory v © CloudBeaver
Customizations ~ Active ¥ | 8 | View Logs
Applications ~ . ) .
General Sign On Assignments Okta API Scopes Application Rate Limits
Applications
Self Service
Client Credentials Edit
APl Service Integrations
Client ID =
Security A =
Public identifier for the client that is required for all
Workflow v OAuth flows.
Reports ~ Client authentication Client secret

Public key / Private key
Settings v
Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Generate new secret

Creation date Secret Status

2. Add Identity Provider in AWS IAM:

e Add anidentity provider in AWS IAM. This allows AWS to authenticate users managed by
Okta. For comprehensive instructions, refer to the official AWS documentation on identity
providers.

IAM > Identity providers > Create Identity Provider

Add an Identity provider i

Configure provider

Provider type  Info

O SAML © OpenID Connect
Establish trust between your AWS account and a SAML Establish trust between your AWS account and Identity
2.0 compatible Identity Provider such as Shibboleth or Provider services, such as Google or Salesforce

Active Directory Federation Services.

Provider URL
Specify the secure OpenlD Connect URL for authentication requests.

‘hnus:f,‘ I ‘ Get thumbprint

Maximum 255 characters. URL must begin with https*

Audience Info
Specify the client ID issued by the Identity provider for your app.

Maximum 255 characters. Use alphanumeric or :_-/" characters

Add tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, arganize, or search for resources.

No tags associated with the resource.



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create.html

Hints for AWS IAM Identity Provider configuration

- Provider URL: Use your Okta domain, for example, your-domain.okta.com/ .- Audience: Enter Okta's
client ID, which can be copied from the application created in Okta.

3. Configure a Role for Web Identity in AWS:

e The next stepis configuring an AWS role for web identity. This role will be used to grant
permissions based on the authenticated identity from Okta. For a detailed walkthrough,
visit the official AWS documentation on creating roles for identity providers.

® FaN @ & Global ¥

Identity and Access x IAM > Roles > DBeaverOktaDBAccessRO o]
Management (IAM) ®
DBeaverOktaDBAccessRO i+ Delete
Q Search 1AM
Dashboard
Creation date ARN
¥ Access management January 18, 2024, 16:03 (UTC+04:00) a
User groups Last activity Maximurm session duration
Users © 3 days ago 1 hour
Roles
Policies
Permissions Trust relationships Tags Access Advisor Revoke sessions

Identity providers

Account settings

¥ Access reports Permissions policies (6) info @ Add permissions ¥
Access Analyzer You can attach up to 10 managed policies.
External access Filter by Type
Unused access Q, search All types v I 1 @
Analyzer settings
Credential report [m} Palicy name [ a | Type v | Attached entities v
Organization activity [m] = AmazonDynamoDBReadOnlyAccess AWS managed 3
Service control policies (SCPs)
[m] AmazonRDSReadOnlyAccess AWS managed 5

[ cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy

4. Loginto CloudBeaver as an Administrator.
Enable AWS Services and AWS OpenliD Provider:

6. Navigate to Settings -> Administration -> Server Configuration and select the checkboxes for
both Cloud (AWS) and AWS OpenlD.

7. Configure Identity Provider
e Continue to Settings -> Administration -> Identity Providers.

e Click onthe + Add button to begin configuring a new identity provider.


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html

a2 B coaamin D [=)

& Server Configuration
+ ADD  © REFRESH () DELETE

2 Global Preferences

& Users and Teams

&5 Connection Templates CONFIGURATION CREATION
55 Query Manager

£ Driver Management CANCEL CREATE
OPTIONS

£ AWS Settings

9 Identity Providers

Provider * D+ OPENID AWS
& Al Settings

& Domain Manager © Avsopentd v Srxopmid Client 1D * Role ARN
=) Product Information =

Configuration name *

gD Client Secret Name of an AWS role claim
Description ke
IDP auth endpoint URL *
A
fups faccounts coogle.com
Icon URL
1DP taken endpoint URL *
Ptpe:frosuth googieagis. comtoken
(] Disabled

1DP userinfo endpoint URL

O Read user info

Cuslom seopes

Below is the table with fields to be completed for configuring the identity provider:

Field Description

Provider Type Select AWS OpenID from the dropdown men
u.

ID Enter a custom name for the identity provider.

Configuration name Specify the configuration name.

Description (optional) Provide a brief description of the identity provi
der.

Icon URL (optional) Enter the URL of an icon to represent this ident

ity provider in CloudBeaver.

ClientID Use the Client ID from the Okta application.

Client Secret Use the Client Secret from the Okta applicatio
n.



Field

IDP auth endpoint URL

IDP token endpoint URL

Custom scopes

Role ARN

Name of an AWS role claim

Description

Formatas https://{okta_domain}/oauth
2/v1/authorize.

Formatas https://{okta_domain}/oauth
2/v1/token.

The custom scopes. Use with ; delimiter.

Enter the ARN for the Webldentity role from A
WS.

Name of the AWS role claim that contains the n
ame of the AWS role.

Important

necessary.

The Role ARN added during this step acts as the default role. It's not advisable to use an administrator role at this
step. It is recommended to use a role with minimum privileges during provider setup. After the provider is
configured, you will see an AWS Role ARN field for each user, where you can specify a role with higher privileges, if

o After filling in the fields, click on the Create button to complete the identity provider

configuration.

Info

For instructions on configuring AWS Regions, see AWS Settings.

8. Copy Redirect and Sign out Links:
9. Enter the newly created identity provider.

10. Copy the Redirect link and the Sign out link.




11
12.
13.
14.
15.

Server Configuration
£ Global Preferences.

£, Users and Teams

w

S Connection Templates

¢l

Query Manager

) Driver Management

€3 HWS Settings

o

Identity Providers

j: Al Settings
7 Domain Manager

=) Product Information

+ ADD © REFRESH [ DELETE

CONFIGURATION NAME

o - @ aws-openlD

PROVIDER DESCRIPTION DISABLED

aws-openid

CANCEL SAVE

OPTIONS
Provider * OPENID AWS LINKS
© Avis openi - Client 1D * Role ARN sign in
- 180-mE3fnvgsi93dodaliphvi apps googleuse (s}
LTl Client Secret Name of an AWS role claim Sign out
=
Configuration name * @ 2
aws-apeniD IDP auth endpoint URL * Redirect
Description nups faczounis coogle com/o/oauthzraut (s}

IDP token endpoint URL

hips://0auth2 geogleapis comytoken

Icon URL

I1DP userinfo endpoint URL

[ Disabled
[ Read user info

Custom scopes

Update Redirect URIs in Okta:

In your Okta application, navigate to General -> Login.

Under Sign-in redirect URIs, paste the copied Redirect link.

In the same section, locate Sign-out redirect URIs and paste the Sign out link there.

Click Save in Okta to finalize these configurations.

$& okta

Dashboard
Directory
Customizations
Applications
Security
Workflow
Reports

Settings

o

Grant type

Learn More (2

Sign-in redirect URIs

Learn More (2

Sign-out redirect URIs (Optional)

Learn More 2

Trusted Origins

] ao
‘ ao e

Client acting on behalf of itself
Client Credentials

Client acting on behalf of a user

@ Authorization Code
Refresh Token
Client-initiated backchannel authentication flow (CIBA)
Implicit (hybrid)

Allow wildcard * in sign-in URI redirect.

‘ + Add URI ]

[ )+

" + Add URI ]




16. Now you can log in through the newly created Federated authentication method in
CloudBeaver, using the Configuration name you assigned during the setup.

Federated Authentication

Choase configuration you want to sign in with

LOCAL AWS |AM 2 AWS 1AM NTLM FEDERATED
Search for configuration name or description,

B. A0Fs Openid

° AWS Openld

© awssam
° Cognito Openld
G google-openid
o JumpCloud

D Microsoft Entra ID

. Okta AWS Integration

17. Verify the Integration of AWS OpenlD and Okta
a. Oncelogged in, click on your username in CloudBeaver and navigate to the User Info tab.

b. Here, you should see two tokens. Their presence indicates that the integration of AWS
OpenlD and Okta has been successfully completed, and CloudBeaver has access to the
necessary credentials.

& rQ

—— N
e USER INFO  AUTHENTICATION CANCEL

tral-1

+ E7 DynamoDB(@:
» E¥ DynamoDB@us-west-1
» . MySQL (Flexible)@dbeav...

> W RDS@iam1 (us-east-2)
Shared

> § MongoDB@localhost

» ® PostgreSQL@localhost

» W SQLite - Chinook (Sample)

USER INFO

Userld *

First Name

Microsoft Entra ID User ID

AUTH TOKENS

Display Name *

Last Name

AWS Role ARN

Okta AWS Integration
22/01/2024, 16:32:58

AWS 1AM

Authenticated with AWS IAM provider

22/01/2024,16:32:58

LOGOUT




18. Following successful login, you can access the databases listed in Cloud Explorer that are
integrated with your AWS account.



Snowflake OpenlD database access via Okta

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver allows for Snowflake connections through OpenlID with Okta authentication. This
guide details the process for establishing such connections. Please ensure you meet all the
prerequisites outlined below before proceeding with the configuration steps.

Note

While this article provides an example specifically for Okta, you may use any Snowflake-compatible identity provider.

Prerequisites

e Snowflake Configuration: You must have a configured Snowflake account. This account should
include the necessary roles and users for database access. For guidance on creating users and
roles in Snowflake, refer to the Snowflake documentation.

e Okta setup: Access an Okta account with the necessary permissions to configure applications.

e CloudBeaver administrative access: Ensure administrative privileges in CloudBeaver.

Configuration steps

1. Create an Authorization Server in Okta: Begin by setting up an authorization server in Okta.
This server will manage the security tokens needed for user authentication and authorization.
For a comprehensive guide on how to create and configure an authorization server, refer to the
Okta documentation on custom authorization servers.


https://docs.snowflake.com/en/user-guide/tutorials/users-and-roles-tutorial
https://developer.okta.com/docs/guides/customize-authz-server/main/

# okta Q oo

Dashboard w
Directory v API
Applications he Authorization Servers
Security ~
. . © Add Authorization Server Search...
Authentication Policies
APl Name Audience Issuer URI
default api://default
Reports v
Default
Settings ~ Snowflake

Active +

Active +

@ Help

2. Create a security integration in Snowflake:

To facilitate secure communication between Snowflake and Okta, it is essential to create a
security integration in Snowflake. This integration will authenticate tokens issued by Okta and

assign Snowflake data access based on your roles linked with the OAuth token.

Jb < warksheet +
0%
ar
[3) ACCOUNTADMIN

Q
o No Datab Sotings
8 1 create security integration external_cauth_okta_2

2 type = external_oauth

enabled = true

o 4 external_oauth_type = okta

s external_cauth_issuer = '<ISSUER_URL_FROM_OKTA>"
A 6 external_cauth_jws_keys_url ‘' <JWS_KEYS_URL_FROM_OKTA>"

~ K external_cauth_audience_List = |‘<AUDIENCE_ARRAY_FROM_OKTA>');

@ 8 external_cauth_token_user_mapping_claim = ‘sub’

external_oauth_snowflake_user_mapping_attribute = '<EMATL_ADDRESS>' or '<LOGIN_NAME>'

3. Proceed to your Snowflake account. Select Projects -> Worksheets to access the query editor.

4. Inthe Worksheet, execute an SQL command to create the security integration. The command

should include the following parameters:

create security integration external_oauth_okta_2
type = external_oauth
enabled = true
external_oauth_type = okta
external_oauth_issuer = '<ISSUER_URL_FROM_OKTA>'
external_oauth_jws_keys_url = '<JWS_KEYS_URL_FROM_OKTA>'
external_oauth_audience_list = ('<AUDIENCE_ARRAY_FROM_OKTA>")

external_oauth_token_user_mapping_claim = 'sub

external_oauth_snowflake_user_mapping_attribute = 'EMAIL_ADDRESS'

or




"LOGIN_NAME'

SQL Parameter

<EXTERNAL_OAUTH_ISSUE
R>

<AUDIENCE_ARRAY_FROM_O
KTA>

<JWS_KEYS_URL_FROM_OKT
A>

EMAIL_ADDRESS or LOGI
N_NAME

Description

The unique identifier for the
authorization server in Okta.

Specifies the audience for wh
ich the tokenisintendedto b
e used.

JSON Web Key Set (JWKS) f
or token validation.

Attribute used for mapping t
he user in Snowflake to the O
kta token.

Source location

Okta: Security -> APl -> Aut
horization Servers -> Setting
s (Issuer)

Okta: Security -> APl -> Aut
horization Servers -> Setting
s (Audience)

Okta: Security -> APl -> Aut
horization Servers -> Setting
s -> Metadata URI (jwks_uri)

Snowflake: Account -> Users
-> Select User -> Edit ( User
Name or Email)

Info

For more in-depth information on creating a security integration within Snowflake, consult the Snowflake

documentation.

5. Allow dynamicroles:

Once the security integration is established, you need to enable dynamic role assignment. This step
allows users authenticated through Okta to be granted different roles based on their authentication
context.

I[](images/authentication/snowflake-okta/dynamic-roles.png)

1. Execute the following SQL query to set up dynamic roles.

2. Replace <SNOWFLAKE_ROLE_1>, <SNOWFLAKE_ROLE_2>,etc., with the actual role names from
Snowflake, enclosed in single quotes and separated by commas, forming an array.

alter security integration external_oauth_okta_2 SET
external_oauth_any_role_mode = 'ENABLE'
external_oauth_allowed_roles_list = ('<SNOWFLAKE_ROLE_1>",


https://docs.snowflake.com/en/user-guide/oauth-okta#create-a-security-integration-for-okta
https://docs.snowflake.com/en/user-guide/oauth-okta#create-a-security-integration-for-okta

' <SNOWFLAKE_ROLE_2")

grant USE_ANY_ROLE on integration external_oauth_okta_2 to <SNOWFLAKE
ROLE_1>

To determine the appropriate roles, navigate to Admin -> Users and Roles in the Snowflake web
interface.

Tip

In addition to predefined roles, you can grant a universal role assignment capability within Snowflake. Use the
following command to allow all authenticated users to assume any role: grant USE_ANY_ROLE on
integration external_oauth_okta_2 to <SNOWFLAKE ROLE_1> ;. Use this setting with caution, as
it gives broad permissions to all users.

3. Create APl access Scopes in Okta:

After establishing the authorization server, the next step involves creating API access scopes within
Okta. These scopes define the access permissions that an OAuth token grants in Snowflake, ensuring
that users can only perform actions aligned with their roles in Snowflake.

Add Scope

Name session:role:PUBLIC

For example: emall

Display phrase @ Snowflake Public access

For example: Access your email

52 characters remaining

Description @

For example: This allows you to use your email to login to

the app

User consent @ © Implicit
Optional

Required

Block services
Default scope Set as a default scope

Metadata Include in public metadata

m featicel

Follow these guidelines to create APl access scopes:

1. Navigate to your Okta web interface.

2. Goto Security -> API.



Select the authorization server you created earlier.
4. Click onthe Scopes tab.
Here, you can add new scopes that correspond to the roles and permissions you have defined in

Snowflake.

To make sure that users have the right access in Snowflake, match the Okta scopes with Snowflake
roles. For instance:

Snowflake role Corresponding Okta Scope
PUBLIC session:role:PUBLIC
SYSADMIN session:role:SYSADMIN
ACCOUNTADMIN session:role:ACCOUNTADMIN
Granted by grant USE_ANY_ROLE on integr session:role-any

ation external_oauth_okta_2 to <SNOWFL

AKE ROLE_1>

> For detailed instructions on setting up API access scopes in Okta, consult
> the [Okta documentation on API scopes](https://help.okta.com/en-us/content/
topics/security/api-config-scopes.htm).

1. Create an Application in Okta:

Continue the process by creating an application in Okta. For detailed steps, consult the official
Okta documentation on application creation.


https://help.okta.com/oie/en-us/content/topics/apps/apps_app_integration_wizard_oidc.htm

N o vk

# okta Q og .

Dashboard ~ + Back to Applications
Diroctory v © CloudBeaver
Customizations ~ Active ¥ 8 | View Logs
Applications ~ . ) .
General Sign On Assignments Okta API Scopes Application Rate Limits
Applications
Self Service
Client Credentials Edit
APl Service Integrations
Client ID =
Security A =
Public identifier for the client that is required for all
Workflow v OAuth flows.
Reports ~ Client authentication Client secret

Public key / Private key
Settings v
Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Generate new secret

Creation date Secret Status

Log in to CloudBeaver as an Administrator.
Enable OpenlD:

Navigate to Settings -> Administration -> Server Configuration and select the checkboxes for
OpenliD.

Configure Identity Provider
Continue to Settings -> Administration -> Identity Providers.
Click on the + Add button to begin configuring a new identity provider.

After filling in the fields, click on the Create button to complete the identity provider
configuration.



a2 B cbadmin. @[]

=6 Query Manager .
+ ADD C REFRESH O DELETE

€ Driver Management

S35 Connection Templates

@ Preferences Configuration creation x
2 Access Management
T2 Server configuration SANGEL
OPTIONS
£ AWS Settings
2 identity Providers
@ AlSettings Provider * D~ OPENID AWS
= License - yw i
& Opertd SISl Client ID * Name of an AWS role claim

[l Version update

Configuration name * your-client-d0-from-Okta

Snowilake S50 Client Secret
Description

IDP auth endpoint URL *

hitps:

leon URL
IDP token endpoint URL *

hitps Hexample.okta.com/oauth2fexample/vl/teken

[ Disabled
IDP userinfo endpoint URL

Below is the table with fields to be completed for configuring the identity provider:

| Field | Description

I

| ____________________________

I ______________________________________________________________________________
| **Provider Type** | Select **OpenID** from the dropdown menu.
|

| **ID** | Enter a custom name for the identity provider.
I

| **Configuration name** | Specify the configuration name.

I

|

**Description** (optional) | Provide a brief description of the identity
provider.

| **Icon URL** (optional) | Enter the URL of an icon to represent this
identity provider in CloudBeaver. |
**Client ID** | Use the Client ID from the Okta application.

I
I
| **Client Secret** | Use the Client Secret from the Okta application.
|
I

**IDP auth endpoint URL** | The URL for authorization from Okta, labeled as
“authorization_endpoint® in the Okta Metadata URI. |
| **IDP token endpoint URL** | The URL for token exchange from Okta, labeled as
“token_endpoint® in the Okta Metadata URI. |
| **Custom scopes** | The scopes you set up in Okta to control access,
formatted like “session:role:PUBLIC'. |



> **Tip**: The Metadata URI is found in the Okta web interface. You can locate
it by navigating to **Security -> API ->
Authorization Servers -> Settings -> Metadata URI**.

1. Copy Redirect and Sign out Links:
2. Enter the newly created identity provider.
3. Copy the Redirect link and the Sign out link.
JoRS R @ [

¢ Query Manager
£ ADD  © REFRESH 7 DELETE

€ Driver Management
&% Connection Templates

8 Prefarances (] CONFIGURATION NAME PROVIDER DESCRIPTION DISABLED

2. Access Management
CANCEL SAVE
OPTIONS

2 Server configuration

£ AWS Settings

¥ Identity Praviders Provider * OPENID AWS LINKS
& Al Settings
- A Opetd Client ID * Name of an AWS role claim Sign in
[ License
[ Version update o =
CATTTE T Client Secret Sign out
Canfiguration name * T e
Snowflake 550 1DP auth endpoint URL * Redirect
. (s
Description u
1DP token endpoint URL *
4
leon URL
1DP userinfo endpoint URL
hitps iiconibrary com/imiges/snownia
[] Disabled

] Read user info

4. Update Redirect URIs in Okta:

o

In your Okta application, navigate to General -> Login.

=

Under Sign-in redirect URIs, paste the copied Redirect link.
In the same section, locate Sign-out redirect URIs and paste the Sign out link there.

d. Click Save in Okta to finalize these configurations.



% okta a 88 ~

Dashboard A4
Grant type Client acting on behalf of itself

Directory ~ Client Credentials
Learn More 3

Customizstions - Client acting on behalf of a user
Authorization Code
Refresh Token
Client-initiated backchannel authentication flow (CIBA)
Implicit (hybrid)

Applications A4
Security ~
Workflow v

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

Reports v

Settings v
Learn More (2 + Add URI

sign-out redirect URIs (Optional) [ ] (

+ Add URI

Learn More 2

Trusted Origins

5. Set SSO Authentication for a New Connection

To integrate Single Sign-On (SSO) authentication for database connections after configuring the
identity provider:

e Create a new connection by following the guidelines provided in the Create Connection
article.

e Ensure that you select the SSO option in the Authentication tab.
e For Identity Provider ID, use the ID defined during the identity provider setup.

e [fyou leave the Role field empty, the system will default to the Role specified in the Custom
scopes of the ldentity provider setup. If Custom scopes was not specified, you can manually
input different roles here to fine-tune user permissions.

6. Now you can login through the newly created Federated authentication method in
CloudBeaver, using the Configuration name you assigned during the setup.



Federated Authentication

Choose configuration you want to sign in with

LOCAL  AWS 1AM

ADFS Openld
AWS Openid
AWS SAML

AzureAD
Same description for Microsoft Entra 1D

Cognite Openld
google-openid
Okta Gpenld

Okta Snowflake

B
e
(-]
>
e
G
o)
*

FEDERATED




Okta Openl|D authentication

Note

This feature is available in Enterprise and AWS editions only.

Okta OpenlID Authentication utilizes Okta as an identity provider to authenticate usersin
applications through OpenlID Connect. It simplifies user access control by providing a centralized
authentication mechanism, thereby reducing the need for separate account and password
management. For detailed setup and configuration instructions for Okta OpenlD Connect, refer to
the official Okta documentation.

Configuration steps

Step 1: Enabling Okta OpenlID Authentication

1. Asanadministrator, go to Settings -> Server Configuration.

2. Find the Okta OpenlD option in the Authentication Settings section and activate this setting to
enable Okta OpenlD authentication.

0 Query Manager

€. Driver Management

=5 Connection Templates

2, Access Management » Microsoft Entra ID

1 Server configuration Microsoft Entra ID authentication provider

1 configuration
9 Identity Providers !

) Okta Openid

©Okta Gpenid authentication provider

) Openld

) Reverse proxy

Reverae proxy header based authentication

3. Save the changes.


https://help.okta.com/en-us/content/topics/apps/apps_app_integration_wizard_oidc.htm

Step 2: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.

2. Click onthe + Add button.
3. Fillinthe following fields:
@)

8 Query Manager

+ ADD © REFRESH DELETE

& Driver Management
&3 Connection Templates
1 Preferences Configuration creation
2, Access Management
2 Server configuration

OPTIONS
&3 AWS Settings
7 Identity Praviders
i3 AlSettings Provider * D
[ License €3 0kta Openld - okta

E! Version update

Configuration name *

Okta DpeniD

Description

Icon URL

(] Disabled

[2] cbadmin (D) [&]

b4

CANCEL CREATE

AWS

Name of a AWS role claim

BIBEXAMPLEd sokjds(a

Client Secret

Okta Domain *

example-98209384092 okt com

[ Read Ckta group infarmation

[) Read userinfo

Field

Provider Type

1D

Configuration name

Description

Icon URL

Disabled

Client ID

Description

Select Okta OpenID from the dropdown menu.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provide
r configuration.

Enter the URL of an icon to represent this provide
r.

Leave unchecked to enable this identity provider.

The client identifier provided by the OpenlD Con




Field

Client Secret

Okta Domain

Read Okta group information

Read user info

Custom scopes

Name of an AWS role claim

1. Click on the Create button.
2. Copy Redirect and Sign out Links:

a. Enter the newly created identity provider.

Description

nect provider.

A secret key associated with the client ID for auth
entication.

Organization domain in Okta.

If checked than Active Directory user group infor
mation will be claimed. May be required for Okta
permissions integration.

Read user profile data, using userinfo endpoin
t URL.

The custom scopes. Use with ; delimiter.

Name of the AWS role claim that contains the na
me of the AWS role.

b. Copy the Redirect link and the Sign out link.



G Query Manager

€. Driver Management
= Connection Templates
@ Preferences

2, Access Management
15 Server configuration

£ AWS Settings

+ ADD  © REFRESH 0O DELETE

D
O ~ &

CONFIGURATION NAME

Okta Openld

PROVIDI DESCRIPTION DISABLED

okta-openid

CANCEL SAVE

9 identity Providers ormons
& Al Settings.
[# License Provider * OPENID AWS LINKS
Varsion update © Okta Openis Client 1D * Name of a AWS role claim sign in
ID#* CoafEXAMPLEAT awa_role (s}
chn Client Secret Sign out
Configuration name * o
Ohtn Opentd Okta Domain * Redirect
Description example-98902843902384 okta com [s]
| Read Okta group information
) Read user info
leon URL
(] Disabled
3. Update Redirect URIs in Okta:
a. Inyour Okta application, navigate to General -> Login.
b. Under Sign-in redirect URIs, paste the copied Redirect link.
c. Inthe same section, locate Sign-out redirect URIs and paste the Sign out link there.
d. Click Save in Okta to finalize these configurations.
$% okta aQ ‘ 88 v
Dashboard
Grant type Client acting on behalf of itself
Directory Client Credentials

Customizations

Applications

Security

Workflow

Reports

Settings

Learn More [

Sign-in redirect URIs

Learn More (2

Sign-out redirect URIs (Cptional)

Learn More (2

Trusted Origins

Client acting on behalf of a user

& Authorization Code
Refresh Token
Client-initiated backchannel authentication flow (CIBA)
Implicit (hybrid)

Allow wildcard * in sign-in URI redirect.

‘ + Add URI ]

[ )[>J

" + Add URI ]




Step 3: Logging in

1. With the Okta OpenlD configuration now established, proceed to the login screen.

2. Select the Federated authentication method, labeled with the Configuration name you
specified.

Federated Authentication
Choose configuration you want 1o sign in with

LOCAL FEDERATED

£% oxta Opentd

3. Clicking on this authentication method will redirect you to the Okta page.

4. After filling your username and password of the Okta account, you will be automatically
redirected and logged into the CloudBeaver.



Cognito OpenlD authentication

Note

This feature is available in Enterprise and AWS editions only.

Cognito OpenlD Authentication provides a robust solution for managing user authentication and
access in applications. By integrating with Amazon Cognito, it utilizes the OpenlD Connect protocol
to offer a secure and scalable user management system. This method simplifies the authentication
process. For detailed instructions on setting up Cognito OpenlID, it is advisable to consult the official
Amazon Cognito documentation.

Configuration steps

Step 1: Enabling Cognito OpenlD Authentication

1. Asanadministrator, go to Settings -> Server Configuration.

2. Find the AWS option (in the Configuration section) and Cognito OpenlD (in the Authentication
Settings section). Activate this setting to enable Cognito OpenlD authentication.
@ & oot @ [3]

- B SAVE X CANCEL
G Query Manager

£ Driver Management

= Connection Templates AUTHENTICATION SETTINGS SECURITY
o ac .
2, Access Management B Allow anonymous access @ save credentials
i1 Server configuration Allows 10 work with CloudBeaver without user authentication Allow 1o save credentials for pre-configured database
£ AWS Settings
J» ADFS Openld @ save users credentials
g K s
§ dentity Provider ADFS Openid authentication pravider Allow 1o save credentials for non-admin users
[ License Edit configurations
[} Version update
B AWS SAML

AWS SAML authentication provider
t oonfigurations

AWS 1A

) AWS Openld
AWS Opentd suthentication provider
Edit configurations

# cognito Openid
Cognito Openid authentication provid

3. Savethe changes.

Step 2: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-oidc-idp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-oidc-idp.html

2. Click onthe + Add button.
3. Fillinthe following fields:
@}

6 Query Manager
€ Driver Management
&3 Connection Templates

2, Access Management Configuration creation

server configuration

WS Settings

Configuration name *

Cogrito OpeniD

Description

lcon URL

(] Disabled

+ ADD ¢ REFRESH DELETE

OPTIONS
9 Identity Providers
[E License
[ Version update Provider * D
© cCogrroopentd v google-cognito

2] cbadmin @) [#]

CANCEL CREATE

OPENID COGNITO
Client ID Region

H939003423469Uc4IKPhVED. 49PS QOOGHUSEICANTENt Com sseast] v
Client Secret Identity poal ID

WRTSDF drdRFFqqRg3n3s TRIECERISRVR ewrcentral 1:453db e 4765 4b04 34e2 2319090 78a6e

IDP auth endpoint URL

Custom rale ARN

hitps:Haccounts goagle.comy/ofoauth/auth

IDP token endpoint URL

[0 user pool authentication

https:f/oauthz googleapis com/token

Field

Provider Type

1D

Configuration name

Description

lcon URL

Disabled

Client ID

Client Secret

Description

Select Cognito OpenID from the dropdown me
nu.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provide
r configuration.

Enter the URL of an icon to represent this provide
r.

Leave unchecked to enable this identity provider.

The client identifier provided by the OpenlD Con
nect provider.

A secret key associated with the client ID for auth




Field

IDP auth endpoint URL

IDP token endpoint URL

IDP userinfo endpoint URL

Region

Identity pool ID

Customrole ARN

Click on the Create button.
Copy Redirect and Sign out Links:
Enter the newly created identity provider.

Copy the Redirect link and the Sign out link.

AR R

Update Redirect URIs in Amazon Cognito.

Step 3: Logging in

Description

entication.

The endpoint for initiating the authentication pro
cess.

The endpoint for obtaining access and refresh tok
ens.

Fill in with the endpoint URL found in the Amazon
Cognito User Pool under "App integration".

Specify the AWS region of your Cognito User Poo
l.

Enter the ID of your Cognito Identity Pool.

Provide ARN of the role that will be used by the u
sers during authorization.

1. With the Cognito OpenlD configuration now established, proceed to the login screen.

2. Select the Federated authentication method, labeled with the Configuration name you

specified.



Federated Authentication
Choose configuraticn you want to sign in with

LOCAL FEDERATED

@ coanito Opentd

3. Clicking on this authentication method will redirect you to the Sign in with Google page.

4. After selecting the necessary account, you will be automatically redirected and logged into the
CloudBeaver.



JWT authentication

Note

This feature is available in Enterprise and AWS editions only.

In CloudBeaver, you can use JWT (JSON Web Tokens) authentication to securely exchange claims
between the client and the server. This method allows you to authenticate using JWTs, which the
server validates to grant access to its resources. This article outlines the basic settings necessary for
JWT authentication in CloudBeaver.

Info

For more information on JWT standards, see JWT official documentation

Configuration steps

Step 1: Enabling JWT authentication

1. Asanadministrator, navigate to the Settings -> Server configuration.
2. Locate the JWT option and activate this setting to allow JWT authentication.
@) [2] cbadmin @[]

. Server Configuration
@ SAVE X CAMNCEL
% Global Preferences

2, Users and Teams

» Microsoft Entra ID
S5 Connection Templales -

Microsoft Entra ID authentication provider
=6 Query Manager Edit canfigurations

€ Driver Management

o I Google
¢ Identity Providers

: 4 Google authentication provider

& Al Setlings Edit configurations

® wr

JWT based authentication

@ Domain Manager
= Product Information

Edit configurations

I Okta Openld

Okta Openld authentication provider

Edit canfigu

I Openld
Openld authentication provider
Edit configurations

B SAML

3. Save changes.


https://datatracker.ietf.org/doc/html/rfc7519

Step 2: Create JWT

1. Create the payload of your JWT. Use the template below and modify its values according to your
needs:

"email": "example@email.com",
"firstName": "Name",
"lastName": "Surname",
"team": "user"

Tip

For more information on teams, see Teams article.

Alongside the payload, create a sufficiently large and secure secret key. Here is an example of a
robust secret key:
85a8sdfkj980stCLYV6XICnI2TLoFcgzwtwgX94joMiaMnB8PTft6EDBXBqJpilieeg7b26b90iXKUx0
0s9111mGDi1hpB2e0IiVuLQNXxAZ9CMdSctnchzprIjgnKOeKaYHjUVZpNlnckxcOzzix4hLPsdfsdfsdf
fg2WyFNJ2Juw10nEedA8MbgzSyfgbLBsB2gXHLiRdakxbhsWg6NVvUMMTcsDLQZDxAzvLPDOMtKEIy6Vn
8kSCAicog5Q187UwBswlxNNANnt82cLcBaOwoHUFUOjZet3Rdu

2. Generate your JWT.

Tip

You can use jwt.io. Enter the payload datainthe PAYLOAD :DATA section and your secret key inthe VERIFY
SIGNATURE section. Jwt.io will automatically create the encoded JWT for you.



https://jwt.io/

Algorithm  HS256

Encoded oo Decoded e rvom s

HEADER: ALGORITHM & TOKEN TYPE

eyJhbGeci0iJIUzITNiIsInR5cCI6IkpXVCJ9.ey

J1bWFpbCI6InR1c3RKVIRAZ2Z1ThaWwuY29tIiwiZ {

"alg”: "HS256",
mlyc3ROYW11TjoiTmFtZSIsImxhc3ROYWI1Tjoi s ==
U3VybmFtZSIsInR1YWBi0iJ1c2VyInB.EAlzZto }
NY14TelLPoTemTz6bihKhNaFTHvtahy2MbZyA

PAYLOAD: DATA
{

“email”: "testJWT@gmail.com",

"firstName": "Name",

“lastName" Surname” ,

"team”: "user’

}

VERIFY SIGNATURE

HMACSHA256 (

) O secret base64 encoded

Step 3: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.
2. Click onthe + Add button.
3. Fillinthe following fields:



12 Server Configuration
ADD ¢ REFRESH DELETE

& Global Preferences

2, Users and Teams

S5 Connection Templates CONFIGURATION CREATION

7@ Query Manager

& voucs 1 enabled identi
€ Driver Management
OPTIONS
£ AWS Settings
§ identity Providers
Provider *
Al Settings
& Domain Manager 3t T i
[ Product Information
o*

wr

Configuration name *

wr

Description

lcon URL

[ Disabled

Cookie name

Email attribute

Team attribute

First name attribute

Last name attribute

CANCEL CREATE

DECRYPTION HEADERS
[ Jwk token [ use additional header
Public key Team header
*Team JWT
4
[) Deerypt RSA256 header
Secret key

Public key RSA

Name of an AWS role claim attribute

Field

Provider Type

ID

Configuration name

Description

lcon URL

Disabled

Cookie Name

Email Attribute

Description

Select JWT from the dropdown menu.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provi
der configuration.

Enter the URL of an icon to represent this provi
der.

Leave unchecked to enable this identity provid
er.

Set the name of the cookie to store the JWT.

Specify the custom attribute that represents th
e user's email. Default value: "email" .




Field Description

Team Attribute Specify the custom attribute that represents th
e user's team. Default value: "team" .

First Name Attribute Specify the custom attribute that represents th
e user's first name. Default value: "firstNam
"

Last Name Attribute Specify the custom attribute that represents th
e user's last name. Default value: "lastNam
"

Name of an AWS role claim attribute Use this attribute to identify the AWS IAM role

claim within the JWT.

Jwk token Enable option for decrypting incoming tokens.

Public Key Enter the public key for validating the JWT sign
ature.

Secret Key Enter the secret key used in Step 2.

Use additional header Enable if additional headers for the JWT authe

ntication requests.

Team Header Set the custom header to be used for the team
verification.
Decrypt RSA256 Header Enable if RSA256 decryption of the header is re
quired.
Public Key RSA Enter the RSA public key for additional security
checks.
Tip
You caninsert the Public key with the ----- BEGIN PUBLIC KEY----- and ----- END PUBLIC

KEY----- headers, or without them.




4. Click onthe Create button.

Step 4: Insert JWT in browser cookies

You need to insert the JWT into your browser cookies at this step. Below is a straightforward
method to achieve this:

1. Access the developer tools in your web browser. This is generally achieved by right-clicking on a
web page and selecting Inspect or by using shortcuts like| F12 |

2. Inthe developer tools, go to the Application tab. Here, locate the Cookies section under the
Storage header on the left. This section allows you to view and manipulate cookies related to
the current website.

3. Add your cookie:
e Click onthe Add new button in the cookies panel.
e Inthe Name field, enter the Cookie Name, used in Step 3.
e Inthe Value field, paste your JWT token, generated in Step 2.

4. After inputting your cookie's name and value, save the changes.

Step 5: Logging in

By entering the JWT token into the cookie, users can automatically authenticate upon visiting the
CloudBeaver login page. This method eliminates the need for refreshing the page or manually
logging in each time, providing a seamless access experience to the application.



NTLM user authentication

Note

This feature is available in Enterprise and AWS editions only.

NTLM (NT LAN Manager) Authentication is a protocol used by Microsoft to authenticate users and
provide secure network communications. NTLM uses a challenge-response mechanism for
authentication, where the user credentials are never sent over the network directly. For detailed
setup and configuration of NTLM, refer to the official NTLM documentation.

Configuration steps

Step 1: Enabling NTLM Authentication

1. Asanadministrator, go to Settings -> Server Configuration.
2. Find and activate the NTLM option in the Configuration section.
D Hewn @ B

@ Query Manager
B SAVE X CANCEL

£ Driver Management

55 Connection Templates

i Preferences =g Jwr
JWT based authentication
&, Access Management Edit canfigurations
&2 Server configuration
ol NTLM
£ AWS Settings
NTLM authentication provider
¢ Identity Providers Edit canfigurations

&= Al Settings
@ Okta Openld
W Doméin Manager Okta Openid authentication provider

= License Edit configurations

1 Version update
" "® oOpenid
Openid authentication provider

Edit canfigurations

P samL

ation provider

@ Local

Local name/password based authentication

2@ Reverse proxy
Reverse proxy header based authentication
Edit configurations

3. Save the changes.

Step 2: Adding an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.


https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/ntlm-user-authentication

2. Click onthe + Add button.
3. Fillinthe following fields:
@

56 Query Manager
+ ADD REFRESH DELETE
& Driver Management
55 Connection Templates
@ Preferences Configuration creation
2, Access Management
2 Server configuration
OPTIONS
§ Identity Praviders _
@ Demain Manager
[ License Provider * D
[} Version update = amm - STLM
Configuration name *
NTUM
Description
Icon URL
(] Disabled

NTLM

Host *

example dbeaver cor

Port

415

Domain *

EXAMPLE

[2] cbadmin. @) [#]

x

CANCEL CREATE

Field

Provider Type

1D

Configuration name

Description

lcon URL

Disabled

Host

Port

Description

Select NTLM from the dropdown menu.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this identity provide
r configuration.

Enter the URL of an icon to represent this provide
r.

Leave unchecked to enable this identity provider.

Enter the server hostname or IP address where N
TLM authentication is handled.

Specify the port number used for NTLM communi
cation.




Field Description

Domain Enter the Windows domain name against which t
he NTLM server authenticates.

1. Click on the Create button.

Step 3: Logging in

1. With the NTLM configuration now established, proceed to the login screen.
2. Select the NTLM authentication method, labeled with the Configuration name you specified.

" Authentication
NTLM [ atim

LOCAL NTLM

User name

EXAMPLE

User password

3. Fillin your User name and User password to login.



Microsoft Entra ID authentication

Note

This feature is available in Enterprise and AWS editions only.

Microsoft Entra ID (formerly Azure AD) is a cloud-based identity and access management solution.
It secures user authentication, enforces access policies, and enables single sign-on (SSO) for
CloudBeaver.

Info

For details, see the Microsoft Entra ID documentation.

Prerequisites

Make sure you have:

e An active Azure account with the appropriate permissions.

e Access to the Microsoft Entra admin center.

Info

For more details on permissions, see Azure permissions.

Configuration steps

Enable Entra ID Authentication

1. Asanadministrator, go to Settings -> Administration -> Server Configuration.

2. Find and activate the Microsoft Entra ID option in the Authentication section.

Tip

For more information on Server Configuration, see Server configuration administration.

Microsoft Entra ID configuration

To enable authorization with the Microsoft platform, you need a registered application in Azure. If
one doesn't exist, create and configure it as follows:


https://learn.microsoft.com/en-us/entra/fundamentals/whatis

1. Register an application Create a new enterprise application in Microsoft Entra by following the
steps in the official Microsoft documentation.

2. Configure application secrets CloudBeaver uses the OpenlD Connect protocol for
authorization with Microsoft Entra ID. To enable this, configure application secrets. Detailed
instructions are available in the official Microsoft documentation.

Important

Record the value of the client secret immediately after creating it. It can only be viewed once. If you miss this step,
you'll need to create a new secret.

Optional configuration

To enhance functionality, CloudBeaver can read and display the user's first and last name from the
OpenlD token. To enable this, add the family_name and given_name fields to the response token.

Follow the steps in the official Microsoft documentation to configure optional claims.

Home > CloudBeaver

" CloudBeaver | Token configuration # - P

2 Search (Ctrl+/) « 27 Got feedback?

B overview Optional claims

& Quickstart . s : :
Optional claims are used to configure additional information which is returned in one or more tokens. Learn more
;.,' Integration assistant
—+ Add optional claim + Add groups claim
Manage

E Branding & properties

Claim T Description Token type T. Optional settings
3) Authentication
family_name Provides the last name, surname, or family nam... 1D
Certificates & secrets
given_name Provides the first or “given” name of the user, as... ID

{l} Token configuration

2 APl permissions

Tip

Adding these fields ensures a more personalized user experience by displaying the full name in the application.

Add an Identity Provider

1. Asanadministrator, navigate to Settings -> Identity Providers.
2. Click onthe + Add button.
3. Fillinthe following fields:



https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app?tabs=certificate#register-an-application
https://learn.microsoft.com/en-us/entra/identity-platform/security-best-practices-for-app-registration
https://learn.microsoft.com/en-us/entra/identity-platform/optional-claims?tabs=appui#configuring-optional-claims

12 Server Configuration
ADD ¢ REFRESH DELETE
8 Global Preferences

o,

ers and Teams

5 Connection Templates CONFIGURATION CREATION

56 Query Manager

€ Driver Management CANCEL CREATE
OPTIONS

§ Identity Providers

@ Domain Manager Provider * 1D * OPENID

[ Product Information & Microsoft Entra I v Domain / Tenant ID *

Configuration name *

Application (client) 1D =

Description
Secret Key *
4
Ieon URL
Provide access to databases from Azure Cloud
(] Disabled

]

[0 Database authentication provider
[J Read ME-ID group information
[m]

Read user info

Custom scopes

Field Description

Provider Type Select the Microsoft Entra ID fromthedrop
down menu.

ID Enter a unique identifier for the configuration.

Configuration name

Description

lcon URL

Disabled

Domain/Tenant ID

Enter a descriptive name for this configuration.

(Optional) Provide a brief description of the Micr
osoft Entra identity provider configuration.

(Optional) Enter the URL of anicon to represent t
his provider in the Ul.

(Optional) Leave unchecked to enable this identit
y provider.

Enter the Microsoft Entra tenant ID. You can find
itinthe Azure portal.


https://learn.microsoft.com/en-us/entra/fundamentals/how-to-find-tenant

Field

Application (client) ID

Secret Key

Provide access to databases from Azure Cloud

Database authentication provider

Read ME-ID group information

Read user info

Custom scopes

Description

Enter the application (client) ID of the registered
application in Microsoft Entra.

Enter the client secret generated for the applicati
on in Microsoft Entra.

(Optional) Enforces multi-factor authentication
(MFA\) if it is enabled in Microsoft Entra ID setting
S.

(Optional) Indicates that this configuration can be
used as a method for database authorization.

(Optional) If enabled, retrieves Active Directory g
roup information from Microsoft Entra ID.

(Optional) Retrieves user profile data using the u
serinfo endpoint URL.

(Optional) The custom scopes. Use with ; delimi
ter.

Tip

Ensure you have configured the application with the required permissions in Microsoft Entra to retrieve user information
and group details. For additional details, see the Microsoft Entra ID documentation.

Home >

0o Default Directory | Overview

+ Add ~ 83 Manage tenants [7] What's new {5 Preview features &7 Got feedback?
@ Overview
. I Overview Menitoring Properties Tutorials
B8 Preview features
K Diagnose and solve problems
L Search your tenant
Manage
Basic information
& Users
& Groups Name Default Directory Users View
Tenant ID rrtPIR- 2157 2 e S T (I} Groups
Primary demain S Applications
Devices View

License Azure AD Free

M Enterprise applications

Alerts



https://learn.microsoft.com/azure/active-directory

1. Copy Redirect link:
a. Copy the Redirect link

b. Add aredirect link to the application in Microsoft Entra (select Web as platform) - official
Microsoft documentation

& cboomin (D [=]

2 Server Configuration < EDIT "AZUREAD"
2 Global Preferences
& Users and Teams CANCEL SAVE
OPTIONS
5 Connection Templates —
G Query Manager
Provider * OPENID AWS LINKS
& Driver Management
&5 AWS Settings & Microsoft Enra (D b Damain / Tenant 1D * Name of an AWS role claim sign in
7 Identity Providers _ e v s S — 0
@ Domain Manager
AzuroAD cati . .
= Product Information Application (client) ID Sign out
Configuration name * - —— a
AzureAD Secret Key * Redirect

Description * - a— 4] °

Provide access to databases from Azure Cloud

A
Database authentication provider
fcon URL
® Read ME-ID group information
([ Read user info
[ Disabled

Custom scopes

Login
1. Once the Microsoft Entra ID configuration is complete, navigate to the login screen to test
authentication.

2. Select the Federated authentication method, labeled with the Configuration name you
specified.


https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app?tabs=certificate#add-a-redirect-uri
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app?tabs=certificate#add-a-redirect-uri

Federated Authentication

Choose configuration you want 1o sign in with

LOCAL  FEDERATED

> Azurean

3. Verify the integration of Microsoft Entra ID
a. Oncelogged in, click on your username in CloudBeaver and navigate to the User Info tab.

b. Here, you should see tokens. Their presence indicates that the integration of Microsoft
Entra ID has been successfully completed, and CloudBeaver has access to the necessary
credentials.

d> @ D

< L)

AGGOUNT  PREFERENCES

Shared
> T MysaL
> W PostgreSQL@localhost

» W SQLite - Chinook (Sample) USERINFO  AUTHENTICATION TAYE
USER INFO
Userld * Display Name *
S — P —
Role
First Name Last Name

Micresoft Entra ID User ID AWS Role ARN

— e ——

AUTH TOKENS

AzureAD

> 11/20/2024, 10:25:04 AM LoGouT
Azure

A authanticated with Azure provider LOGOUT

1172012024, 10:25:04 AM




Google authentication

Note

This feature is available in Enterprise and AWS editions only.

Google OAuth 2.0 is an open standard for access delegation. It lets users log in to CloudBeaver using
their Google account and enables single sign-on (SSO).

Info

For details, see the Google Identity documentation.

Prerequisites
Make sure you have:

e A Google account with access to Google Cloud Console.

o An OAuth 2.0 application configured in Google Cloud.

Configuration steps

Enable Google authentication

1. Asanadministrator, go to Settings -> Server Configuration

2. Find and activate the Google option in the Configuration section.

Tip

For more information on Server Configuration, see Server configuration administration.

Note

To use cloud-hosted databases or Google Cloud Storage, also enable the Cloud (Google) and Cloud Storage checkboxes.

Add an identity provider

1. Asanadministrator, navigate to Settings -> Identity Providers

2. Click + Add


https://developers.google.com/identity/openid-connect/openid-connect
https://console.cloud.google.com/

3. Fillin the following fields:

Field

Provider type

ID

Configuration name

Description

lcon URL

Disabled

Client ID

Client secret

Add custom scopes

Read user info

Custom scopes

Name of an AWS role claim

1. Copy the redirect link:
a. Copy the Redirect link.

Description

Select Google from the dropdown menu.

Enter a unique identifier for this configuration.

Enter a descriptive name for this configuration.

(Optional) Provide a brief description of this ident
ity provider.

(Optional) Enter the URL of anicon to represent t
his provider in the Ul.

(Optional) Leave unchecked to enable this identit
y provider.

Enter the client ID from your Google OAuth 2.0 a
pplication.

Enter the client secret from your Google OAuth
2.0 application.

(Optional) Enable to specify additional OAuth sco
pes. Required for Google Cloud integration.

(Optional) Retrieves user profile data using the u
serinfo endpoint.

(Optional) Additional OAuth scopes.Use ; asad
elimiter. Required for Google Cloud integration.
See supported scopes

(Optional) The name of the AWS role claim used f
or AWS authorization.



b. Add it to your Google OAuth 2.0 application. For instructions, see Set a redirect URI.

Login

1. Once configuration is complete, go to the login screen.

2. Select the Federated authentication method labeled with the Configuration name you
specified.

3. Loginwith your Google account to verify the integration works.

Tip
Once configured, users can access GCP databases and Google Cloud Storage without additional credentials. For more
details, see Pass-through authentication.

Configure Google Cloud scopes

To enable Google Cloud integration:

1. Enable the Add custom scopes checkbox.

2. Add the following scopes, separated by ; :

https://www.googleapis.com/auth/
spanner.admin;https://www.googleapis.com/auth/
bigquery;https://www.googleapis.com/auth/cloud-
platform;https://www.googleapis.com/auth/devstorage.full_control

Scope Description
spanner.admin Manage Spanner databases.
bigquery View and manage data in Google BigQuery.
cloud-platform Access GCP and read the list of available databas
es.

devstorage.full_control Manage BigQuery data in Google Cloud Storage.


https://developers.google.com/identity/openid-connect/openid-connect#setredirecturi

> **Note**: ‘cloud-platform’ and “devstorage.full_control’ are **restricted
scopes** in Google's OAuth sensitivity

> model. Using them may require your Google Cloud project to go through
Google's verification process before they work

> in production. For details, see [Google's OAuth API verification

FAQ] (https://support.google.com/cloud/answer/9110914).

1. Save the configuration and re-login to apply the new scopes.
2. Verify the integration:

e Open Cloud Explorer in the connection creation menu - you should see your GCP project
and its databases.

e Open Cloud Storage - you should see your Cloud Storage buckets.



Pass-through authentication

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver lets you sign in once with a federated identity provider and access cloud databases and
storage without entering additional credentials.

How it works

When a user logs into CloudBeaver with a federated identity provider, the authentication token
from that session is reused to access cloud resources. The user does not need to authenticate again
when working with cloud databases or cloud storage.

Example

A user who logs in with their Google account can immediately open Cloud Explorer to see and connect to their GCP
databases, and open Cloud Storage to access Google Cloud Storage buckets - all without entering any additional
credentials.

Supported providers
Identity provider Cloud services available
Google (OpenlD) GCP databases (Cloud Explorer), Google Cloud St
orage (Cloud Storage)
AWS Identity Providers AWS databases (Cloud Explorer), Amazon S3 (Clo
ud Storage)
Microsoft Entra ID Azure databases (Cloud Explorer)
Configuration
Note

Before configuring CloudBeaver, make sure the identity provider is already set up on the provider's side.




1. Asanadministrator, set up an Identity Provider for your cloud provider - see Supported
providers.

2. Loginusing the Federated method and select the configured provider.

3. Afterlogin, you can:

e open Cloud Explorer to browse and connect to cloud databases

e open Cloud Storage to access cloud storage

User management

A user with access in the corresponding identity provider logs in using their email address. After the
first successful login, CloudBeaver automatically creates a user profile, which appears in Settings ->
Administration -> Users, assigned to the default team.

Pre-configuring users

An administrator can create a user in advance and assign permissions, team membership, AWS Role
ARN, or Microsoft Entra ID User ID.

Info

For more details, see Users.

Teams

An administrator can organize users into teams to control access to connections and permissions.
Teams can also be auto-assigned based on group information from the identity provider at login - no
manual assignment needed.

Info

For more details, see Teams.




Access management
Users

Users

This article gives you an overview of how to create user in CloudBeaver.

Creating user

There are two types of users:

e Local users: Created by the Administrator.

e AWS and Federated users: These users are managed externally through AWS or federated
identity providers and are authorized to access the system via Single Sign-On (SSO). #*

Info

For more information on Identity providers, see Authentication methods.

Local users
To create a new local user, follow these steps:

1. Asanadministrator, go to Settings -> Administration -> Users and Teams -> Teams.
2. Click onthe + Create button.

3. Fillinthe necessary details in the provided fields.



o USERS  TEAMS
2 Server Configuration

2 Global Preferences
2, Users and Teams:

=5 Connection Templates
56 Query Manager

€ Driver Management

& AWS Settings

o

Identity Providers. USER CREATION

& Domain Manager

[ Product Information

CREDENTIALS

Username *

admin_ce

User password *

+ CREATE  + IMPORT ¢ REFRESH

INFO  CONMECTIONS ACCESS

USER STATUS
Enabled
USER TEAM

admin (Admin)

CANCEL CREATE

PARAMETERS

First Name

Liam

Last Name

Ai-{” [“J-ser) )
Repeat password * S Microsoft Entra ID User 1D
AWS Role ARN
Field Name Description Additional Info
Username Enter the desired username f
or the account.
User password Set a password for the accou The user can change their pas
nt. sword after initial setup.
Repeat password Re-enter the password for ve
rification.
User Status Toggle to enable or disable th Default status is Enabled.
e user.
User Team (Optional) Assign the user to A team defines the permissio

First Name

Last Name

one or more teams.

(Optional) Provide the user's
first name.

(Optional) Provide the user's

ns a user has within the syste
m. For more informationont
eams, see Teams.




Field Name Description

last name.
AWS Role ARN * (Optional) Enter the AWS Rol
e ARN.
Microsoft Entra ID User ID (Optional) Enter the Microsof
x* t EntraID.

Additional Info

For more information about
AWS roles, see AWS Settings.

For more information, see
Microsoft Entra ID
authentication.

4. To complete the process, click on the Create button. Once created, the user can be
authenticated using local authentication methods. The user's permissions will be determined by

their assigned profile.

Global permissions

Every non-administrator user is also subject to Global permissions. These permissions define the
baseline rights for all users, such as whether they can copy, edit, import, or export data.

Global permissions are configured by administrators under Settings -> Administration -> Users and

Teams -> Global Permissions.

Connection access

If necessary, you can provide the user with connection access. This setting can be found and adjusted
within the Connection Access tab. See the additional information on Connection management.

USER CREATION

NFO CONMECTIONS ACCESS

CONNECTION NAME GRANTED BY

MySQL

4]

MySQL@localhost

4]

FostgreSQL@localhost

F
K=

SQLite - Chinook (Sample)

CANCEL CREATE




Important

User management is an important aspect of maintaining system security. Always ensure that users are granted only the
access and permissions necessary for their tasks.

Enabling Federated authentication for local users

To allow a local user to authenticate through AWS/Federated auth methods, the local user's
username must match the user's email address, which will connect via SSO (Single Sign-On). This
alignment is necessary for the federated authentication process to succeed.

Note

This step is crucial during user creation as the username cannot be changed later.

AWS and Federated users

When a user logs in using AWS or Federated authentication for the first time, CloudBeaver
automatically creates a user profile assigned to the default team. Administrators can later change
this team assignment as necessary.

Note

Administrators cannot create AWS or Federated users directly in the application. CloudBeaver only works with existing
AWS and Federated users.

Managing users in CloudBeaver AWS Edition

CloudBeaver AWS Edition is designed to support only AWS and Federated users, excluding local

user access. Therefore, it is not possible to create local users within this environment. Users must be

imported into the system.

Info

For more information, refer to Administration Users Provisioning.

Editing user

The process of editing a user is similar to creating one, except you need to access an existing user.

When editing an existing user, you also have additional options:



Auth methods

In the Auth Methods tab, administrators can see and remove the authentication methods associated
with a user.

USERNAME USER TEAM ENABLED AUTH METHODS
DELETE CANCEL SAVE
INFO AUTH METHODS CONNECTIONS ACCESS

Auth Method

AWS Opentd

AWS Openld
Goagle

Local

DELETE

You can remove an existing authentication method:

1. Select the desired method from the dropdown menu.

2. Click the DELETE button.

Tip
If you need to restore local authentication for the user, navigate to the Info tab and assign a new password to the user.
This action will re-enable local authentication.

Enabled and disabled users
Admins can temporarily disable a user to block access without deleting the account. To re-enable a
user, select the Enabled checkbox in the user profile.

Disabled users are hidden by default. To view them, set User status to DISABLED or ALL in the filter
above the user list.



Deleting a user

If you need to permanently remove a user from the system, you can do so through the Delete user
option. When you attempt to delete a user, a confirmation dialog will appear to ensure that this
actionis intentional.

1. Todelete a user, select the Delete option.

2. Follow the prompts in the dialog to confirm the deletion.

A Delete user x

Are you sure you want to delete "admin_ee"? If you just
wanl to prevent access temporarily, you can choose to
disable the account instead.

CANCEL DELETE DISABLE

Tip

If you prefer to keep the user but prevent their access, consider using the Disable option in the dialog. Alternatively,
you can disable a user by selecting the checkbox in the Info section of the user profile.




Provisioning users

Note

This feature is available in Enterprise and AWS editions only.

You can import users from a third-party system to preconfigure access.

This feature supports the following identity providers:

¢ Microsoft AzureAD
e OktaOpenlD

e Google

e LDAP

Tip

Make sure at least one provider is configured before importing users.

Import users

1. Goto Settings -> Administration -> Users and Teams

2. Click + Import. This opens the import form.
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© License USER NAME USER TEAM ENABLED

[} Version update

o adminl admin, user [+]
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3. Inthe form, choose a provisioning provider.
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56 Query Manager

Management

onneatian Tomplatos + CREATE  + IMPOAT  © REFRESH

£ Access Management

USER PROVISIONING x
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& Arwe - GET USERS LIST
a IMPORT

E% Version update

(] EMAIL USER HAME EmalL USER NAME
U & sexseupexamgie.com
L duia@esample.com
] nikdaEexomple com
0o a5 @exumple. co o 5@ 5 Sinelnikos
2 denis@esample.cem Donis Sinelnikov
O & nikolai@example com
& support@example.com
O &  asten@erarmale.com
2 dara@example.com
B & deispexamplecom Benis Sinelnikor
L suppor@example.com
M 8 evaenindesamolecom
al T
USER NAME USER TEAM ENABLED

w1 user [+ ]

4. Click Get Users List. If not logged in, you'll be prompted to authenticate with the selected
provider.

5. After loading, select the users you want to import. The selected users will appear in the table on
the right.



6. Click Import. The users will be added to the system and shown in the list.

Info

For more details on user management, see Users.




Password policy

This document provides guidelines for configuring the password policy in CloudBeaver.
Administrators can define rules for user passwords to enhance security and comply with
organizational requirements. These settings, applied globally, ensure passwords meet the specified
standards during creation and update processes.

Info

For more details on configuration, see the CloudBeaver server configuration.

Example configuration

The Password Policy configuration is located under the server.sm section of the main server
configuration file.

sm: {
enableBruteForceProtection:
"${CLOUDBEAVER_BRUTE_FORCE_PROTECTION_ENABLED:true}",
expiredAuthAttemptInfoTtl:
"${CLOUDBEAVER_EXPIRED_AUTH_ATTEMPT_INFO_TTL:60}",
maxFailedLogin: "${CLOUDBEAVER_MAX_FAILED_LOGINS:10}",
minimumLoginTimeout: "${CLOUDBEAVER_MINIMUM_LOGIN_TIMEOUT:1}",
blockLoginPeriod: "S${CLOUDBEAVER_BLOCK_PERIOD:300}",
connectionBruteForce: {
enabled: "${CLOUDBEAVER_CONNECTION_BF_PROTECTION_ENABLED:false}",
maxFailedConnectAttempts:
"${CLOUDBEAVER_CONNECTION_BF_PROTECTION_MAX_ATTEMPTS:5}",
errorAttemptsPeriodInMinutes:
"${CLOUDBEAVER_CONNECTION_BF_PROTECTION_ERROR_ATTEMPTS_PERIOD:1440}",
blockTimeInMinutes: "${CLOUDBEAVER_CONNECTION_BF_BLOCK_PERIOD:60}"
Ve
passwordPolicy: {
minLength: "${CLOUDBEAVER_POLICY_MIN_LENGTH:8}",
requireMixedCase: "${CLOUDBEAVER_POLICY_REQUIRE_MIXED_CASE:true}",
minNumberCount: "${CLOUDBEAVER_POLICY_MIN_NUMBER_COUNT:1}",
minSymbolCount: "${CLOUDBEAVER_POLICY_MIN_SYMBOL_COUNT:@}"



Configuration properties

Name

minLength

requireMixed
Case

minNumberCou
nt

minSymbolCou
nt

enableBruteF
orceProtecti
on

expiredAuthA
ttemptInfoTt
1

maxFailedLog
in

Environment va

riable

CLOUDBEAVE
R_POLICY_MI
N_LENGTH

CLOUDBEAVE
R_POLICY_REQ
UIRE_MIXED_C
ASE

CLOUDBEAVE
R_POLICY_MI
N_NUMBER_COU
NT

CLOUDBEAVE
R_POLICY_MI
N_SYMBOL_COU
NT

CLOUDBEAVE
R_BRUTE_FORC
E_PROTECTIO
N_ENABLED

CLOUDBEAVE
R_EXPIRED_AU
TH_ATTEMPT_I
NFO_TTL

CLOUDBEAVE
R_MAX_FAILE

Default value

8

true

true

60

10

Units

characters

boolean

characters

characters

boolean

minutes

attempts

Description

Specifies the mi
nimum lengthre
quirement for u
ser passwords.

Enforces the us

e of both upperc
ase and lowerca
se letters in pas

swords.

Sets the minimu
m number of nu
meric character
srequired in pas
swords.

Defines the mini
mum number of
special symbols
required in pass
words.

Enables brute fo
rce protection f

or login attempt
S.

Time-to-live (TT
L) for expired au
thentication att
empt informatio
n.

Maximum numb
er of allowed fai



Name

minimumlLogin
Timeout

blockLoginPe
riod

connectionBr
uteForce

maxFailedCon
nectAttempts

errorAttempt
sPeriodInMin
utes

Environment va

riable

D_LOGINS

CLOUDBEAVE
R_MINIMUM_LO
GIN_TIMEOUT

CLOUDBEAVE
R_BLOCK_PERI
0D

CLOUDBEAVE
R_CONNECTIO
N_BF_PROTECT
ION_ENABLED

CLOUDBEAVE
R_CONNECTIO
N_BF_PROTECT
ION_MAX_ATTE
MPTS

CLOUDBEAVE
R_CONNECTIO
N_BF_PROTECT
ION_ERROR_AT

Default value

300

false

1440

Units

minutes

seconds

boolean

attempts

minutes

Description

led login attemp
ts before blocki
ng access.

Minimum timeo
ut duration befo
re the next login
attempt.

Period for whic

h aloginis block
ed after maximu
m failed attemp
ts.

Enables brute fo
rce protection f

or database con

nection attempt
s.

Number of faile
d database conn
ection attempts
allowed before t
he connectionis
temporarily blo
cked. Applies to
non-admin user
sonly. Afterrea
ching the limit, t
he connectionis
blocked for a ti
meout period b
eforeitcanber
etried.

Time window fo
r checking failed
connection atte
mpts.



Name Environment va Default value Units Description
riable

TEMPTS_PERIO

D
blockTimeInM CLOUDBEAVE 60 minutes Block duration a
inutes R_CONNECTIO fter exceeding t
N_BF_BLOCK_P he allowed num
ERIOD ber of failed con
nection attempt
S.

Applying password policy

The configured password policy will be applied during password create and change processes. The
CloudBeaver will check the entered passwords against the defined policy, and users will be
prompted to update their passwords if they do not meet the specified requirements.

@ @cbadmln v @ @

— USERS TEAMS
=€ Query Manager

&2 Driver Management

&3 Connection Templates + CREATE  + IMPORT C REFRESH

2. Access Management

8% Server configuration

Search for the user name. a T
¢ Identity Providers
= Al Settings
= License User Creation

[=1 Version update

CANCEL CREATE
INFO CONNECTIONS ACCESS

CREDENTIALS USER STATUS PARAMETERS
Username * Enabled First Name
user
USER TEAM
User password * Last Name
] admin
user

[ n Password must contain both upper and lower case letters ]

(og




Brute force protection policy

CloudBeaver supports two types of brute force protection:

e Login brute force protection - limits failed login attempts to the CloudBeaver
e Connection brute force protection * - limits failed database connection attempts through
CloudBeaver
These policies help prevent unauthorized access by temporarily blocking logins or database

connections after repeated failures.

When the policy is enabled and the failed attempts threshold is reached, CloudBeaver:

e For login brute force - the user is temporarily blocked and must wait before trying again

e For connection brute force - the database connection is blocked for a timeout period (applies to
non-admin users only)

The admin panel logs when the block happened and the reason.

Info

To allow a user to connect again, wait for the timeout to expire or adjust the limits in the configuration.

Login brute force protection

This policy controls how CloudBeaver reacts to multiple failed login attempts.

When enabled, it tracks incorrect passwords during user authentication. After a set number of
failures, the user is temporarily blocked and must wait before trying again.

Connection brute force protection

Note

This feature is available in Enterprise and AWS editions only.

This policy tracks failed attempts to connect to a database through CloudBeaver.

If a non-admin user reaches the allowed number of failed connection attempts (for example, when
connecting to Redshift with a wrong password), CloudBeaver blocks the connection for the
configured timeout.



During the block period, the user cannot retry the same connection. After the timeout expires, they
can attempt again.

Supported databases:

e Amazon Redshift

o Db2

e Microsoft SQL Server
e MySQL

e Oracle Database

o PostgreSQL



User credentials storage

It is possible to configure CloudBeaver to save database credentials (user names and passwords) in
CloudBeaver storage. In this case, users won't need to enter database credentials every time they
connect to a database.

However, the most secure way is to disable this option. See options "Save credentials" and "Save
user credentials" in administrator console, page "Server configuration”.

Credentials storage

There are two types of database connections: global and user. Global connections are managed by
CloudBeaver administrators, user connections are managed by users themselves.

Global database configuration is stored in workspace sub-folder GlobalConfiguration/ .dbeaver .
Database configurations are stored in the file data-sources. json,database credentials are stored
inthe file credentials-config. json.File credentials-config.jsonis encrypted by a special key
which is stored in CloudBeaver distribution.

User configuration are stored in workspace sub-folders user-projects / USER_NAME / .dbeaver .

Potentially, if an intruder/malware software will get access to CloudBeaver server filesystem, then it
may get access to all stored user credentials. To increase security it is recommended to configure the
server to keep workspace on a shared encrypted network folder (e.g. S3, see S3 Server-side
encryption.

o How to configure S3 encrypted file system on Ubuntu


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://manpages.ubuntu.com/manpages/bionic/man1/s3fs.1.html

Teams

The CloudBeaver provides a team management feature, allowing administrators to create and
manage teams. This feature is integral for organizing users into groups and controlling their access
to various databases.

Teams can also be linked to external identity providers, enabling automatic user assignment based
on group information received during login.

C’{‘-i\) [2] cbacmin @[]

= USERS  TEAMS
=@ Query Manager

€ Driver Management

S5 Connection Templates + ADD © REFRESH DELETE
81 Preferences

&£ Access Management TEAM ID TEAM NAME DESCRIPTION
& Server configuration
v admin Admin

Administrative access. Has all permissions
£ AWS Settings

§ 1dentity Providers

O|I0oO(0|0|0O
I4

dev Developers Dev team
(1 License
o marketing Marketing Marketing team
"l Version update
o user User

All users, including anonymous

Team creation

To create a new team, follow these steps:

1. Navigate to the Settings -> Administration -> Users and Teams -> Teams.

2. Click onthe + Add button.

3. Fillinthe necessary details in the provided fields.
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USERS TEAMS  GLOBAL PERMISSIONS
2 Server Configuration

% Settings
2, Users and Teams + CREATE € REFRESH O DELETE
6 Query Manager

&2 Driver Management

TEAM CREATION
£ AWS Settings

¢ Identity Providers CANCEL CREATE
OPTIONS ~ USERS  PERMISSIONS  CONNECTIONS — J

6 Secret Management

: Al Settings
@ Domain Manager Team ID * Team Name * PERMISSIONS PARAMETERS
(= Product Information de Developers a Admin Full Access AWS Role ARN
Provides access to the CloudBeaver configuration
Description

LDAP Group name

Microsoft Entra ID Group ID

OKTA Group ID

OpenlD Group ID

Field Name Description Additional Info
Team ID A unique identifier for the tea
m.
Team Name The name of the team.
Description A brief description of the team

and its purpose.

Permissions Access level for team members Admin Full Access grants full a
ccess to CloudBeaver settings

Parameters * For group mapping and other See Integration with identity
metadata, e.g. AWS roles providers

Note

The Parameters section is available only after you configure at least one identity provider.




Predefined Team types

CloudBeaver includes two predefined Team types:

Types Description

admin Members of this Team have full administrative pri
vileges within CloudBeaver.

user This Team is for regular users. Administrators assi
gn access to databases (in Team Edition, access to
projects) to this team.

Tip
Administrators can configure the predefined types in the Server Settings. For more information, see Initial data
configuration.

User management

In the Users tab, you can manage Team memberships:

e Toadd auser to the Team, click Edit, select the desired users, and then click Add.

e Toremove a user from the Team, select the user and click Delete.
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[m] L dbeaver@dbeaver
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CREATE

CANCEL
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Tip

One user can be a member of a multiple Teams.

Connection management

In the Connections tab, you can manage which connections are available to the Team:

e To add connections to the Team, click Edit, choose the desired connections, and then click Add.

e Toremove connections from the Team, select the connection and click Delete.
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USERS TEAMS  GLOBAL PERMISSIONS
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TEAM CREATION

OPTIONS USERS PERMISSIONS CONNECTIONS

a eorr R PE——
O CONNECTION NAME ADDRESS O
[m] MySQL@localhost localhost:3306 [m}
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[m]
O
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CANCEL CREATE

CONNECTION NAME ADDRESS

MySQL localhost:3306
MySQL@localhost localhost:3306
PostgreSQL@db1 localhost:5432
PostgreSQL@local.. localhost: 5432

SQLite - Chinock (.

Permission management

Permissions control what actions users can perform in the Data Editor and SQL Editor.

There are two levels of permissions:

e Global permissions - define the default rights for all teams and users, except administrators.

e Team permissions - allow you to customize rights for each team individually. Team permissions
override the global defaults.

In the Permissions tab of a team, administrators can configure what actions team members are
allowed to perform:

Permission

Data copy

Data edit

Data export

Description

Allows users to copy data from
the Data Editor

Allows users to edit data in the
Data Editor

Allows users to export data fro

Related articles

Data Editor

Data Editor

Data export




Permission Description Related articles
m the Data Editor

Dataimport Allows users to import data usi Dataimport
ng the Data Editor

SQL script execution Allows users to execute custo SQL Editor
m SQL scripts
@) [2] cbadmin @ [%]

N USERS TEAMS  GLOBAL PERMISSIONS
&2 Server Configuration

2 Settings
é Users and Teams + CREATE C REFRESH O DELETE
=6 Query Manager
& Driver Management
¥ B TEAM CREATION
£ AWS Settings
$ Identity Providers CANCEL CREATE
N OPTIONS USERS PERMISSIONS CONNECTIONS L J
@ Domain Manager -
=) Product Information
X CANCE RESTORE TO GLOBAL DEFAL
Data copy
Allows users to copy data from the Data Editar
Data edit
Allows users 1o edit data in the Data Editor
Data export
Allows users to export data from the Data Editor
Data import
Allows users to impart data using the Data Editer

SQL script execution

Allows users ta execute custom SQL scripts

Team permissions have priority over global permissions. Each team can have its own set of
permissions, managed independently.

When you change the global defaults, these updates are applied automatically to all teams that are
still using the defaults. Teams with custom permissions set by an administrator are not affected.

Auto mapping of users from identity providers

You can link Teams to external identity providers. This allows CloudBeaver to assign users to Teams
automatically based on group or role information provided at login.



Team membership is managed entirely by your identity provider. There’s no need to manually assign
users - CloudBeaver reads group claims from the authentication token and maps users to Teams
based on matching parameters.

Configuration steps

1. Inthe ldentity Providers settings, specify the attribute or value used to identify user groups or
roles.

Important

CloudBeaver reads this exact attribute during login. If it's missing or misconfigured, Team assignment won’t work.

CONFIGURATION CREATION

& You can configure the list of enabled Identity Providers in the Server Configuration settings

CANCEL CREATE
OPTIONS . e

Provider * OPENID AWS LINKS
© Aws Openid - Client ID * Role ARN Sign in

D+ example123kdjlkj {origin}/api/aws-openid/okta-aws/sig [[)
bl Client Secret Name of an AWS role claim Sign out

Conﬁguraiion Name* | e (o) I groups I {origin}/api/aws-openid/okta-aws/log rE
Okia AWS Integration IDP auth endpoint URL * Redirect

Description htips://dev-example.okta.com/oauth2/v1 . {origin)/apifaws-openid/okta-aws/call I

IDP token endpoint URL *
https://dev-example.okta.com/oauth2/v1

lcon URL
IDP userinfo endpoint URL

2. Inthe Team's Parameters settings, enter the exact group ID you expect from the provider. Use
your provider's tools to inspect the token and find the actual group IDs being sent. Some
providers return non-human-readable IDs ( e.g., UUIDs).



USERS  TEAMS

TEAM CREATION

Team ID *

Description

+ CREATE ¢ REFRESH O DELETE

OPTIONS USERS CONNECTIONS

Team Name *

dev Developers

PERMISSIONS

Admin Full Access
o,

Provides access to the CloudBeaver config:

0 Admin Full Access
Provides access to the CloudBe:

PARAMETERS

AWS Role ARN

aver configuration

CANCEL CREATE

Provider parameter

Microsoft Entra ID

AWS Role ARN

SAML Group ID

Okta Group ID

LDAP Group name

OpeniD Group ID

Expected value

UUID of group

ARN of assumed rol
e

External group nam
eorlID

Group name or inter
nal ID

Group common nam
e

Group name or inter
nal group ID

Example value

73ab4df0-b4b4-4
449-a2cd-187492
3871049278

arn:aws:iam::12
3456789012 :rol
e/DBRole

Admins or b274cd
83-331a-4e4e-9b
8f-921123456789

00g631wgl1gHdgD
fZ0x7

cn=Developers

dev-team or 8e4b
9ff4-11f3-4f1
7-902e-e9e5c1c2
043a

Related articles

Microsoft Entra ID

AWS OpenlD, via
Okta

SAML configuration

Okta OpenlD

LDAP

OpenlD
configuration

When a user logs in through the identity provider (e.g., Okta, Entra ID), CloudBeaver receives an
authentication token. This token includes user details, such as group or role claims. If any value




in the configured attribute (like groups ) matches a Team Parameter, the user is automatically
added to that Team and inherits its permissions.

Important

Attribute name (e.g, groups ) must be configured in the identity provider settings
The value in the Team must match the token value exactly

Group IDs may not be human-readable - use display names with caution

Any string format is accepted

Some providers (e.g., Azure) may limit the number of groups sent in the token

Updating Team memberships

For the changes to take effect, especially in cases where group memberships are updated:

e Users may need to log off and log back in through the Single Sign-On (SSO).

e Alternatively, users can wait for the session to timeout.

These actions ensure that the updated claims from the identity provider are received by
CloudBeaver, thereby refreshing the Team memberships.

Troubleshooting mismatches

If users aren't assigned to a Team after login, check the following:

e Incorrect group ID: The value in Team parameters must exactly match the one sent in the token.
Display names usually won’t work—use raw IDs (e.g., UUID, ARN).

¢ Wrong attribute name: Make sure the identity provider is configured to include the correct
attribute (e.g., groups, roles)inthe token.

e Missing group claim: Some providers don’t send group claims by default. You may need to
explicitly add them in the provider settings.

e Group limit: Azure AD and some other providers may limit the number of groups included in the
token (e.g., 150). Users beyond the limit won't be mapped.

e Session not refreshed: Changes in group membership take effect only after the user logs out
and logs in again (or after session timeout).




Admin password recovery

If you've forgotten the admin password for CloudBeaver, follow these steps to reset it:

Locate the configuration file

1. Access the workspace directory used by the Docker container

Tip

For more information on locating the workspace directory, see Workspace location.

2. Look for the file named .cloudbeaver.runtime.conf inthe .data subdirectory

Edit the configuration file

1. Open .cloudbeaver.runtime.conf inatexteditor

2. Locate theline that begins with "serverName" :

Info

For details on configuration file, see Server-configuration.

3. Delete this line completely

4. Save and close the file

Restart CloudBeaver

Run these commands:

docker-compose stop
docker-compose start

Tip
For more details on Docker Compose commands, see the Docker Compose CLI reference.



https://docs.docker.com/compose/reference/

Reset the admin password

1. Access the CloudBeaver setup wizard in your browser at http://<server-ip>:8978

2. Thenitial server setup wizard will open, allowing you to configure the admin password along
with other settings

Info

Your license, configured connections, and other settings will remain unchanged.

3. Once complete, the admin password is reset and your server will be ready for use



Initial data configuration

This document provides guidelines for configuring administrator credentials and predefined teams
in the CloudBeaver, including their IDs, names, descriptions, and assigned permissions. The
configuration is applied during the first server initialization. If you need to add new teams later,
create them through the Ul.

Tip
By default, the file is located at {WORKSPACE}/conf/initial-data.conf (see Workspace location for details).

For more details on configuration, see the CloudBeaver server configuration.

Example configuration

{
adminName: "cbadmin",
adminPassword: "cbadmin_password",
teams: [
{
subjectId: "admin",
teamName: "Admin",
description: "Administrative access. Has total and full
authority.",
permissions: ["admin"]
Be
{
subjectId: "user",
teamName: "User",
description: "Standard user",
permissions: []
}
]
}

Configuration properties

Name Description

subjectId ID for the team.



Name Description

teamName Name for the team.

description Team description.

adminName Admin name.

adminPassword Admin password.

permissions Permissions for the team. Only two roles are avail

able: administrators and other users. To assign ad
min access, specify "admin" .

Note

By default, admin configurations are not created automatically, but you can create them manually if needed.




Global Permissions

Note

This feature is available in Enterprise and AWS editions only.

Global permissions define the default rights applied to all non-administrator users. They control
which actions are allowed in the Data viewer, such as copying, editing, or importing data.

Administrators can manage global permissions in Settings -> Administration -> Users and Teams ->
Global Permissions.

Global permissions apply to all teams and users (except administrators) and act as the baseline. If a
team has custom permissions set by an administrator, those team permissions override the global
defaults. Only teams that use the defaults will be affected when global permissions are changed.

Tip

To learn how to configure permissions for specific teams, see Permission management.

Available permissions

The following actions can be enabled or disabled globally:

Permission Description

Data copy Allows users to copy data from the Data Editor.
Data edit Allows users to edit data in the Data Editor.

Data export Allows users to export data from the Data Editor.
Dataimport Allows users to import data into the Data Editor.
SQL script execution Allows users to execute custom SQL scripts.

Restoring defaults

At any time, administrators can click Restore defaults to reset global permissions to their original
values.



Proxy configuration

CloudBeaver includes a built-in reverse proxy for secure access and load balancing.

This article explains how to set up a proxy in the CloudBeaver Compose setup.

e CloudBeaver AWS uses the default pre-configured proxy setup as the Enterprise Edition.

e Community Edition users need to configure the proxy manually.

For proxy configuration in other deployment types, see README in the cloudbeaver-deploy repository.

Configure proxy server

Note

This feature is available in Enterprise and AWS editions only.

Startingin version 25.1, CloudBeaver supports two proxy types: Nginx and HAProxy. Set the proxy
typeinyour .env file:

PROXY_TYPE=nginx # Options: nginx, haproxy

If you previously used Nginx and want to switch to HAProxy, you can do it without losing
configuration or SSL certificates - shared Docker volumes handle it.

Info

For details on environment configuration, see CloudBeaver Enterprise deployment from Docker Compose

Proxy ports

When using Docker Compose with network_mode: host,set portsinyour .env file:

LISTEN_PORT_HTTP=80
LISTEN_PORT_HTTPS=443

These control which ports the proxy listens to inside the container.


https://github.com/dbeaver/cloudbeaver-deploy

WebSockets

For real-time updates and SSO, CloudBeaver requires sockets. For configuration details and
troubleshooting, see WebSockets.

Important

Default deployments are preconfigured. The socket uses the same host and port, and switches to wss when the server
uses HTTPS.

Extra step for Nginx

If you use Nginx and set a custom COMPOSE_PROJECT_NAME inyour .env,pass it explicitly in the
container’s environment block:

environment:
- COMPOSE_PROJECT_NAME=S${COMPOSE_PROJECT_NAME }

Note

This isn’'t needed for HAProxy - it resolves service names via Docker DNS.

Force HTTPS mode

Force HTTPS enforces secure connections across the entire application. When this option is
enabled, the server automatically redirects all HTTP requests to HTTPS and sets cookies with the
Secure flag, so they’re never sent over unencrypted channels.

Why enable force HTTPS

e Protect sensitive data - ensures that credentials, tokens, and query results are never
transmitted in plain text

e Stay compliant - many organizations, regulations, and audits require HTTPS-only
communication

e Remove inconsistencies - even if users try to connect via http://,they’re redirected to
https://

e Harden authentication - secure cookies prevent hijacking over unencrypted channels



Tip
Browsers like Chrome may auto-upgrade some HTTP connections, but this isn’t guaranteed for all users or environments.
Force HTTPS ensures the same security policy everywhere.

Turn on force HTTPS

1. Youcanenable Force HTTPS in one of the following ways:
e duringinitial setup, in the Easy Config wizard when starting the application
e |ater, in Settings -> Administration -> Server configuration

e or, by setting the environment variable:

CLOUDBEAVER_FORCE_HTTPS=true

Info

For details, see Server configuration.

2. Confirm that your proxy already has valid SSL certificates

Info

For details, see SSL certificates.

Once enabled, all requests over port 80 will be redirected to 443, and session cookies will be marked
secure.

Warning

If SSL isn’t configured in the proxy, enabling force HTTPS will make the application unreachable.

Multiple server URLs

You can allow access from several domains instead of a single entry point. This improves SSO,
migration, and high-availability scenarios.

For details, see Multiple server URLs.



Nginx configuration in CloudBeaver Community

In the Community Edition, you can configure Nginx manually to set up a web server in front of
CloudBeaver.

If you prefer, you can configure HTTPS directly for the Jetty server. For details, see Jetty
configuration.

1. Install Nginx on your server. Refer to the official Nginx documentation.
2. Add a proxy configuration:
a. Open the main Nginx configuration file in a text editor.

b. Inyour Nginx configuration file inside the http section, add the following:

server {

listen 80;

server_name _;

client_max_body_size 500M;

location / {
proxy_pass http://127.0.0.1:8978;
proxy_set_header Host Shost;
proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto Sscheme;
proxy_http_version 1.1;
proxy_set_header Upgrade Shttp_upgrade;
proxy_set_header Connection "upgrade";

To ensure the client’s real IP address is forwarded when using Nginx, add the
forwardProxy:true parameter to your server configuration.

3. Apply the changes:
e Reload the Nginx configuration.

e Open CloudBeaver in your browser using http://127.0.0.1.


https://nginx.org/en/docs/install.html
https://docs.nginx.com/nginx/admin-guide/basic-functionality/runtime-control/

WebSockets

WebSockets are critical for CloudBeaver. If they are blocked, the Ul may look normal but never
refresh, SSO may hang, and query results may not appear.

Typical traffic over the socket includes:

o the SSO login flow
e metadata changes (scripts, connections)

e SQL execution

Requirements for WebSockets

Important

CloudBeaver deployments are preconfigured. The socket uses the same host and port, and switches to wss when the
server uses HTTPS. For details on enabling HTTPS in CloudBeaver, see Force HTTPS mode.

If you use a different proxy or network stack, make sure it meets these requirements. No extra ports
or domains are needed:

Area Requirement

Protocol Use HTTP/1.1 to upstream, do not downgrade to
HTTP/1.0

Upgrade Pass Upgrade and Connection: upgrade he

aders unchanged

Connection stability Keep the socket open with generous read/idle tim
eouts
Scheme Match the server scheme: ws:// over HTTP, ws

s:// over HTTPS

Endpoint /api/ws onthe same host and port (e.g. ws
s://<your-domain>/api/ws)

TCP port Same as the server - no extra port required



Area Requirement

Metadata Preserve Host, X-Forwarded-Proto,andrela
ted headers

Proxy behavior Do not rewrite, buffer, or compress WebSocket fr
ames

Load balancing Pin a client to the same backend for the socket’s li
fetime

Network filtering Ensure firewalls, VPNs, and security proxies allow
WebSocket traffic

CDN/WAF Some providers (e.g., Cloudflare) block WebSocke

ts by default - enable them

Quick checklist

1. Open the browser devtools Network tab, filter by ws . Asingle ws or wss connection should
establish with HTTP 101 and stay open

2. Iftheserveris HTTPS, the socket must be wss too. Mixed content will be blocked by the
browser

On the proxy, confirm HTTP/1.1 to upstream and upgrade headers are passed
4. Increase idle timeouts so long tasks do not drop the socket

Check corporate VPNs or filtering proxies that block or rewrite WebSockets

Tip
If the socket connects, then closes after a minute or two, it is usually a proxy or load balancer timeout. Increase the read
timeout, and keep HTTP/1.1 with upgrade headers.

WebSockets fallback

CloudBeaver uses WebSockets for real-time communication. If WebSockets are not available
because of network or proxy restrictions, the server automatically switches to HTTP Long-Polling.

No configuration is required. The fallback works automatically and uses the same event flow.

What changes when fallback is used:



the Ul loads and continues to work
SSO and background tasks still run
updates may appear with a short delay compared to WebSockets

HTTP requests are used more often than with a persistent WebSocket connection



Multiple Server URLs

Multiple server URLs let you control from which domains users can access the application.
Administrators can list several allowed domains instead of relying on a single entry point.

Why enable multiple URLs

Internal vs external access - give employees a private domain while exposing a separate one for
customers or partners

Single sign-on requirements - many SSO providers bind logins to a single domain; with multiple
URLs you can support both internal SSO and external SSO flows

Security hardening - redirect users who open the app from unapproved domains to the primary
URL

Business continuity - keep backup domains to handle DNS outages or corporate network
routing issues

Smooth migrations - support both old and new domains during a transition period without
breaking access

Tip

Always configure Force HTTPS first, so all listed domains redirect consistently to HTTPS.

How it works

add one or more domains in Allowed server URLs (line-separated)
the first domain becomes the primary entry point - all redirects point there
users opening the app from unlisted domains get redirected to the primary URL

if no domains are listed, the app accepts requests from any domain

Configure multiple URLs

1
2
3.
4

Go to Settings -> Administration -> Server configuration
Find Allowed server URLs
Enter domains, one per line

Press Save



Info

You can also add domains directly in the server configuration file under the supportedHosts list. When a domain is
generated through the CloudBeaver (with Domain Manager), it's added to Allowed server URLs automatically. For
details, see Server configuration.

Input rules

e enter hostnames only, without scheme or path, for example:

Example

app.example.com
app-ext.example.com

if you paste a full URL, the server keeps only the host during parsing

separate entries with line feeds

the field is editable and optional

values are validated - extra symbols, paths, and wildcards are rejected

Warning

The server never redirects to a host that isn't on this list.

Force HTTPS with multiple URLs

e HTTPS enforcement is controlled by Force HTTPS
e when Force HTTPS is on, the app redirects http:// to https://

e when domains are created automatically by Domain Manager, the flag is also switched to
HTTPS

How Force HTTPS and multiple URLs work together

e Force HTTPS - ensures all traffic is encrypted and cookies are secure

e Multiple server URLs - restricts access to approved domains and sets a primary redirect target

Combined, they guarantee secure and consistent access.




SSO and identity providers

e during OAuth and other SSO flows, the app uses the current request URL, not a legacy single
“server URL’ value

e restricting the list helps avoid redirects to unapproved domains during login

Work with domain manager

e if you use Domain Manager, add new domains to the end of the list

e don't replace existing entries - keep historical domains during migrations until traffic fully moves

Best practices

e keep 3-5 domains max
e prefer DNS names
e put the domain you want in browser address bars first

e review proxy rules for nginx or haproxy so external HTTPS requests are passed correctly



Secret management

Secret providers

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver supports external secret managers to store connection credentials outside the

application.

Instead of entering connection details manually, you store them in your secret provider and
reference the secret by name when creating a connection. CloudBeaver retrieves the values at
runtime and applies them automatically.

Typical workflow:

1. Create asecret in your external provider - see Secret requirements for field requirements.

2. Configure asecret provider in CloudBeaver - see Set up secret providers.

3. Create a connection and enter t

he secret name.

Tip

See step-by-step example for creating and using a secret.

Supported providers

Secret manager

AWS Secrets Manager

AWS Systems Manager Param
eter Store

HashiCorp Vault

Description

Managed service from AWS fo
r storing and retrieving secrets
securely. Requires IAM permis
sions.

AWS service for storing config
uration data and secrets. Integ
rates with IAM and supports e
ncryption via KMS.

Open-source tool for managin

Documentation

AWS documentation

AWS documentation

HashiCorp documentation


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/configure-asm.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://developer.hashicorp.com/vault/docs

Secret manager Description Documentation

g secrets and protecting sensiti
ve data. Supports fine-grained
access control.

CyberArk Enterprise-grade security platf CyberArk documentation
orm designed for managing pri
vileged access and secrets.


https://www.cyberark.com/

Secret requirements

Note

This feature is available in Enterprise and AWS editions only.

This guide explains:

e which fields are read from a secret provider and mapped to connection configuration.
e how toreference a secret by name in the Connection wizard.
e how to troubleshoot common issues.

A secret must contain connection parameters with names and values that match the selected
database driver. These values are applied to connection settings at runtime.

Tip

For a step-by-step example, see Set up a secret provider.

Supported fields

CloudBeaver reads connection parameters from key-value pairs in a secret and applies them to
connection settings. The secret must store data in key-value format.

Important

e Key names must match driver connection parameter names. For information on driver-specific fields, see your
database driver documentation.

e Values from the secret override values entered in the connection configuration.

Type Description

Connection parameters Standard connection settings such as host, port, d
atabase, or URL.

Credentials Authentication settings such as username and pa
ssword.
Driver properties Additional parameters supported by the selected

database driver.



Field mapping example

Secret:
{
"host": "db.example.com",
"port": 5432,
"user": "admin",
"password": "password"
}

Connection settings:

e Host-> db.example.com
e Port-> 5432
e Username-> admin

e Password-> password

Secret name format

When creating a connection, select a secret provider and enter the secret name in the Secret
parameters field.

The value must match the identifier used in your provider.

e For HashiCorp Vault, use the full secret path (for example, secret/demo-db ).
e For AWS Secrets Manager, use the secret name (for example, my-secret ).

e For CyberArk Conjur, use the full variable path (for example, db/postgres/demo-db ).

Troubleshooting

Incorrect secret path
If the secret path does not match the location in your provider:

e \Verify the path format for your provider.

e For Vault, use the full path (for example, secret/dvdrental).



Missing permissions
If the current authentication does not have access to the secret:

e Check token or role policies.

e Ensure the pathis allowed (for Vault KV v2 - secret/data/... ).

Incorrect keys

If the secret uses incorrect keys, verify key names match driver parameters.



Configure secret providers

Note

This feature is available in Enterprise and AWS editions only.

Before adding a secret provider in CloudBeaver, make sure:

e The provider is set up and accessible.
e You have the required permissions.

e Secret management is enabled in the server configuration.

Info

See step-by-step example for creating and using a secret.

Turn on secret management

1. Signinasanadministrator and go to Settings -> Administration -> Server Configuration.
2. Inthe Configuration section, enable Secret Management.
3. Click Save.

Once enabled, a new Secret Management tab appears in the interface.

Add a secret provider

1. Open the Secret Management tab.
2. Click + Add.

3. Choose a provider from the dropdown list.

AWS secrets

1. Fillin the required fields.



@

2 Server Configuration
+ ADD ¢ REFRESH [ DELETE
5 Settings

2, Users and Teams

56 Query Manager

) OPTIONS
€} Driver Management
& AWS Settings
9 Identity Providers Provider *
@ Secret Management WS Secrets ~
& Al Settings
D *

@ Domain Manager

awssecrets

[ Praduct Information
Configuration name *

AWS Secrats

Deseription

Read datasource parameters from AWS secrets using
static cradentiols y

[&] cbadmin @) [B]

CAMNCEL CREATE

PARAMETERS

Credentials

Accessfsecret keys v

Region *

useast2 ~

Access Key

EXAMPLE_KEY

Secret Key

@
Session Token
AWS Assume Role Name
For technical as:
request T
Field Description

ID
Configuration name

Description (Optional)

Credentials

2. Click Create to save the configuration.

AWS Integrated Cloud Secrets

1. Fillinthe required fields.

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this secret provid
er configuration.

Method used to authenticate with AWS.




@ @chadmin @ E

2 Server Configuration
+ ADD ¢ REFRESH O DELETE
8 Settings
2, Users and Teams
<@ Query Manager CONFIGURATION CREATION
& Driver Management
&3 AWS Settings CANCEL CREATE
OPTIONS
¢ identity Providers —_—

& Secret Management

o Provider * PARAMETERS
Bl ettings

@ Domain Manager AWS Integrated Cloud Secrets ~ Region *

[=) Product Information D * eu-central-1

aws-integrated

Configuration name *
AWS Integrated Secrets Cloudld *

AWS
Description

Read datasource parameters from AWS secrets using
cloud configuration

#
Field Description
ID nter a unique identifier for the configuration.
Configuration name Enter a descriptive name for this configuration.
Description (Optional) Provide a brief description of this secret provid

er configuration.

Region AWS region where secrets are stored.
CloudlId AWS configuration settings. This field populate

s automatically if you have configured the
Cloud Explorer.

Vault secrets

1. Fillinthe required fields.
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& Server Gonfigursion + ADD C REFRESH 0 DELETE
11 Global Preferences
2, Users and Teams

&5 Connection Templates CONFIGURATION CREATION
6 Query Manager

& Driver Management

OPTIONS
£3 AWS Settings .
¢ Identity Providers
Provider * D *
& Secret Management
Vaul secrets - wault-seeret
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@ Domain Manager

Configuration name *
=) Product Information

Vault

Description

Read datasource parameters from AWS secrets

&
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PARAMETERS

Vault server URL *

hitps:/f<vault-server-ip> 8200

Authentication Type *

TOKEN v

Vault JWT Provider ID

vault-cloudbeaver

Vault Role Claim

user]

Token

Field

ID

Configuration name

Description (Optional)

Authentication Type

Description

Enter a unique identifier for the configuration.

Enter a descriptive name for this configuration.

Provide a brief description of this secret provid
er.

Select an authentication type ( TOKEN, JWT, U
SERNAME_PASSWORD ).

Note

When using USERNAME _PASSWORD or TOKEN authentication, all users will have the same level of access to all
secrets. If you need access control with different permissions for users, use JWT authentication.

2. Click Create to save the configuration.




Authentication types

USERNAME/PASSWORD AUTHENTICATION

Use a username and password to authenticate with the Vault server.

Field

Username

Password

TOKEN AUTHENTICATION

Description

Username for authentication.

Password for authentication.

Use an authentication token to access the Vault server.

Field

Token

JWT AUTHENTICATION

Use a JSON Web Token (JWT) for authentication.

Field

Vault server URL

Vault JWT Provider ID

Vault Role Claim

Description

Authentication token required to access the Vault
server.

Description

URL of the Vault server used to retrieve secrets.

Identifier for the JWT provider created on the Va
ultside ( Auth Method in Vault).

The value of the role name in the JWT token wher
e the customrole is stored. See the configuration
steps below.



CONFIGURING JWT AUTHENTICATION

JWT authentication requires an external Single Sign-On (SSO) provider (e.g., Okta) because Vault
does not generate JWTs internally. It works with any OpenlD Connect (OIDC) provider that issues
JWT tokens.

This configuration happens on the Vault side and includes setting up authentication methods,
validation rules, and role mappings.

Note

You must be logged into CloudBeaver with the same authentication provider that Vault is configured with. For instance, if
Vault is set up with Okta, you must log in through Okta - logging in through a different provider, like Google, will not work.

1. Enable the JWT authentication method in Vault

e Enable JWT authentication.

e Configure JWT validation settings, such as issuer and audience.
2. Create arolein Vault

o Vault does not assign roles automatically.

e Usethe APltocreatearole.

e Define policies and specify claims for user identification.

a. Configure role assignment in the SSO provider

e Ensure your SSO provider includes user roles in the JWT.

Info

Use the SSO provider's documentation to configure role claims.

b. Match the Vault Role Claim with a JWT claim
e The Vault Role Claim field should match the custom claim in the JWT token.

e |[fitdoes not match, authentication will fail.

Info

See the Vault documentation for more details.

CyberArk

1. Fillinthe required fields.


https://developer.hashicorp.com/vault/api-docs/auth/jwt#create-update-role
https://developer.hashicorp.com/vault/docs/auth/jwt

(eF2
£ Server Configuration
@ Settings
2, Users and Teams
56 Query Manager
&2 Driver Management
£3 AWS Settings
¢ Identity Providers
@ Secret Management
i Al Settings
@ Domain Manager

[=) Product Information

+ ADD C REFRESH O DELETE

CONFIGURATION CREATION

OPTIONS
Provider * 1D *
CyberArk - are

Configuration name *

Gyberare

Deseription

Read datasource parameters from AWS secrets

PARAMETERS

2] coaamin @ [=]

[ CANCEL ] CREATE

Server URL *

hitps://eyberark example.comy

The URL of the Cyberark server

Account *

myorg

The CyberArk account name

Login *

admin

The user login in CyberArk

APl Key *

The API key used for authentication

Field

ID

Configuration name

Description (Optional)

Server URL

Account

Login

API Key

Policy branch

Description

Enter a unique identifier for the configuration.

Unique identifier for the secret configuration in
CloudBeaver.

Provide a brief description of this secret provid
er.

URL of the Conjur OSS server (e.g., http
s://conjur.example.com).

Conjur tenant or organization account name
(e.g., myorg).

Conjur user ID used for authentication.

APl key associated with the Conjur user for au
thn login.

Path to the policy namespace where secrets ar
estored (e.g., dev/app).




Field

Trust CyberArk SSL Certificate (Optional)

Description

Trust the CyberArk server's SSL certificate wit
hout manual import. Enable this if you're using
a self-signed certificate or connecting to a serv
er whose certificate isn't trusted by default.

Info

For more details on authentication, policy structure, and SSL configuration, CyberArk official documentation.

Click Create to save the configuration.



Secret provider setup example

Note

This feature is available in Enterprise and AWS editions only.

This guide shows a basic setup for a secret provider using the web Ul. The example uses HashiCorp

Vau

It, but the same approach applies to other providers.

Enable KV secrets engine

1
2
3.
4

Open the Vault Ul.
Go to Secrets Engines.
Click Enable new engine +.

Select KV, set Path to secret, and click Enable Engine.

v Enable a Secrets Engine

Generic
Dashboard r

Secrets Engines @ EJ «? ) &=
i PKI SSH Transit TOTP LDAP
Access
Certificates
Tools
Cloud
(@] aws i ) 2y
AliCloud AWS Azure Google Cloud Google Cloud
KMS

Kubernetes

Tip

If KV is already enabled, reuse the existing mount path.

Create a secret

1. Goto Secrets Engines -> secret.

2. Click Create secret +.

3. Enter name.




4. Add key-value pairs.

dvdrental
dvdrental =

Overview Secret Metadata Paths  Version History

Dashboard
Secrets Engines ISON Delete Destroy Capy v Version 8 v Create new version +
Access > Key Value Version 8 created Apr 21, 2026 03:15 PM
Tools

database B & & dudrental

host B & & localhest

password @ & © sssssssssss

port B & & 5432

user F & @& sssssssssss

5. Click Save.

Create a connection

1. Start creating a connection.

2. Inthe Create Connection wizard, go to the Main tab, choose a Configuration Name and enter
the Secret Name in the Secret Parameters section.



CANCEL TEST CREATE
MAIN DRIVER PROPERTIES SSH TUNNEL ssL Al

Driver Configuration SECRET PARAMETERS
W Posigresat il Hik Secret Name * Canfiguration Name
Host * Vault_token Vault_token v
lacathast
Paort v MISC
e User role
Database

* DATABASE LIST
+ 500
AUTHENTICATION
Usernamespassword ~ * EXPERT SETTINGS
User name

Connection name *

PostgreSaLElocalhost
User password

Note

Secret name format depends on the provider. See Secret name format.

If required fields are missing in the secret, enter them manually.
Click Test to verify your settings.

Click Create to save the connection.



Pre-configured database connections

Pre-configured database connections

As an administrator, you can pre-configure database connections for your CloudBeaver server.
Users just pick a connection from the toolbar and enter their credentials - no other setup needed on
their side.

Datasources configuration file

Connections are defined in data-sources.json,locatedin ${WORKSPACE}/workspace/
GlobalConfiguration/.dbeaver .

Tip

To find your workspace, see Workspace location.

Pre-configuring credentials

If you deploy the server repeatedly, you can include credentials directly in data-sources.json
instead of setting them up in the Ul each time.

Warning

Credentialsin data-sources. json arestoredin plain text until the first connection. Make sure no unauthorized
users have access to the server config files during this time.

To pre-configure credentials:
1. Add auth-properties with your credentialsto data-sources.json.The auth-properties
field names depend on the auth model.
2. Starttheserver.
Open the connection in the Ul for the first time.

4. CloudBeaver encrypts the credentials, removes them from data-sources. json,and users can
connect from now on without entering credentials.



Example

{
"folders": {},
"connections": {
"postgres-jdbc-test": {
"provider": "postgresql",
"driver": "postgres-jdbc",
"name": "PostgreSQL_test",
"configuration": {
"host": "localhost",
"port": "5432",
"database": "postgres",
"url": "jdbc:postgresql://localhost:5432/postgres”,
"configurationType": "MANUAL",
"type": "dev",
"closeIdleConnection”: true,
"auth-model": "native",
"auth-properties": {
"name": "postgres",
"password": "postgres"
Fe
"bootstrap": {
"autocommit": true

This file follows the same format as the DBeaver datasources configuration file. You can create this configuration in
DBeaver and then copy it to your CloudBeaver server.

SSH tunnel credentials

To pre-configure SSH tunnel credentials, add them to the handlers.ssh_tunnel block inside the
connection configuration.


https://dbeaver.com/docs/dbeaver/Configuration-files-in-DBeaver/#other-configuration-files

Example

"handlers": {
"ssh_tunnel": {

“type": "TUNNEL",

"enabled": true,

"save-password": true,

"properties": {
"host": "your-ssh-host",
"port": 22,
"authType": "PASSWORD",
"keyValue": "your-ssh-key",
"user": "your-ssh-username"

Managing access to connections

You can control which users and teams have access to each pre-configured connection. For details,
see Pre-configured permissions for connections.



Pre-configured permissions for connections

You can control access to pre-configured connections for specific users and teams using a
permissions configuration file.

The configuration is located in ${WORKSPACE} /workspace/GlobalConfiguration/.dbeaver/data-
sources-permissions.json (see Workspace location for details).

Important

The permissions configuration is applied on the first server start and on each restart. Make sure the required users and
teams already exist before assigning permissions:

o Users

e Teams

For details on creating predefined teams, see Initial data configuration.

Example configuration

"cql-19a9cde51ac-5136c4907ffd12f4": ["test_team"],
"postgres-jdbc-19a9cch2cBe-201a227bc74f6a48" : ["test_team", "user"]

e '"cql-19a9cde51ac-5136c4907ffd12f4" and "postgres-
jdbc-19a9cch2cPe-201a227bc74f6a48" - connection IDs. You can get them from the
connection configuration file.

e ["test_team", "user"] -listof users and teams who will have access to the connection.
CloudBeaver officially supports modern desktop browsers with active security updates:

e Google Chrome
e Mozilla Firefox
e Microsoft Edge
e Apple Safari

For the best experience, use the latest stable browser version. Older browser versions may load
incorrectly or fail to render parts of the interface.



Warning

Safariis updated together with macOS. If you're using an older macOS version, your Safari version may be too old to work
correctly with CloudBeaver.

If CloudBeaver doesn’t open or the Ul looks broken, first try updating your browser or switching to a
supported one.



Logs

Log viewer

CloudBeaver supports viewing and analyzing user logs through the built-in Log Viewer tool. You can
use it to quickly identify issues and get detailed error information.

Open the Log Viewer

1. Goto the Tools menu on the top toolbar.

2. Select Log Viewer.

View log details
Logs appear with timestamps and brief descriptions. To get detailed info on a specific error:

1. Click theerror link in the log.
2. View the detailed information in the panel displayed on the right.

"

LOG VIEWER
TIME MESSAGE O CLEAR COPY CLOSE
A 55345PM Error executing query: SOL Error [42703]: ERROR: column “artisti” does not exist  ERROR 2025-03-18T16:53:45.000Z
5:48:53 PM Load Schema Error executing query:
54853 PM Laaditems SQL Error [42703]: ERROR: column "artisti” does not exist
Position: 8
5:48:53 PM Load Roles
5:48:53 PM Load System Info io.cloudbeaver DBWebException: Error executing query:
§ SQL Error [42703]: ERROR: column “artisti” does not exist
5:48:53 PM Load Starage Position: 8
5:48:53 PM Load Extensions at
. io.cloudbeaver.service.sgl WebSQLProcessor. processQuery(WebSQLProc
24853 P Load Event Triggers essorjavai273)
5:48:53 PM Load Schemas at
5.48:53 PM Laadileme.... io.cloudbeaver.service.sqlimpl. WebServiceSQLSZ run(WebServiceSOL jav
a472)
5:48:53 PM Load Database at
b d i vebSession java:sil)
54853 PM Load items i, s:ou.Luaveu.muJe\.sess.on.WLbSessquSI.run[v ebSession java:571)
5:48:52 PM Load System Info org jkiss.dbeaver. madel runtime.AbstractJob.run(Abstract.Job java 119)
5.48:52 PM Load Administer at ora.eclivse.core.internal.iohs Worker.run(Worker.iava:63)
5:48:
Tip
You can customize the default logging settings for your server. For information on configuring logs, see Product settings
parameters.




Disable log viewer for users
To prevent users from viewing logs:

1. Open Settings -> Administration -> Settings.
2. Under Tools, select Disable log viewer.

3. Save your changes.

Info

When this option is enabled, the Log viewer tab is hidden for all users, including administrators. Administrators can still
access logs through other ways - on the server, in audit logs, or in the Server database.




Audit logging

© Since 26.0

This feature is available in Enterprise and AWS editions only.

CloudBeaver provides an Audit logging panel for reviewing API activity. Use it to see who
performed an action, when it happened, and which endpoint was involved.

When enabled, the panel logs authentication events, project and connection changes, SQL and file
operations, cloud storage activity, license and server configuration updates, preference changes,
user and team management actions, and other system-level activities.

@ @chadmm ® E

2 Server Configuration Saar andpoint A AIEYe @s

80 Settings

é. Users and Teams TIME USER PROTOCOL METHOD ENDROINT SERVICE P ADDRESS RESULT PARAMETERS

56 Query Manager 4 4484BPM  cbadmin GraphaL POST b ")

E4 Driver Management [  44847PM  cbadmin Graphtil POST cb mom

2 Audit loggin r

= o [ 44847PM  cbadmin GraphdL POST b ') {withDetails=false, nodePathsresourc.

¢ Identity Providers
[4  44847PM  cbadmin GraphaL POST b . {inclugeDriverParamete

i Secret Management
[2  44847FM  cbadmin Graphdl POST b

5 Al Settings
[ 44847PM  cbadmin GraphdL POST naviodeChildien b Success {limit=100.0, withDetails=false, withFil

@& Demain Manager
© 48:47 P adn GraphtL POST getUserConnection 2 ctradmin, g

E Product information 4  44847PM  cbadmin Graphal 05 getserConnections b lu_cbadmin, g
[2  44847FM  cbadmin Graphdl POST navodeChildien cb
& 44847 PM cbadmin GraphQL POST geiClouds cb " = Success
[4  44847PM  cbadmin GraphaL POST getProduciLicense b [] [l Success
[ 44847PM  cbadmin Graphal POST getProjectList ch . e Success
[ 44847PM  cbadmin GraphaL POST getServerLicenseStatus  ch L] L] Success {sessionid=3385dd9a-3
4 44847PM  cbadmin GraphaL POST sessionPermissions b Success {sessionid=338500%a-3b3-43ad-2b22
[4  44847PM  cbadmin Graphil POST getProductinfo b L] L] Success (sessionid=33850050-3b13-4304-ab22
[ 44847PM  cbadmin GraphaL POST getActiveUser b ") Success {sessio
4 44847PM  cbadmin Graphal POST openSession b LR ] Success {defaultocalezen, sessionid=3385dd
[4  44847PM  cbadmin Graphil POST getActiveliser b " Success {sessionid=3385d090-3bf3-4304-ab22
& a4ba7PM  @unauthorized®  Graph(L POST thLegin eb =om Success {linkUsersfalse, providersiocal, creden
4 44844PM  @unouthorized@  Graphal POST sessionPermissions b Success {sessionid=null}

For technical assistance, submit & A 4dRdipa aumawthorizedd Granhil PnsT natduhBravidre oh Sunracs teascinnidzmili
request Tech Support

Enable audit logging

1. Open Settings -> Administration -> Settings
2. Navigate to Administration -> Logger

3. Enable Audit all APl requests to the database
4

Save changes



After you enable this option, the Audit logging tab appears in the sidebar.

Manage audit logs

The Audit logging panel includes standard table controls. Use them to search records, adjust the

table layout, and manage how data is refreshed.

Action Icon
Search

Options T
Column manager =
Refresh i
Auto refresh @
Information A

Export audit logs

Audit logs can be accessed from the following sources:

Description

Search records by endpoint usi
ng the field above the table.

Configure date range, sorting o
rder, fetch size, auto refresh be
havior, delay interval, and filter
records by user name or IP add
ress.

Show or hide columns.

Manually reload the table data.

Automatically update the tabl
e. Click the button to disable a
utomatic refresh.

Open the selected recordinar
eadable format. Clicking the ic
on expands a detailed view of t
he API request.

e Database - logs are stored inthe QM_API_CALL_LOG table of the internal query manager

database. For details, see Server database.

o Browser -open: http://<your-host>:<your-port>/api/

apiCalllLog?from=2025-06-26T20:00:00&t0=2025-06-26T23:59:59



Tip
Always apply filters ( from, to,etc.) to avoid overloading the server. You must be logged in as an administrator to view
logs in the browser.




Log customization

CloudBeaver uses logback.xml to configure server logging. This file controls log level and log
message pattern.

Info

For details on viewing logs directly in the CloudBeaver, see Log Viewer.

Default logging configuration

CloudBeaver's default logback.xml :

<?xml version="1.0" encoding="UTF-8"?>
<configuration>

<appender name="CONSOLE" class="ch.qgos.logback.core.ConsoleAppender">
<layout class="ch.qos.logback.classic.PatternLayout">
<Pattern>
%d{dd-MM-yyyy HH:mm:ss.SSS} [%t] %-5level %logger{36} - %msg%n
</Pattern>
</layout>
</appender>

<statusListener class="ch.qos.logback.core.status.NopStatusListener"/>
<logger name="org.jkiss" level="DEBUG"/>

<logger name="com.dbeaver" level="DEBUG"/>

<logger name="io.cloudbeaver" level="DEBUG"/>

<logger name="org.apache.kafka" level="WARN"/>

<root level="INFO0">
<appender-ref ref="CONSOLE"/>

</root>

</configuration>

Customize logging level and pattern

Customize CloudBeaver logging by creating a custom logback.xml file:

1. Create and save your custom logback.xml file onyour server.

2. Mount your custom directory to the container's /opt/cloudbeaver/conf/custom folder.



3. Restart CloudBeaver to apply your new logging configuration.

Info

For mounting details, see Docker volumes documentation.

Logging level
Set the logging level in the <root> element's level attribute:

e ERROR:logserrorsonly.

e WARN : logs warnings and errors.

e INFO:standard logs (recommended for everyday use).
e DEBUG : detailed debugging info.

e TRACE : maximum verbosity for troubleshooting.

Example:

<root level="WARN">
<appender-ref ref="CONSOLE" />
</root>

Info

To enable detailed logging of GraphQL queries, turn it on in Global preferences.

Logging pattern

Define custom log message patterninthe <Pattern> element.

Example (time only):

<Pattern>
%d{HH:mm:ss} [%t] %-5level - %msg%n
</Pattern>


https://docs.docker.com/storage/volumes/

Customize logging in Preferences

In addition to editing logback.xml,you can configure logging directly in the CloudBeaver
preferences. These options let you:

e save all APl requests in the Query Manager database
e choose how many days to keep logs

e |og GraphQL requests to console

For details, see Preferences - Logger settings.



Query manager

Query manager

Note

This feature is available in Enterprise and AWS editions only.

The Query Manager in CloudBeaver allows administrators to monitor and manage all queries
executed within the system. It shows query details, including SQL text, execution time, affected
rows, connection details, and execution results.

To access the Query Manager, navigate as administrator to Settings -> Administration and select
the Query Manager tab.

@ @

& Server Configuration R LW T3Q@®

52 Settings

2 Users and Teams USER TIME TYPE TEXT DURATIGN ~ ROWS ~ RESULT  COMNECTION CONTEXT "®
=& Query Manager & cbadmin  05/21/26,03:39:09 PM Disconnected from "MySQL" 3185103 Success  MySQL Metadata 178.220.144.218
2
& Driver Management 7 cbadmin  05/21/26,0339.09 FM Disconnected from MySQL" 186553 Success  MySQL Main 178220144218
B Auditlogging . N -
[ cbadmin  05/21/26,0250:19PM  SQL/User  SELECT city.city id, city.city, country.county, 174 200 Su MysaL Main 176.220.144218
£ AWS Settings
(5 cbadmin  05/21/26,0246:07PM  SQL/User  SELECT c* FROM sakilacity AScLIMIT0,200 258 200 Success  MySOL Main 176.220.144.218
§ Identity Providers
A cbadmin  05/21/26,02:46:04 PM Connected to "MySQL" 3185103 Success  MySQL Metadata 178.220.144 218
@ Secret Management
§ @ cbadmin  05/21/26, 02:46:02 PM Connected to "MySQL" 3186553 Success  MySQL Main 178.220.144 218
& Al Settings
2 ebs 121/ fUser  SELECTd* ¢ Y racle (Legacy)@ ' in 20.144.2
@ Domain Manager S 05/21/26,01:5826 PM  SQL/User  SELECT d.* FROM SCOTT.DEPT ¢ 63 4 su Oracle (Legacy)@152.166.0.119 Mol 176.220.144.218
Product Information 7 cbadmin  05/21/26,01:57:13 PM Connected to “Oracle (Legoey)@192.168.0.11 0 Suecess  Oracle (Legacy)@192.1680.119  Metadato 178.220.144 218
2 cbadmin  05/21/26,01:57:12 FM Connected to “Oracle (Legacy)@192.168.0.11 74190 Success  Oracle (Legacy)@192.168.0.119  Main 178.220.144.218
@ cbadmin  05/21/26, 01:57.04 PM Disconnected from ‘Oracle (Legacy)@192.16 660 Success  Oracle (Legacy)@192.1680.119  Metadata 178.220.144. 218
(4 cbadmin  05/21/26, 01:57:04 PM Disconnected from "Oracle (Legacy)@192.16.. 1314 Success  Oracle (Legacy)@192.168.0.119  Main 178.220.144.218
[ cbadmin  05/21/26, 01:57:04 PM Connected to “Oracle (Legacy)@192.168.0.11... 660 Success  Oracle (Legacy)@192.168.0.119  Metadata 176.220.144.218
4 cbadmin  05/21/26,01:57:03 BM Connected to “Oracle (Legacy)@192.168.0.11 1314 Success  Oracle (Legacy)@192.166.0.119  Main 176.220.144218
@ cbadmin  05/21/26, 01:00:09 PM Disconnected from "MySQL" 6397170 Success  MySQL Metadata 178.220.144.218
@  cbadmin  05/21/26,01:00:09 PM Disconnacted from "MySQL" 6398580 Success  MySaL Main 178.220.144.218
(2 cbadmin  05/21/26, 01-00:09 PM Disconnected from "PostgreSQL@localhost <. 5331493 Success  PostgreSQL@localhost Meladata <p..  178.220.144218
(2 cbadmin  05/21/26, 01-00:09 FM Disconnected from *PostgreSQL@localhost < 5331620 Success  PostgreSQL@localhost Main <posty. 178.220.144.218
7 cbadmin  05/21/26,01:00:09 PM Disconnected from ‘PosigreSQL @localnost < 5325290 Success  PostgreSQL@localhost Motadata <d..  178.220.144.218
A cbadmin  05/21/26,01:00:09 PM Disconnected from ‘PostgreSQl @localhost < 5325334 Success  PostgreSQL@localhost Moin <demos 178220144 218
2 cbadmin  05/21/26,11:31:24 AM Connected ta *PostgreSQL@localhost <«dema»" 5325290 PastgreSQL@localhost Metadata <d 178.220.144218
F cbadmin  05/21/26,11:31:24 AM Connected to ‘PostgreSQL@localhost <dema»" 5325334 Success  PostgreSQL@localhost Main <demo>  178.220.144.218

Some columns provide additional context:

Field Description

IP Shows the IP address from which the query was e
xecuted.



Field Description

Type Identifies whether the query was initiated by a us
er or generated by the system.

Context Provides additional information about the enviro
nment or session in which the query was execute
d.

Schema Indicates the database schema used for the quer
y.

Catalog Represents the database catalog being accessed
during the query.

Search query history

Use the search field above the table to find queries by SQL text.

Customize the view

Configure how Query Manager is displayed:

e Open Query Manager options ( T. ) to change behavior and filtering settings.

e Use Column Manager (&) to show or hide columns.

Info

For more details, see query Manager options.

Refresh query manager

Update query data manually or automatically:

e Click Refresh ( Q ) to reload the query list.
s
e Toggle Auto-Refresh ( @ ) to enable or disable automatic updates.



Info

For information on configuring refresh behavior, see auto refresh.

Export query history

Save query history toa cSV file for analysis or sharing. Click Export ( T ') and confirm to start the

download.

Tip

Exports respect the filters you've applied. Without data filters, you'll get the last 30 days.

Query Manager options

The Query Manager offers a range of customizable settings that allow administrators to tailor the
view and behavior according to their specific needs. To access these settings, click the Query

Manager Options button

Tip

For more information on how to adjust Query Manager settings through the configuration file, see Query Manager

configuration.

Query types

You can filter which types of queries are displayed in the Query Manager by selecting or deselecting

the following options:

Option

User queries

Filtered user queries

User scripts

Utility functions

Description

Show all queries directly executed by users.

Show user queries that meet specific criteria.

Show batches of queries executed as scripts.

Show system-level utility function calls.



Option
Metadataread
Metadata write (DDL)

Query status

Object types

Description

Show queries that read database metadata.

Show queries that modify database structure.

Allows to filter queries based on their execution s
tatus. The available options are:

All: Displays all queries regardless of their executi
on outcome.

Fail: Shows only the queries that have failed.

Success: Displays only the queries that have exec
uted successfully.

Control visibility of different system object types involved in the queries:

Option
Sessions

Queries

Filter by date

Specify the date range to view queries:

e From: Start date and time for the filter.

e To: End date and time for the filter.

Filter by users

Description

Include queries related to user sessions.

Include individual query executions.

You can filter the displayed queries by specific users. Use the search field to find and select the
desired users to tailor the display of queries according to your needs.



Filter by drivers

This feature enables you to filter queries based on the database drivers. Search for and select the
drivers that you are interested in to narrow down the results of displayed queries.

Sorting and Settings

Adjust how query results are sorted and displayed:

Option

Sorting by

Desc

Row Count

Auto Refresh

Configure automatic refresh of query information:

Option

Enabled

Interval (seconds)

Stop on error

Restore defaults

Description

Choose the attribute to sort the queries by (availa
ble options: User, Date, Driver, Query text).

Check this to sort in descending order.

Set the number of queries to display per page.

Description

Check this to enable auto refresh every few secon
ds.

Set how often the Query Manager updates.

Check this to halt auto refresh if an error occurs.

To restore the default settings, press the Restore Defaults button at the bottom of the Query

Manager Options window.



Cleanup old records

CloudBeaver can automatically remove old query history records. This helps keep your query
history clean and manageable by deleting outdated entries based on a set number of days.

Info

For more details, see the Preferences.




Query history

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver saves all the queries you run. The Query History shows all executed queries, including
SQL text, execution time, affected rows, connection details, and execution results.

To access the Query History, navigate to the Tools menu in the top toolbar and select the Query

History option.

QUERY HISTORY *

T TsQE®

TIME TYPE TEXT DURATION ROWS RESULT CONNECTION CONTEXT
@ 05/21/26, 03:39:09 PM Disconnected from "MySQL’ 3185103 Success MySQL Metadata
@ 05/21/26, 03:39:09 PM Disconnected from "MySQL" 3186553 Success MySaL Main
[A  05/21/26,02:50:19PM  SQL/User  SELECT eity city_id, city.city, country country, city last_update AS 174 200 Success  MySQL Main
@ 05/21/26, 02:46:07 PM SQL / User SELECT c.* FROM sakila.city AS ¢ LIMIT 0, 200 258 200 Success MySQL Main
@ 05/21/26, 02:46:04 PM Connected to "MySQL" 3185103 Success MySQL Metadata
@ 05/21/26, 02:46:02 PM Connected to "MySQL" 3186553 Success MySQL Main
@ 05/21/26, 01:58:26 PM SQL / User SELECT d.* FROM SCOTT.DEPT d 63 4 Success Oracle (Legacy)@192.168.0.119 Main
L/‘- 05/21/26,01:57:13 PM Connected to "Oracle (Legacy)@192.168.0.119" 0 Success Oracle (Legacy)@192.168.0.119 Metadata
A 05/21/26,01:5712 PM Connected to "Oracle (Legacy)@192.168.0.119" 74190 Success  Oracle (Legacy)@192.168.0.119  Main
[ 05/21/26,01:57:04 PM Disconnected from "Oracle (Legacy)@192.168.0.119° 660 Success  Oracle (Legacy)@192.168.0.119  Metadata
[ 05/21/26,01:57:04 PM Disconnected from "Oracle (Legacy)@192.168.0.119° 1314 Success  Oracle (Legacy)@192.168.0.119  Main
@ 05/21/26, 01:57:04 PM Connected to "Oracle (Legacy)@192.168.0.119° 660 Success Oracle (Legacy)@192.168.0.119 Metadata
[A  05/21/26,01:57:03 PM Connected to “Oracle {Legacy)@192.168.0.119" 1314 Success  Oracle (Legacy)@192.168.0.119  Main
=@ 05/21/26, 01:00:09 PM Disconnected from "MySQL" 6397170 Success MySQL Metadata
@ 05/21/26, 01:00:09 PM Disconnected from “"MySQL" 6398580 Success MySQL Main
& 05/21/26,01:00:09 PM Disconnected from "Postgre5QL @localhost <postgres>" 5331493 Success  PostgreSQL@localhost Metadata <postgres>

Some columns provide additional context:
Field Description

Type

Context

Schema

Identifies whether the query was initiated by a us
er or generated by the system.

Provides additional information about the enviro
nment or session in which the query was execute
d.

Indicates the database schema used for the quer




Field Description

Catalog Represents the database catalog being accessed
during the query.

Tip

You can access the internal database with all queries from Query History. For more details, see Server database.

Search query history

Use the search field above the table to find queries by SQL text.

Customize the view
Configure how Query History is displayed:
()

e Open Query History Options to change behavior and filtering settings.

¢ Use Column Manager ( 7@) to show or hide columns.

Refresh query history

Update query history manually or automatically:

e Click Refresh ( Q ) to reload the query list.

F ]
e Toggle Auto-Refresh ( ¢ ) to enable or disable automatic updates.

Export query history

Save query history toa CSV file for analysis or sharing. Click Export ( T ) and confirm to start the
download.

Tip
Exports respect the filters you've applied. Without data filters, you'll get the last 30 days.




Configure query history

Query History shares many settings with Query Manager. For more information, see Query
Manager.



Workspace

Workspace location

By default, CloudBeaver stores all its files (configurations, scripts, etc.) in the /opt/cloudbeaver/ on
the host machine.

Folder Description

workspace Workspace files for CloudBeaver.

drivers Auto downloaded database drivers.

conf Configuration files for CloudBeaver. Learn more
Note

Workspace files can be stored in AWS or other cloud-based object storage and may not be present on the local filesystem
inside the container. For configuration details, see Workspace on AWS and S3 Storage

Access workspace

1. Locate the name of the running container:
2. Open aterminal on the host machine.

3. Runthe following command to list all running containers in the Compose project:
docker-compose ps
4. ldentify the service name and open a shell inside the container:

docker-compose exec <service_name> /bin/bash

Info

Replace <service_name> with the actual name of the service from your docker-compose.yml file.

5. After entering the container, navigate to the workspace directory:



cd workspace/



AWS and S3-compatible workspace configuration

Note

This feature is available in Enterprise and AWS editions only.

CloudBeaver supports storing its workspace in an AWS S3 bucket. To enable this, update your
docker-compose.yml and configure the correct environment variables.

Info

For more details on AWS S3 configuration, including setting up buckets, permissions, and best practices, see the official
Amazon S3 Documentation

Configure workspace storage on AWS

This section describes how to configure workspace storage using Amazon S3 when running
CloudBeaver on AWS with Docker.

Update docker compose

Make sure your CloudBeaver service includes the following environment variables:

services:
cloudbeaver:
environment:
- AWS_ACCESS_KEY_ID=S{AWS_ACCESS_KEY_ID}
- AWS_SECRET_ACCESS_KEY=${AWS_SECRET_ACCESS_KEY}
- AWS_REGION=S${AWS_REGION}
- CLOUDBEAVER_WORKSPACE_LOCATION=${CLOUDBEAVER_WORKSPACE_LOCATION}

Configure environmental variables

Define these variablesinyour .env file:

AWS_ACCESS_KEY_ID=your-access-key
AWS_SECRET_ACCESS_KEY=your-secret-key

AWS_REGION=your-region
CLOUDBEAVER_WORKSPACE_LOCATION=s3:///{bucket_name}/{subfolders}


https://docs.aws.amazon.com/s3/

Important

e The CLOUDBEAVER_WORKSPACE_LOCATION path must use triple slashes ( s3:/// ) before the bucket name.
This is required for proper S3 path handling.

o {bucket_name} isthe first path segment and is treated as the bucket name

e {subfolders} definesthe workspace location inside the bucket

Use EC2 machine credentials
When running CloudBeaver on Amazon EC2, you can use AWS credentials provided by the EC2
instance instead of defining access keys explicitly.

This option relies on AWS credentials associated with the EC2 instance and is configured through
the AWS settings in the application.

Info

To enable this behavior, turn on Use default instance credentials in Settings -> Administration -> AWS Settings. For
information on AWS credential configuration, see AWS Settings.

When enabled, CloudBeaver uses AWS-managed credentials provided by the EC2 environment to
access AWS services, including an S3-based workspace.

Credential handling and permissions are defined on the AWS side and depend on the EC2 instance
configuration.

Configure workspace storage using S3-compatible object storage

CloudBeaver supports storing its workspace in S3-compatible object storage. To enable this, update
your docker-compose.yml and configure the required environment variables.

Info

For details on configuring your specific S3-compatible storage system, see the documentation provided by your storage
vendor.

Update docker compose

Make sure your CloudBeaver service includes the required environment variables.

services:
cloudbeaver:



environment:
- s3fs.access.key=${S3_ACCESS_KEY}
- s3fs.secret.key=${S3_SECRET_KEY}
- s3fs.region=8{S3_REGION}
- s3fs.protocol=${S3_PROTOCOL}
- s3fs.force.path.style=${S3_FORCE_PATH_STYLE}
- CLOUDBEAVER_WORKSPACE_LOCATION=S${CLOUDBEAVER_WORKSPACE_LOCATION}

Configure environmental variables

Define these variables inyour .env file:

S3_ACCESS_KEY=your-access-key

S3_SECRET_KEY=your-secret-key

S3_REGION=your-region

S3_PROTOCOL=https

S3_FORCE_PATH_STYLE=true
CLOUDBEAVER_WORKSPACE_LOCATION=s3://{service_host}/{bucket_name}/{subfolders}

Important

e CLOUDBEAVER_WORKSPACE_LOCATION must use the format
s3://{service_host}/{bucket_name}/{subfolders}

e {service_host} isthehostname (and optional port) of the S3-compatible service
o {bucket_name} isthe first path segment and is treated as the bucket name
e {subfolders} definesthe workspace location inside the bucket

e Set S3_FORCE_PATH_STYLE=true if the storage does not support URLs in the
https://{bucketName}.{host}/ format

Set S3_PROTOCOL=http touseanunencrypted connection. The default valueis https

Limitations of object storage workspaces

1. Noembedded databases

2. CloudBeaver cannot use embedded databases (such as H2) with an external S3-based
workspace.

Storing an embedded database in S3 would cause severe performance issues.
4. Separate database node required

To use an S3 workspace, you must configure an external database such as PostgreSQL, MySQL,
or another supported DB.



6. Make sure the database is properly defined in docker-compose.yml and CLOUDBEAVER_DB_*
environment variables.

Info

For more information on CloudBeaver's database, see Server Database.




Workspace migration guide

This article provides a guide on how to migrate the CloudBeaver Enterprise Edition workspace. The
process involves stopping the server, copying the workspace folder, and then restarting the server.

Tip

For detailed deployment instructions, refer to the Docker image deployment.

Migration process

Step 1: Stop the CloudBeaver EE server

First, stop the CloudBeaver server to ensure that no data is being written to the workspace during
the migration. This can typically be done by terminating the running server instance.

Step 2: Copy the workspace folder

Create a copy of the workspace folder. This folder is typically located in the directory specified when
the Docker container is launched. For example, to start the container with a specific workspace
directory, you might use the command:

docker run --name cloudbeaver-ee --rm -ti -p 8978:8978 -v /var/cloudbeaver/
workspace:/opt/cloudbeaver/workspace dbeaver/cloudbeaver-ee:latest

You will need to copy all files from the workspace. Make sure to transfer all files to the new location
where you wish to migrate your CloudBeaver workspace.

Tip

For more details, see Workspace location.

Step 3: Start the CloudBeaver EE server

After relocating the workspace, restart the CloudBeaver Docker container at the new location.
When launching the Docker container, it is essential to specify the correct path to the moved
workspace to ensure proper configuration. Use the Docker run command with the updated volume
path, like so:



docker run --name cloudbeaver-ee --rm -ti -p 8978:8978 -v [new-workspace-
path]:/opt/cloudbeaver/workspace dbeaver/cloudbeaver-ee:latest

This command ensures that the CloudBeaver server operates with the workspace in its new
environment, maintaining all your configurations.



Command line parameters

There are two ways to pass command line parameters to the CloudBeaver server.

Modify the run script

Modify the run-cloudbeaver-server.sh script and add extra parameters after the java command
inthe last line.

For example, add a memory limit and Ul language parameter:

java -Xmx2048M -jar ${launcherJar} \
-product io.cloudbeaver.product.ce.product \
-web-config conf/cloudbeaver.conf \
-nl en -registryMultilanguage

Then restart the server:

./run-cloudbeaver-server.sh

Note

To modify the script, you must build CloudBeaver from sources.

Pass parameters using environment variables

You can set the JAVA_OPTS environment variable with JVM parameters. This works for both manual
startup and Docker containers.

Manual start

export JAVA_OPTS=-Xmx1000m
./run-cloudbeaver-server.sh

Docker

Pass JAVA_OPTS to the container using the -e option:


https://github.com/dbeaver/cloudbeaver/wiki/Build-and-deploy

docker run -d --name cloudbeaver-ee -p 8978:8978 \
-e JAVA_OPTS="-Xmx2048M" \
-v /var/cloudbeaver-ee/workspace:/opt/cloudbeaver/workspace \
dbeaver/cloudbeaver-ee:latest

Note
only JVM parameters can be passed with JAVA_OPTS .

System parameters

Name Value Example

-nl Ul language and locale (affects -nl "en"
Ul translation, number/date fo
rmats). For supported values, s
ee Supported languages.

-data Workspace path. -data "/opt/cloudbeave
r/"

-clean Clears all Eclipse caches. Use it
if CloudBeaver fails to start aft
er it upgrades.

-vmargs Passes VM parameters. See VM arguments table

Important

The -data parameter only affects the workspace location. Other folders are created in the default location.

VM parameters

You can pass any advanced Java parameters supported by your local JVM. Parameters supported by
HotSpot JVM (21): https://docs.oracle.com/en/java/javase/21/docs/specs/man/java.html

Parameters supported by all JVMs:



Name

-Xms

-Xmx

Value

Sets initial memory available fo
r CloudBeaver.

Sets maximum memory availab
le for CloudBeaver.

Example

-Xmx1000m

-Xmx4000m



Session manager

Note

This feature is available in Enterprise and AWS editions only.

The Session Manager in CloudBeaver allows you to view and search for active database sessions.

Supported databases

o Altibase

e Amazon Redshift

e Db2 for LUW

e Exasol

e Greenplum

e MariaDB

e Microsoft SQL Server
e MongoDB

e MySQL

e Oracle Database

o PostgreSQL

How to use
To open the Session Manager:

1. Inthe Database Navigator, navigate to your desired database.

2. Right-click and select Session Manager.



e
> BB Neptune@db-neptune-1.c..

> [ Oracle '] PID User Database App Name State Query Start Brief Query
> [8 Oracle_template 1 [8782 =] postores  postgres CloudBeaver EE Server 24.3.0 - View sessions sctive 2024-1119 08:51:46.777344  SELECT sa.* FROM py_catalog pa_s
T =
» W POSTORES. WITH_55L 2 o pomges | ponges CloudBeer E Sever243.0- Metodatn spost. | Wle | 20241119 085112600198 | SELECT Lo~ elindformeLiyo.
v ¥ PostgreSQL@localhost = =
f‘ o gb 1= - e ‘gres  postgres CloudBeaver EE Server 24.3.0 - Main <postgres>  idle 2024-11-19 0B:51:12.552781  SHOW search_path B
~ [N Databases
+ B postgres Open gres  postgres DBeaver Ultimate 24.3.0 - Metadata <postgres>  idle 2024-11-19 0B:36:11.896812  SELECT t.oid,1.%,c.relkind,format_typ
> [ Schemas SQL Editor gres  postgres DBeaver Ultimate 24.3.0 - Main <pastgres> idle 2024-11-19 08:48:14.43147  select description from pg_shdescri
> [ Event Triggers Connection view b gres  AUTO_TEST_DONGT_EDIT  DBeaver Ultimate 24.3.0 - Metadata <AUTO_TES...  idle 2024-11-19 08:51:40.913842  SELECT pg.get_viewdef(2635324, 1r
» B3 Extensions Edit Connection gres AUTO_TEST_DO_NGT_EDIT  DBeaver Ultimate 24.3.0 - Main <AUTO_TEST_D idle 2024-11-19 0B:51:40.785687  COMMIT
> [ Storage Disconnact L [NULL] [NULL]
> MW System Info 1 NULL NULL]
» I Roles Disconnect All ! Mot !
L] [NULL] [NuLL) NULL
> B3 Administer Session Manager
gres [NULL [NULL) NULL
> [N System Info Delete
L (NULL) [NULL) NULL
Refresh
Q~ |40 2

Once you have opened the Session Manager, you will have an ability to view all active database
sessions.

I‘)E TEAMINATE SESSION

To terminate a session, click the Terminate Session button at the bottom of the

Session Manager window.
Session details

For more detailed information, click the context menu button on a session and select Show in value
panel from the context menu:



Session Manager (PostgreSQ...
g g

# PID User Database
| 1 8783 postgres
2 8727 postgres postgres
3 8726 postgres posigres
4 7125 postgres postgres
5 7124 postgres postgres
B naz postgres AUTO_TEST_DO_MOT_EDIT
7 26 postgres AUTO_TEST_DO_MOT_EDIT
8 25329 [NULL] [NULL]
9 25327 [NULL] [NULL]
0 25328 [MULL] [NuLL]
] 3279 postgres [MULL]
12 3273 [NULL] INuLL]

Q v 400 & | &% TERMINATE SESSION

App Name

CloudBeaver EE Server 24.3.0 - View sessions
CloudBeaver EE Server 24.3.0 - Metadata <post
CloudBeaver EE Server 24.3.0 - Main <posigres>
DBeaver Ultimate 24.3.0 - Metadata <postgres>

DBeaver Ultimate 24.3.0 - Main <postgres>

DBeaver Ultimate 24.3.0 - Metadata <AUTO_TES...
DBeaver Ultimate 24.3.0 - Main <AUTO_TEST_D. .

State
active
idle
idle
idle
idle
idle
idle
[NULL]
INULL]
[NuLL]
INULL]

iNuLL]

DETAILS QUERY

NAME

v Client
User
Client Host
Client Port
App Name

¥ Timings
Backend Start
Xact Start
Query Start
State Change

~ General
PID
Database
State

Brief Query

VALUE

postgres
i
43124

CloudBeaver EE Server 24.3.0 -

2024-11-19 08:51:46.737743
2024-11-19 08:51:46.775587
2024-11-19 08:51:46.777344
2024-11-19 08:51:46.777345

8783
postgres
active

SELECT sa.* FROM pg_catalog

T VALUE

Available tabs:

e Details: Detailed information about the session.

e Query: Asummary of the SQL query associated with the session.




Deployment

Deployment options

CloudBeaver is a client-server application that requires server deployment. You can deploy it on a
single host or in the cloud, depending on your needs.

Enterprise deployment options

CloudBeaver can be deployed in various environments. Choose the option that works best for your
needs:

On-premises deployment

e Docker Compose - the simplest way to deploy and run the server on a single host.

e Kubernetes - ideal for those using Docker orchestration for managing clusters.

Cloud deployment

CloudBeaver supports deployment on major cloud platforms:

Amazon Web Services

e AMI - deploy using Amazon Machine Image.

e ECS-create and deploy a scalable ECS cluster for containerized applications.

Google Cloud

e Google Cloud image

Azure

e Azureimage


https://github.com/dbeaver/cloudbeaver-deploy/tree/main/k8s
https://github.com/dbeaver/cloudbeaver-deploy/tree/main/AWS/ecs-fargate

Oracle Cloud

e Oracle Marketplace

AWS deployment options

e AWS Marketplace - use the AWS Marketplace.

Community deployment options
CloudBeaver Community Edition can be deployed on various platforms and environments:

o Dockerimage
e AWS Marketplace
e Google Cloud

e Microsoft Azure


https://github.com/dbeaver/cloudbeaver/wiki/CloudBeaver-Community-deployment-from-docker-image
https://github.com/dbeaver/cloudbeaver/wiki/CloudBeaver-Community-deployment-on-the-AWS-Marketplace
https://github.com/dbeaver/cloudbeaver/wiki/CloudBeaver-Community-deployment-in-Google-Cloud
https://github.com/dbeaver/cloudbeaver/wiki/CloudBeaver-Community-deployment-in-Microsoft-Azure

CloudBeaver Enterprise

Docker compose

Note

This deployment method is available in the Enterprise edition only.

CloudBeaver Enterprise can be easily deployed using Docker Compose. This guide provides step-by-
step instructions for setting up CloudBeaver Enterprise on Ubuntu, macOS, and Windows.

Note

CloudBeaver Enterprise's Docker Compose setup includes a pre-configured web service.

For advanced configurations, such as system requirements, ssl configuration, or podman requirements, refer to the
Advanced settings guide.

Required network access

To ensure that CloudBeaver can be deployed and updated successfully, make sure the server has
outbound access to specific websites. These domains are required for downloading Docker images,
validating licenses, updating components, and resolving database drivers.

Required domains

Add the following domains to your firewall or proxy allowlist:

Warning

If access to any of these sites is restricted, you may see errors when updating, downloading components, or validating the
license.

Domain Purpose
hub.docker.com Pull Docker images from Docker Hub
Docker image mirrors Content delivery domains used for image layers. S

ee the full allowlist.


https://github.com/dbeaver/cloudbeaver-deploy
https://docs.docker.com/desktop/setup/allow-list/

Domain Purpose

dbeaver.com License validation

databases.team Let's Encrypt certificates for custom domains. Lea
rn more on Domain Manager

Maven Central and repositories Required to download some JDBC drivers we do
n't bundle with the product (see Maven Central)

Important

The cloudbeaver container must have outbound access to all required domains.

Check access from the command line

Before starting the containers, make sure your environment can access essential external services:

ping hub.docker.com
curl -I https://dbeaver.com

If you already have CloudBeaver running, you can also verify network access from inside a container.

If you're using Docker:

# List containers
docker ps

# Open a shell in the cloudbeaver container
docker exec -it <cloudbeaver_container_id> bash

# Test connectivity inside the container
ping hub.docker.com
curl -I https://dbeaver.com

# Check HTTPS certificate retrieval (useful if using a Domain Manager.
openssl s_client -connect <your-domain>:443 -servername <your-domain>

Tip
If you're having trouble resolving hostnames inside containers, review Docker network settings. DNS issues can prevent
access to required domains even if outbound connectivity is available.



https://repo.maven.apache.org/maven2/
https://docs.docker.com/engine/network/#ip-address-and-hostname

If you're using Kubernetes:

# List pods
kubectl get pods

# Open a shell in the cloudbeaver pod
kubectl exec --stdin --tty <cloudbeaver_pod_name> -- /bin/bash

# Test connectivity inside the pod
ping hub.docker.com
curl -I https://dbeaver.com

# Check HTTPS certificate retrieval (useful if using a Domain Manager)
openssl s_client -connect <your-domain>:443 -servername <your-domain>

If DNS resolution fails inside a pod, check your Kubernetes DNS configuration. Misconfigured DNS
can block access even when the network itself is available.

Important

Docker and Kubernetes environments require access to several domains for authentication, image pulls, and updates.
Make sure all required domains are accessible from inside your containers or pods. You can test any domain from the
allowlist using:

curl -T https://<domain>

Deploying with host networking

By default, CloudBeaver Enterprise runs using docker-compose.yml,which uses Docker's bridge
network. If you need containers to run directly on the host network (for example, to bind
CloudBeaver to a specific network interface), use docker-compose-host.yml .

Installation on Ubuntu

Required tools setup
e Ensure Docker and Docker Compose are installed by following the Docker installation guide for
Linux.
e |nstall Docker Compose if it’s not already installed.

e |[nstall Gitif it’s not already installed.


https://kubernetes.io/docs/concepts/services-networking/dns-pod-service/
https://docs.docker.com/desktop/setup/allow-list/
https://docs.docker.com/desktop/install/linux/
https://docs.docker.com/desktop/install/linux/
https://docs.docker.com/compose/install/
https://git-scm.com/book/en/v2/Getting-Started-Installing-Git

Configuring and starting CloudBeaver Enterprise

1. Clone the deployment repository:

git clone https://github.com/dbeaver/cloudbeaver-deploy
2. Navigate to the CloudBeaver deploy directory:

cd cloudbeaver-deploy

3. Setupthe .env file as described here.

Important

You must change the default password inthe .env file before starting the cluster. Set
CLOUDBEAVER_DB_PASSWORD to a strong password of your choice.

4. Startthe cluster:

docker compose up -d

5. Access CloudBeaver Enterprise at http://<server-ip>.

Tip

Replace <server-ip> withyour server’s actual IP address. You can configure the domain during the initial
setup. For more details, see Domain Manager.

Installation on macQOS

Required tools setup

o Install Docker Desktop for macOS from Docker website. Make sure Docker Desktop is running
before proceeding.

o Install Docker Compose if it's not bundled with Docker Desktop:
brew install docker-compose

e Install Gitifit's not already installed:


https://docs.docker.com/desktop/install/mac-install/

brew install git
e \Verify the installation:

docker --version
docker-compose --version
git --version

Configuring and starting CloudBeaver Enterprise

1. Clone the deployment repository:

git clone https://github.com/dbeaver/cloudbeaver-deploy
2. Navigate to the CloudBeaver deploy directory:

cd cloudbeaver-deploy

3. Setupthe .env file as described here.

Important

You must change the default password inthe .env file before starting the cluster. Set
CLOUDBEAVER_DB_PASSWORD to a strong password of your choice.

4. Startthe cluster:

docker-compose up -d

5. Access CloudBeaver Enterprise at http://<server-ip>.

Tip

Replace <server-ip> withyour server’s actual IP address. You can configure the domain during the initial
setup. For more details, see Domain Manager.




Installation on Windows

Required tools setup

e Install Docker Desktop.
e [nstall Git.

Tip

Supported on Windows 10 and 11. Docker Desktop doesn’t work on Windows Server.

Configuring and starting CloudBeaver Enterprise

1. Clone the deployment repository:

git clone https://github.com/dbeaver/cloudbeaver-deploy
2. Navigate to the deployment directory:

cd cloudbeaver-deploy

3. Copy the example file to create your .env file:

bash
cp .env.example .env

4. Setupthe .env file asdescribed here.

Important

You must change the default password inthe .env file before starting the cluster. Set
CLOUDBEAVER_DB_PASSWORD to a strong password of your choice.

5. Start the cluster:

docker-compose up -d

6. Access CloudBeaver Enterprise at http://<server-ip>.



Tip

Replace <server-ip> withyour server’s actual IP address. You can configure the domain during the initial
setup. For more details, see Domain Manager.

Update CloudBeaver Enterprise

For detailed update instructions, see Update version.

Environment file configuration
The .env file provides configuration settings for CloudBeaver Enterprise. Below are key variables:

Docker Compose variables

Variable Description Default value

IMAGE_SOURCE Defines the primary source of t dbeaver
he Docker image.

PODMAN_IMAGE_SOURCE Sets the Podman image source. docker.io/dbeaver
COMPOSE _PROJECT_NAME Defines the project name for D dbeaver
ocker Compose.
CLOUDBEAVER_VERSION_TA Specifies the CloudBeaver vers 24.3.0
G ion to use. See Docker tags.
REPLICA_COUNT_EE Specifies the number of replica 1

s for Enterprise Edition. See
Docker Service Scale
Documentation.

PROXY_TYPE Specifies the proxy server to us nginx
e. Supported values: nginx,
haproxy . For more details on
configuring proxy server, see t
he Proxy configuration.


https://docs.docker.com/engine/reference/commandline/service_scale/
https://docs.docker.com/engine/reference/commandline/service_scale/

CloudBeaver configuration variables

For the full list of CloudBeaver configuration variables and their descriptions, see Server
configuration.



AWS AMI

Note

This deployment method is available in the Enterprise edition only.

CloudBeaver Enterprise can be deployed on AWS using a preconfigured Amazon Machine Image
(AMI).

Prerequisites

Before you start, ensure you have an AWS account. If you don’t have one, you can create it on the
AWS signup page.

Access the AMI catalog

Login to your AWS account and go to the EC2 Dashboard.
From the left-hand menu, select AMI Catalog under Images.
In the AMI catalog, click on Community AMls.

In the Search bar, type cloudbeaver-ee and hit_Enter |

AN =

You'll see a list of available AMIs. Select the version of CloudBeaver you'd like to deploy.

Tip

Choose the most up-to-date version to get the latest features.

Launch your instance

1. After selecting the AMI, click Launch Instance with AMI.

2. Choose an Instance Type that meets the minimum requirements:
e 2CPUs
e 4GBRAM
e 100 GB SSD storage (recommended)


https://aws.amazon.com/resources/create-account/?p=ft&z=subnav&loc=4

Security group setup

1. Duringinstance configuration, set up your security group:
e For security reasons, it's recommended not to make the instance publicly accessible.

e Limit inbound traffic to specific IPs (e.g., your office IP address) and only open the necessary
ports:

e Allow SSH traffic (Optional): For administration and secure remote access.
e Allow HTTPS traffic from the internet: To securely serve content over the web.

e Allow HTTP traffic from the internet: For basic web traffic access.

Tip

Learn more about AWS security group best practices in the AWS Security Groups documentation.

Review and launch

After configuring all the settings, review your instance details.
(Optional) Select or create a new key pair to access the instance later via SSH.
Click Launch instance.

Once the instance launches, monitor its status in the EC2 dashboard.

v A LD e

Begin the initial setup of the CloudBeaver.

Initial setup

1. Inyour browser,goto http://<Instance_IP>/,where <Instance_IP> isthe publicIP address
of your instance.

2. You'll be redirected to CloudBeaver’s initial configuration wizard to complete the setup.

Domain setup

After the initial setup, you can configure the domain.

1. Toautomatically generate a domain, navigate to Settings -> Administration -> AWS Settings
and enter your Agreement ID.


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/marketplace-manage-subscriptions.html

Info

If you're setting up the domain manually, the Agreement ID is not required.

2. Navigate to the Domain Manager tab and follow the instructions to set up your domain.



Google Cloud

Note

This deployment method is available in the Enterprise edition only.

This guide shows how to deploy CloudBeaver Enterprise on Google Cloud Platform (GCP) using
both the Google Cloud Console and the Google Cloud CLI.

Prerequisites
Before you begin, make sure you have:

o A Google Cloud account for accessing GCP services.

e Compute Engine set up in your project.

Info

If you don’t have a GCP account, sign up on the Google Cloud signup page.

Permissions

To deploy CloudBeaver in Google Cloud, you need certain permissions to create and manage
resources like virtual machines, disks, and networks. Ensure you have the necessary permissions for
your project.

Tip
For a full list of permissions and more information on how to manage them, see the official Google Cloud Permissions
documentation.If you don’t have the required permissions, contact your system administrator.

Deployment in Google Cloud Console

Import the CloudBeaver custom image

1. Logintothe Google Cloud Console, then go to Compute Engine -> Images. Click [+] Create
image.

2. Complete the Create an image form:

e Enter theimage name in the format cloudbeaver-ee-server-ubuntu-%version% or


https://cloud.google.com/free
https://cloud.google.com/iam/docs/permissions-reference
https://cloud.google.com/iam/docs/permissions-reference
https://console.cloud.google.com/

3.

cloudbeaver-ee-server-rhel-%version% , depending on the operating system.

e Select Virtual disk (VMDK, VHD), and in the Virtual disk file field, enter this URI:
cloudbeaver-ee-server/ . Click BROWSE and choose your version.

Tip

Replace %version% with the desired version number,suchas 24-2-0 .

Click Create. The process may take up to 15 minutes.

Create a Compute Engine instance from the imported image

1.

After the image is imported, navigate to the Images tab, find your imported image, and click [+]
Create instance.

Name your instance and set up the following:

e Under Machine configuration, choose a machine type with at least 1 CPU and 4GB RAM for
optimal CloudBeaver performance.

e Click Change, select your custom image, and set the disk size to at least 100GB.

In the Firewall section, check Allow HTTP traffic and Allow HTTPS traffic to make the instance
accessible online.

Click Create. Your instance will be ready in a few minutes. Verify by pasting its External IP into
your browser.

Begin the initial configuration of the CloudBeaver server in your browser.

Deployment with Google Cloud CLI

Activate Cloud Shell

1.

In the Google Cloud Console, go to Compute Engine and click Activate Cloud Shell to launch
the CLI within GCP.

2. Authorize any prompts if needed.

Run the deployment command

Run this gcloud command to create a new instance:

gcloud beta compute instances create cloudbeaver-ee-server \


https://console.cloud.google.com/

--zone=us-centrali-a \

--machine-type=e2-medium \

--tags=http-server, https-server \
--image=https://www.googleapis.com/compute/v1/projects/dbeaver-public/global/
images/cloudbeaver-ee-ubuntu-24-2-0 \

--create-disk=auto-delete=yes \

--boot-disk-size=100GB --boot-disk-device-name=cloudbeaver-ee-server

You can customize the command as needed. For more details on using the Google Cloud CLI, see the
official documentation.

Tip

Replacethe --image URL with adifferent version if needed.

Start with CloudBeaver server setup

1. After theinstance is created, retrieve its external IP (needed for accessing the CloudBeaver
server):

gcloud compute instances list --filter="name:cloudbeaver-ee-server" --
format="get(networkInterfaces[0].accessConfigs[@].natIP)"

This command will return the external-ip, which you'll need to begin the initial setup.
2. Usethe external-ip to start configuring and accessing the CloudBeaver interface.

3. Inyour browser,goto http://<external-ip>/,where <external-ip> isthe public IP address
of your GCP instance.

4. You'll be redirected to CloudBeaver’s initial configuration wizard to complete the setup.

Tip

For guidance on locating your instance's public IP address, see GCP: Viewing |IP Addresses.

CloudBeaver public image URIs

e https://www.googleapis.com/compute/v1/projects/dbeaver-public/global/images/
cloudbeaver-ee-ubuntu-%version%

e https://www.googleapis.com/compute/vi1/projects/dbeaver-public/global/images/
cloudbeaver-ee-rhel-%version%


https://cloud.google.com/sdk/gcloud/reference/beta/compute/instances/create
https://cloud.google.com/compute/docs/instances/view-ip-address

Tip
Replace %version% with the desired version number, suchas 24-2-0 . For more information on tags, see
CloudBeaver release cycles.




Microsoft Azure

Note

This deployment method is available in the Enterprise edition only.

This guide explains how to deploy CloudBeaver Enterprise on Microsoft Azure using the Azure
Portal.

Prerequisites

Before you begin, ensure you have a Microsoft Azure account for accessing Azure services.

Tip

If you don’t have an Azure account, sign up on the Azure signup page.

Deployment

Select the CloudBeaver Enterprise image

1. Logintothe Azure Portal and search for Community images in the search bar.

2. Inthe search bar on the left side under Community images, enter cloudbeaver-ee . Select the
image for your region from the list and click Create VM.

Configure the virtual machine

Project details:

Subscription: Choose your Azure subscription.

Resource group: Create a new group or select an existing one.
Instance details:

Virtual machine name: Set a unique name for the VM.

Size: Choose a VM with at least 2 vCPUs and 4 GiB RAM.
Administrator account:

Username: Set to ubuntu.

W © N ok DN R

SSH public key source: Generate a new key pair or use an existing one.


https://azure.microsoft.com/en-us/free/
https://portal.azure.com/

10.
11.
12.

Inbound port rules:
Select inbound ports: Enable ports SSH (22), HTTP (80), and HTTPS (443).

Double-check your configuration and click Review + Create to finalize.

13. Begin theinitial setup of the CloudBeaver server in your browser.
Initial setup
1. Inyour browser,goto http://<Instance_IP>/,where <Instance_IP> isthe public P address

2.

of your instance.

You'll be redirected to CloudBeaver’s initial configuration wizard to complete the setup.

Note

This deployment method is available in the Enterprise edition only. Go to the CloudBeaver Enterprise listing on Oracle
Marketplace to get started.

Detailed deployment instructions will be added soon.


https://marketplace.oracle.com/database/listings/cloudbeaver-enterprise/ocid1.mktpublisting.oc1.iad.amaaaaaagx7jweiaxrvacdk64qpul4tcr5guuvtr4urtc7pfq7bczs43hnwq
https://marketplace.oracle.com/database/listings/cloudbeaver-enterprise/ocid1.mktpublisting.oc1.iad.amaaaaaagx7jweiaxrvacdk64qpul4tcr5guuvtr4urtc7pfq7bczs43hnwq

CloudBeaver AWS

AWS Marketplace

Note
This deployment method is available in the AWS edition only.

This guide provides step-by-step instructions for deploying CloudBeaver AWS on Amazon Web
Services Marketplace.

Deployment steps

1. Loginto Amazon Marketplace. Search for cloudbeaver aws,then select CloudBeaver AWS.
2. Click Launce new instance.

3. Configure your software contract, then click Continue to launch through EC2.

4

Select the required CloudBeaver version in the Software version field, choose your region, and
click Continue to Launch.

b

In Instance Type, select t2.medium or higher.

(Optional) Select or create a new key pair to access the instance later via SSH.

7. Setup your Network settings:

e For security reasons, it's recommended not to make the instance publicly accessible.

e Limit inbound traffic to specific traffic from IPs (e.g., your office IP address) or subnets and
only open the necessary ports:

e Allow SSH traffic (Optional): For administration and secure remote access.
e Allow HTTPS traffic from the internet: To securely serve content over the web.
e Allow HTTP traffic from the internet: For basic web traffic access.

8. Click Launch instance.

Initial setup

1. Inyour browser,goto http://<Instance_IP>/,where <Instance_IP> isthe public IP address
of your instance.

2. You'll be redirected to CloudBeaver’s initial configuration wizard to complete the setup.


https://aws.amazon.com/marketplace
https://aws.amazon.com/marketplace/pp/prodview-kijugxnqada5i
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html

Additional setup and management
Version update

CloudBeaver Enterprise version update

Keep your CloudBeaver Enterprise server up to date to access the latest features, improvements,
and security patches.

Tip

For detailed instructions, see the Docker CLI Documentation and Docker Compose Documentation.

Update steps

Warning

Always backup your workspace before updating. Downgrades are not supported.

To update a cluster, managed with Docker Compose:

1. Update the value of CLOUDBEAVER_VERSION_TAG inyour .env file tothe desired version. If
using the latest tag, skip this step.

2. Pullthe latest changes for cloudbeaver-deploy to get updated configuration files:

git pull

3. Pull new Docker images:

docker-compose pull

4. Restart the cluster:

docker-compose up -d


https://docs.docker.com/reference/cli/docker/
https://docs.docker.com/reference/cli/docker/compose/

CloudBeaver AWS version update

Keep your CloudBeaver AWS Edition server up to date to access the latest features, improvements,
and security patches.

Tip
For detailed instructions, see the Docker CLI Documentation, Docker Compose Documentation, and Connect to your
EC2instance.

Update steps

Warning

Always back up your workspace before updating. Downgrades are not supported.

To update CloudBeaver on your AWS EC2 instance:

1. Connect to your EC2 instance via SSH:

ssh -i your-key.pem ec2-user@your-instance-ip
2. Navigate to the deployment directory:

cd /path/to/cloudbeaver-deploy

3. Update the value of CLOUDBEAVER_VERSION_TAG inyour .env file tothe desired version. If
using the latest tag, skip this step.

4. Pull the latest changes for cloudbeaver-deploy to get updated configuration files:

git pull

5. Pull new Docker images:

docker-compose pull

6. Restart the cluster:

docker-compose up -d


https://docs.docker.com/reference/cli/docker/
https://docs.docker.com/reference/cli/docker/compose/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html

Workspace backup

Backup and restore data

CloudBeaver stores all dataondiskinthe /opt/cloudbeaver/workspace directory, whichis
typically mounted to a folder on the host machine ( /var/cloudbeaver/workspace or /var/
cloudbeaver-ee/workspace ).

For additional information on these commands, see the official Docker CLI Documentation.

To back up this data, follow these Docker commands for common tasks:

Access a running container

List services:

docker-compose config --services

e This command lists all services defined in your docker-compose.yml file.

e Find the name of the CloudBeaver service from the output.

Access the CloudBeaver container's shell:

docker-compose exec -it <service_name> /bin/bash

e Replace <service_name> with the exact name of your CloudBeaver service from the previous
command.

e If your container uses a different shell (like sh instead of bash ), adjust the command
accordingly:

docker-compose exec -it <service_name> sh

Backup the database

If CloudBeaver uses a PostgreSQL database, back up the database to a dump file before stopping the
container.


https://docs.docker.com/reference/cli/docker/

Info

For more details on an internal database, see Server Database.

To create a backup of all PostgreSQL databases:

docker-compose exec <service_name> pg_dump -C -d cloudbeaver -U postgres >
postgres_backup.sql

Copy workspace files from the container

First, create a backup of the workspace inside the running container:

docker-compose exec cloudbeaver tar -czvf /var/backups/backup.tgz -C /opt/
cloudbeaver/workspace .

e This command compresses the workspace directoryinto backup.tgz.

To copy the backup file ( backup . tgz ) from the container to your local machine:

docker cp $(docker-compose ps -q <service_name>):/opt/cloudbeaver/backup.tgz
/path/to/backup/location/

e Replace /path/to/backup/location/ with the desired local destination.

Info

If you're using CloudBeaver AWS, copy the backup from your EC2 instance to your local machine:

scp -i your-key.pem ec2-user@your-instance-ip:/path/to/backup.tgz ./local-
destination/




Restore the database

Important
Ensure you have a PostgreSQL cluster running. If PostgreSQL isn't running, start it with:

docker-compose up -d postgres
If this is a new installation, clone the deployment repository and navigate to the directory:

git clone https://github.com/dbeaver/cloudbeaver-deploy.git
cd cloudbeaver-deploy

To restore the PostgreSQL database:

1. Copy the database dump file back to the PostgreSQL container:

docker cp ./postgres_backup.sql $(docker-compose ps -q
postgres) :/postgres_backup.sql

2. Restore the database inside the PostgreSQL container:
docker-compose exec postgres psql -U postgres -f /postgres_backup.sql
3. Optionally, delete the dump file from the PostgreSQL container to free up space:

docker-compose exec postgres rm /postgres_backup.sql

Restore the workspace
To restore the workspace data:

1. Copy the workspace backup file back to the container:

docker cp /path/to/backup/location/backup.tgz $(docker-compose ps -q
<service_name>)":/opt/cloudbeaver/backup.tgz"

e Replace /path/to/backup/location/ withthe desired local destination.

2. Extract the backup in the container:



docker-compose exec <service_name> tar -xvf /var/backups/backup.tgz -C
/opt/cloudbeaver/workspace/



SSL certificate configuration

Proxy and SSL configuration

The instance contains an Nginx proxy server, the configuration of which is located at path /etc/
nginx/conf.d/cloudbeaver.conf

To set up a connection via HTTPS with domain:

e You need to create or buy a valid TLS certificate for your domain endpoint.

e After you get SSL certificate for your domain you must putitto /etc/nginx/ssl/
fullchain.pem as certificate and /etc/nginx/ssl/privkey.pem as a private key.

e Change server_name _; inconfiguration /etc/nginx/conf.d/cloudbeaver.conf to
server_name <your-domain>;

e Enterinterminal sudo systemctl reload nginx.service toreload Nginx proxy

e Now you canopenyour CloudBeaver Server from the browser using your domain address.

Tip
If you need to change Java security properties, for example, to enable TLS 1.0, see how to change Java security properties
for details.

Create self-signed certificate

Self-signed certificates are considered insecure for the Internet. Firefox will treat the site as having an
invalid certificate, while Chrome will act as if the connection was plain HTTP

You can create self-signed certificate for <your-domain> by running the following script in the
terminal:

SECRET_CERT_CSR="/C=US/ST=NY/L=NYC/0=CloudBeaver /OU=IT Department/CN=<your-
domain>"

cd /etc/nginx/

mkdir ssl

cd ssl

sudo openssl req -x509 -sha256 -nodes -days 36500 -subj "SSECRET_CERT_CSR"
-newkey rsa:2048 -keyout privkey.pem -out fullchain.pem



How to change Java security properties

Java security settings can be customized by overriding the default security properties. This is useful
when enabling legacy protocols (e.g., TLS 1.0), modifying cryptographic algorithms, or adjusting

security policies.

Warning
Re-enabling deprecated security features (e.g., TLS 1.0, weak ciphers) exposes your system to known vulnerabilities. Only
do this if required for compatibility with legacy systems, and consider upgrading your security infrastructure instead.

Steps to override Java security properties

1. Createanewfile e.g., java_custom.secure.properties,to override default security settings.

2. Modify the required security properties. For example, to enable TLS 1.0 (whichis disabled by
default), remove TLSv1 from jdk.tls.disabledAlgorithms value:

e Default setting (TLS 1.0 is disabled):

jdk.tls.disabledAlgorithms=SSLv3, TLSv1, TLSv1.1, DTLSv1.0, RC4, DES, \
MD5withRSA, DH keySize < 1024, EC keySize < 224, 3DES_EDE_CBC, anon, NULL,

\
ECDH

e Updated setting (TLS 1.0 is enabled):

jdk.tls.disabledAlgorithms=SSLv3, TLSv1.1, DTLSv1.0, RC4, DES, \
MD5withRSA, DH keySize < 1024, EC keySize < 224, 3DES_EDE_CBC, anon, NULL,

\
ECDH

You can modify other properties in the same way.

3. Map the file in the container.
e Ensure the custom file is accessible inside the container where Java runs. In a Dockerized
environment, map it to a known location.
e Update your docker-compose.yml file with the following lines to place the file inside the
cloudbeaver container:

yaml

volumes:
- ./java_custom.secure.properties:/location//java.secure.properties



environment:
- JAVA_OPTS="-Djava.security.properties=/location/with/java.secure.properties"”

4. Restart the CloudBeaver to apply the changes.



How to connect CloudBeaver to a database on a
separate machine in Azure

Connect your VM with CloudBeaver to PostgreSQL

Configure a peering for your networks

1. Loginto your account in Microsoft Azure and goto Virtual networks.

£ Virtual network] et

F

All Services (34) Marketplace (5)
Documentation (99+)
Azure Active Directory (2) Resources (0)

Resource Groups (0}

Services See al

& Virtual networks

2. Select the network that you created during the VM startup process.

Virtual networks ~

Default Directory

- Create ¢33 Manage view (D Refresh L Export to C5V = Open query 2, Assign tags

| Filter for any field... Subscription equals all +? Add filter ~ More
Showing 1 to 3 of 3 records. Mo grouping ~ | | == List view

|:| Name T Resource group T Location Ty Subscription T

|:| 4> SQL-vpc res-group East US Azure subscription 1
|:| 3 Win-vm-network res-group1 East US Azure subscription 1

3. Select Overview -> Capabilities -> Peerings andclick Add peering.


https://azure.microsoft.com/

Virtual network

|P Search

| «

> Owverview

-] Activity log

Rﬂ Access control (IAM)

¢ Tags

3 Diagnose and solve problems
Settings

4> Address space

& Connected devices

<> Subnets

< Bastion

U DDosS protection
& Firewal
-]

Microsoft Defender for Cloud

% Network manager

4> Win-vm-network =

> Move v @ Delete O Refresh

-~ Essentials

Resource group (move) : res-group1

Location (move)
Subscription (move!

East US

Subscription ID

Tags (edity

Topology

9

: Add tags

Properties

DDoS protection

Configure additional protection
from distributed denial of service
attacks.

@ Not configured

Azure subscription 1
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,C? Give feedback

Tutorials

. Azure Firewall

Protect your network with a
stateful L3-L7 firewall.
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Address space £ 10.1.0.0/16
DNS servers : Azure provided DNY
Flow timeout : Configure

BGP community string : Configure

Virtual network ID : 9701e2f0-9d1a-46a

< 8 Peerings

Seamlessly connect two or more
virtual netwarks.

@ Not configured

4. The Add peering window will be opened.

5. Inthe Peering link name field add the name for the new peering.

6. Inthe virtual network field select the network where your database is located ( SQL-vpc in

this case).



Home > Virtual networks > Win-vm-network | Peerings »
Add peering
Win-vm-network

This virtual network

Peering link name *

| win-vm-to-sql-peering ~

Allow “Win-vm-network’ to access the peered virtual network O

D Allow “Win-vm-network’ to receive forwarded traffic from the peered virtual network O
D Allow gateway in "Win-vm-network’ to forward traffic to the peered virtual network O
D Enable "Win-vm-network’ to use the peered virtual networks' remote gateway O

Remote virtual network

Peering link name *

| win-vm-to-sgl-peering v

Virtual network deployment model @
@ Resource manager

O Classic
D | know my resource ID (&
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| Azure subscription 1 s |

Virtual network *

| V]

workers-vnet

5QL-vpc

Win-vm-network
Endomme e [JI'_'EII‘_'U VITLUA NEIWOTK 1O USE ¥WIN-VIN-rgimworKk s remuoe QHLEWH)P A

7. Click Create.The peeringis configured.

Run CloudBeaver on the Linux VM and connect it to PostgreSQL

Step 1. Running CloudBeaver

1. Connect to your Linux VM via SSH:

ssh -i ~/.ssh/<your_pub_key> <username>@<your_ip>



& morgan-ubuntu-vm | Connect %

- 1
Search ¢ A s 2
J 00 st R Toubleshooting 35 MoreOptons 2P Feedoack
B Overview
B Com ublic P acdress
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Other Information
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2. Check that your Linux VM has access to your SQL DB private IP.

3. Copy the private IP address of your database in Virtual machines -> Your SQL DB ->
Properties -> Networking.

Home > Virtual machines

Virtual machines 1 morgan-postgres & %
Defaut Direc Virtual machi
+ Create v & Switch to dlassic P Seard & Connect C Restat [ stop & Capture [i] Delete () Refresh [} Openinmobile A’ Feedback [Z CLI/PS
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A Essentials
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B morgan-ubuntu-vm e @ Tags

X Diagnose and solve problems

Settings

& Networking

& Connect
Disk
® Disks Properties  Monitoring  Capabilies (7)  Recommendations  Tutorials
o Size —

O Microsoft Defender for Cloud I virtual machine
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Linux (debian 10)
i Extensions + applications

1 Availabiity + scaling

11l Properties
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2
Operations

RAM 4GB
X_Bastion

e PingthisIPinthe terminal:

root@morgan-postgres:~# ping 10.0.0.5

PING 10.0.0.5 (10.0.0.5) 56(84) bytes of data.

64 bytes from 10. : icmp_seqg=1 ttl=64 time=0.04
icmp_seq=2 ttl=64 time=0.05:
icmp _seq=3 ttl=64 time=0.0

0.5
0.5
0.5

0.
64 bytes from 10.0.
64 bytes from 10.0

A

If everything was done correctly in the previous steps, you will get the result as in the
screenshot above. All that remains is to connect our CloudBeaver server to your database.

4. Install Docker if it is not installed. Check this documentation for details.


https://docs.docker.com/engine/install/

5. Run CloudBeaver with this command:

docker run -d --name cloudbeaver-ee --rm -ti -p 8978:8978 -v /var/cloudbeaver/
workspace:/opt/cloudbeaver/workspace dbeaver/cloudbeaver-ee:latest

root@norgan-ubuntu-vm:~# docker run -d

--name cloudbeaver-ee --rm -ti -p 8080:8978 -v
| e52.

a0cf91a4fd70b62059a964d8eb7d46e6e2243dcd9a823b217d064a3d83f
t@norgan-ubuntu-vm:~# docker ps
AINER ID IMAG

0cf9la dbeaver/cloudbeaver-ee:latest
ot@morgan-ubuntu-vm:~# []

/var/cloudbeaver /workspace: /opt/cloudbeaver /workspace dbeaver/cloudbeaver -ee: latest

COMMAND CREATED STATUS PORTS NAMES
"./run-server.sh” 19 seconds ago

cloudbeaver-ee

Up 19 seconds ©0.0.0.0:8080->8978/tcp, :::8080->8978/tcp

You can learn more about CloudBeaver deployment in our documentation.

Step 2. Configure your network to access CloudBeaver

You need to make small changes to the network configuration so that you can access CloudBeaver
Ul

1. Goto Virtual machines -> Networking -> Inbound port rules -> Add inbound port
rule
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@ Network security group morgan-ubuntu-vm-nsg (attached to network interface: morgan-ubuntu-vm461_z1)
Impacts 0 subnets, 1 network ntefaces

Priorty Name Port Protocal Source. Destination Action Addinbound portH
30 assH 2 e Any Any © Alow

P 65000 AlowVnetingound Any Any VirtalNetwork VirtalNetwork © Alow
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B Avaabity  seaing 65500 DenyAlingound Any Any Any Any © Deny

& Configuration

ety Need help?
Il Properties
a tods

2. Add access to port 8080 . For security reasons, we recommend specifying your IP or the IP of
your proxy in the resource to avoid third-party access.



Add inbound security rule

morgan-ubuntu-vm-nsg

Source (1)
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Source port ranges * (D

*

Destination &

‘ Any

Service ()

‘ Custom

Destination port ranges * ()

\ 8080

Protocol

(® Any
() TCp
() upp
() 1icmp

Action

(®) Allow
O Deny

Priority * (O
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Mame *
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4
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-
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3. Openinbrowser http://<your_vm_ip>:8080
That's all done! You are in the CloudBeaver interface.
Step 3. Configure CloudBeaver and connect to PostgreSQL

1. Enter your license key and configure your server.

@) INITIAL SERVER CONFIGURATION

2 Welcome NEXT Main server configuration
=) License
% Server configuration

You can configure the main server parameters here.

You will be able to add additional services after the server configuration.
Administrator is a super user who can configure server, set databases connections, manage other users and much more. Please, remember the entered

password. It is not possible to recover administrator password automatically.

SERVER INFORMATIO CONFIGURATION AUTHENTICATION SETTINGS

Server Name * Enable private connections Allow anonymous access

Clouds
CloudBea

Server URL *

hitp

Session lifetime, min *
RESOURCE MANAGER

Enable Resource Manager

ager functionality

ADMINISTRATOR CREDENTIALS SECURITY DISABLED DRIVERS

Login * Save credentials

badmin

2. Goto Connection Templates,click Add,and type your database name (PostgreSQL for
example).

3. Inthe Host field enter the IP address of your database you received earlier and indicate the
authorization data for your database.



OPTIONS DRIVER PROPERTIES S| ACCESS G

Driver AUTHENTICATION
Database Native
User name User password
postgres
Database

postgres [  Save credentials

Connection name * ADVANCED SETTINGS
Pos

MISC

Description User role

DATABASE LIST

sQL

CONNECTION NAME ADDRESS

4. Click TEST to check that your configuration works.

Connection is established

Client version: PostgreSQL JDBC Driver 42.5.2

Server version: PostgreSQL 13.12 (Debian 13.12-

1.pgdg120+1)

PostgreSQL 13.12 (Debian 13.12-1.pg
64-pc-linux-gnu, compiled by gcc (Debian 12.2.0-

14) 12.2.0, 64-bit

Connection time: 2023-10-09T14:51:49Z

5:51:49 PM

5. Perfect! Now click CREATE in the top right. Connection to your database is added to
CloudBeaver.



Connection was created

PostgreSQL

10.0.0.5

5 PM

Connect DBeaver from Win VM to PostgreSQL

1. Connect to your Windows VM by using RDP.

2. Check that your Linux VM has access to your SQL DB private IP.

e Copy the private IP address of your database in Virtual machines -> Your SQL DB ->

Properties

-> Networking.
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Tutorials
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& Networking
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Private IP address

Private IP a PY6
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e Pingthis IP in the terminal:




E¥ Administrator: Windows PowerShell

If everything was done correctly in the previous steps, you will get the result as in the
screenshot above. All that remains is to connect our DBeaver to your database.

Add your license when starting the application.
Create a new connection and choose your database (for example, PostgreSQL).
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5. Inthe Host field, specify the Private IP address of your database and fill in other fields.



@ DBeaver Enterprise 23.2.0
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Perfect! Your connection is

ready.
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Configuring HTTPS for Jetty server

This guide walks you through creating and configuring SSL certificates, setting up Jetty server
configuration, and running your application with SSL enabled.

Important

You must replace {...} blockswithyour own values.

Configuration steps

1. Open the terminal and navigate to the workspace directory
2. Type the following commands:
a. openssl genrsa -des3 -passout pass:1 -out {your domain}.pass.key 2048
b. openssl rsa -passin pass:1 -in {your domain}.pass.key -out {your domain}.key
c. rm {your domain}.pass.key (or del {your domain}.pass.key onWindows)
d. openssl req -key {your domain}.key -sha256 -new -out {your domain}.csr

e. openssl x509 -req -days 3650 -in {your domain}.csr -signkey {your domain}.key
-out {your domain}.crt

f. openssl pkcs12 -export -in {your domain}.crt -inkey {your domain}.key -out
{your domain}.p12 -name {your domain} -passout pass:{your password}

g. keytool -importkeystore -deststorepass {your password} -destkeypass {your
password} -destkeystore {your domain}.keystore -srckeystore {your domain}.p12
-srcstoretype PKCS12 -srcstorepass {your password} -alias {your domain}

3. Createanewfilecalled ssl-config.xml inthe .data directory inside the workspace with the
following content:

<!DOCTYPE Configure PUBLIC "-//Jetty//Configure//EN"
"http://www.eclipse.org/jetty/configure_10_0.dtd">
<Configure id="Server" class="org.eclipse.jetty.server.Server">
<New id="httpConfig"
class="org.eclipse.jetty.server.HttpConfiguration">
<Set name="sendServerVersion">false</Set>
<Set name="sendDateHeader">false</Set>
</New>

<Call name="addBean">
<Arg>



<New id="sslContextFactory"
class="org.eclipse.jetty.util.ssl.SslContextFactory$Server">
<Set name="keyStorePath">
{Full path to your keystore. Example: /opt/cloudbeaver/
workspace/cb_keys/domain.test.keystore}
</Set>
<Set name="keyStorePassword">
{The password you specified when creating certificates}
</Set>
<Set name="trustStorePath">
{Full path to your keystore example: /opt/cloudbeaver/
workspace/cb_keys/domain.test.keystore}
</Set>
<Set name="trustStorePassword">
{The password you specified when creating certificates}
</Set>
<Set name="IncludeProtocols">
<Array type="String">
<Item>TLSv1.2</Item>
</Array>
</Set>
<Set name="IncludeCipherSuites">
<Array type="String">

<Item>TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384</Item>
<Item>TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384</Item>
</Array>
</Set>
<New id="tlsHttpConfig"
class="org.eclipse.jetty.server.HttpConfiguration">

<Arg>
<Ref refid="httpConfig"/>
</Arg>
<Call name="addCustomizer">
<Arg>

<New
class="org.eclipse.jetty.server.SecureRequestCustomizer">
<Set name="sniHostCheck">false</Set>
</New>
</Arg>
</Call>
</New>
</New>
</Arg>
</Call>

<Call id="sslConnector" name="addConnector">



<Arg>
<New class="org.eclipse.jetty.server.ServerConnector">
<Arg name="server">
<Ref refid="Server"/>
</Arg>
<Arg name="factories">
<Array

type="org.eclipse.jetty.server.ConnectionFactory">

<Item>
<New

class="org.eclipse.jetty.server.SslConnectionFactory">

<Arg name="next">http/1.1</Arg>
<Arg name="sslContextFactory">
<Ref refid="sslContextFactory"/>
</Arg>
</New>
</Item>
<Item>
<New

class="org.eclipse.jetty.server.HttpConnectionFactory">

<Arg name="config">
<Ref refid="tlsHttpConfig"/>
</Arg>
</New>
</Item>
</Array>
</Arg>
<Set name="port">
8978
</Set>
<Set name="idleTimeout">
<Property name="jetty.idleTimeout" default="30000"/>

</Set>
</New>
</Arg>
</Call>
</Configure>

4. Start the application using the following command:

Indocker: docker run --name={container name} -p 8978:8978 -ti -v {absolute
path to workspace}:/opt/cloudbeaver/workspace dbeaver/cloudbeaver-

ee:{container name}

From sources: ./run-cloudbeaver-server.sh



Managing cloud deployed services

After launching your instance:

Access your instance

1. Inyour browser,goto http://<Instance_IP>/,where <Instance_IP> isthe publicIP address
of your instance.

Tip

If you're unsure how to find your instance's public IP, refer to the relevant cloud provider's documentation.

2. You'll be redirected to CloudBeaver’s initial configuration wizard to complete the setup.



APl and Integration

APl and Integration overview

Integration options

CloudBeaver supports several ways to integrate with external tools and automate workflows.

GraphQL API

Use GraphQL to interact with the server using flexible queries and mutations. Supports operations
like user and session management, SQL execution, and more.

Info

Learn more about GraphQL API

MCP server

Run CloudBeaver as a Model Context Protocol - MCP - server to let Al clients execute database
operations through a secure endpoint.

Supports schema inspection, metadata retrieval, and SQL execution for a selected datasource.

Info

Learn more about MCP server

JDBC driver

Use the DBeaver Proxy Driver to let third-party tools connect to databases managed in
CloudBeaver.

Info

Learn more about the JDBC driver




GraphQL API

GraphQL APl overview

CloudBeaver offers a powerful web API through the GraphQL protocol, enabling advanced server
interactions and data manipulation.

Authentication

GraphQL API uses tokens for authentication.

Info

See how to get and use a token.

AP| documentation

For a full list of available queries, mutations, and types, see the GraphQL APl documentation.

Console

The built-in GraphQL console lets you explore the schema, run queries, and test interactions directly
in the browser.

Info

Read more about GraphQL console.

CLI

Use the built-in server CLI to run a single GraphQL operation from a file - perfect for automation, CI/
CD, or headless environments.

Info

Read more about running GraphQL with the CLI.



https://dbeaver.com/docs/cloudbeaver/graphql-api-reference/

Audit logging

For monitoring API activity, you can use the Audit logging panel. When enabled, it records API
requests and stores information about the user, timestamp, endpoint, IP address, and execution
result.

Info

For details, see Audit logging.

Examples

See usage examples in the cloudbeaver-graphgl-examples repository.

You'll find queries for signing in, connecting to databases, running SQL scripts, and managing
sessions.


https://github.com/dbeaver/cloudbeaver-graphql-examples

Generate API token

Note

This feature is available in Enterprise and AWS editions only.

The CloudBeaver allows you to generate API tokens for automating tasks and interacting with the
GraphQL API.

Note

Each user must create their own tokens.

How to generate API token

1. Enable the API token switch in Settings -> Administration -> Server configuration ->
Authentication settings.

2. Navigate to your Profile page in the CloudBeaver.

3. Openthe API Token tab.

gy B D & e @[3

& rQ

ACCOUNT  APITOKEM PREFERENCES

Private
» = Cassandra@localhost:9043
> ClickHouse@localhost (1) (@ CREATE X CANCEL

CREATE API TOKEN

Name * Expiration *

1 week

4. Click + Add.



Note

Users can create up to 5 tokens.

5. Choose Name and Expiration period. You can choose from options like 1 day, 1 week, 1 moth, 1
year, or no expiration (not recommended for security reasons).

6. Copy the token after it’s generated.

Important

Tokens are displayed only once during creation.

How to delete API token

1. Onthe API Token tab.
2. Find the token you want to delete and click the Delete icon.

3. Confirm the deletion in the confirmation dialog.

Note

Deleting a token doesn’t immediately end an active session. Users must log in again for the deletion to take effect.

Using the API token with GraphQL

Authenticate with the GraphQL API console using your token by including it in the query.

e Example query:

query authLogin(Scredentials: Object) {
authLogin(
provider: "token"
credentials: Scredentials
) A
authId
userTokens {
userId

}

authStatus



e Variables:

"credentials": {

"token": "your_api_token_here"

e Example response:

B8

v query authLogin($credentials: Object) {

authLogin x  userConnections +

2 authLegin(

e
v )
}
3
Variables
— 1v{
o

provider: "token"
credentials: $credentials
{
authId
userTokens {
userId
4
authStatus

Headers

v "credentials": {
"token”: "vour api token here’

1
7

o

"data": {
"authLogin": {
"authId": null,
"userTokens": [
{
“userId": "cbadmin®”
}
1,
"authStatus": "SUCCESS"
}
}

GraphiQL




GraphQL console

The GraphQL console in CloudBeaver lets you test requests directly from your browser. To open the
console, go to the following URL:

Use GraphQL console

https://S{serverAddress}/api/gql/console

Replace ${serverAddress} with the actual server host name.

Important

GraphQL console is available only when the server is running in Development mode. Make sure develMode is set to
true inyour configuration to enable access. For information on configuring these variables, see the Server
configuration guide.

You can explore public GraphQL API console on our demo server.

Tip
Run GraphQL requests without the browser using the built-in server CLI. It executes a single operation from a JSON file -
useful for automation, CI/CD, or headless use. Read more about running GraphQL with the CLI.



https://demo.cloudbeaver.io/api/gql/console

Run GraphQL requests from CLI

Run a single GraphQL script from a file using the built-in CLI in CloudBeaver

Prerequisites

e make sure the server container is running
e have an APl access token

e prepare afile with exactly one GraphQL operation, save it in any format (such as . json or
.txt ), and make sure the content is valid JSON

Tip
with Docker Compose, either mount the script file or a folder of scripts into the service container at startup, or copy the
file into the running container.

Write a GraphQL script file

Create a JSON file with query, variables,and operationName . For schema details and more
operations, see GraphQL APl overview.



Example

{

"query": "mutation createConnection($projectId: ID!, Sconfig:
ConnectionConfig!) { connection: createConnection(projectId: SprojectId,
config: Sconfig) { ...DatabaseConnection } } fragment DatabaseConnection on
ConnectionInfo { id projectId name }",

"variables": {

"projectId": "g_GlobalConfiguration",

"“config": {
"configurationType": "MANUAL",
"credentials": { "userPassword": "qwe", "userName": "qwe" },

"mainPropertyValues": { "host": "localhost", "port": "3306" },
"networkHandlersConfig": [],
"providerProperties": {},
"driverId": "mysqgl-ee:mysql8",
"name": "MySQL@localhost",
"host": "localhost",
"port": "3306",
"databaseName": null,
"authModelId": "native",
"properties”: {}
}
Ve
"operationName": "createConnection"

}

For more ready-to-run examples, see the CloudBeaver graphgl examples repository.

Enter the running container

Open a shell in the Compose service container:
docker compose exec <service_name> bash
List services, and get the container id for a service:

docker compose ps
docker compose ps -q <service_name>

Copy your script from the host into the service container:


https://github.com/dbeaver/cloudbeaver-graphql-examples

docker cp /path/on/host/create-connection.json $(docker compose ps -q
<service_name>) :/<your_custom_directory>/create-connection.json

Tip

if you use the older v1 CLI, replace docker compose with docker-compose .

Execute the script

Run the command:

docker compose exec <service_name> ./cbvr.sh -gql \
-input-file /<your_custom_directory>/create-connection.json \
--access-token <api_token>

The command prints the GraphQL response to stdout in JSON , including data, and, if present,
errors . Iferrors occur, the command returns a non-zero exit code.

Save output to a file

To save the GraphQL response to a file:

docker compose exec <service_name> ./cbvr.sh -gql \
-input-file /<your_custom_directory>/create-connection.json \
-output-file /opt/cloudbeaver/workspace/out.txt \
--access-token <api_token>

Command line parameters

Option / Command Applies to Description
-gql GraphQL Runs a GraphQL request from
afile
import-license License import Imports a license file into Clou

dBeaver. Learn more



Option/ Command Applies to Description

--access-token <token> GraphQL API access token for authentic

/ -token <token> ation

-input-file <path> Both Path to the input file inside the
container ( .json, .txt,orli
cense file)

-output-file <path> GraphQL Path to the file where the resp

onse is saved (optional). A safe
writable path inside the contai
neris /opt/cloudbeaver/w
orkspace/ .

Use in AWS

If you run CloudBeaver on AWS, do the same steps inside the instance: place the JSON file on the
instance, then run the CLI there.

Info

For connection and file transfer basics, see AWS documentation:

e connect to your Linux instance using SSH
e connect using EC2 Instance Connect

e transfer files with scp

Exit codes

When CloudBeaver finishes executing a command, it returns an exit code to indicate the result.

Code Name Description

-1 EXIT_CODE_CONTINUE Indicates that the process cont
inues running. You won’t norm
ally see this code when running
commands.

0 EXIT_CODE_OK Command executed successful


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-linux-inst-ssh.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-connect-methods.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/linux-file-transfer-scp.html

Code

Name

EXIT_CODE_ERROR

EXIT_CODE_ILLEGAL_ARGUM
ENTS

Description

ly.

A general error occurred durin
g execution.

Invalid command line argumen
ts were provided.



Model Context Protocol Server (MCP)

© Since 26.0

This feature is available in Enterprise and AWS editions only.

CloudBeaver can run as a Model Context Protocol (MCP) server. This allows external Al clients to
execute database operations through CloudBeaver.

Info

You can find more information about Model Context Protocol (MCP) here.

Enable MCP server

To activate the MCP server:

1. Navigate to Settings -> Administration -> Server Configuration
2. Enable the Al Integration and Al MCP Server options

3. Open the context menu for the connection where you want to use MCP and select Edit
Connection.

4. Openthe Al tab, select the Enable MCP checkbox, and click Save.
After you click Save, the MCP configuration section appears. It includes:
e the generated MCP Endpoint for the selected connection

e ready-to-copy mcp.json examples for supported MCP clients


https://modelcontextprotocol.io/docs/getting-started/intro

Example

{
"mcpServers": {
"dbeaver": {
"type": "http",
“url": "https://server-example.com/api/mcp/projects/General/
datasources/postgres-jdbc-19b9378f1f8-60bb24cfcd2979a7",
"headers": {
"X-API-Key": "${token}"
}
}
}
}

Important

The MCP endpoint is connection-specific. Each connection has its own endpoint and must be configured
separately in the client.

e the Use OAuth authentication instead of API key option

By default, snippets use APl token authentication. To use OAuth, select Use OAuth
authentication instead of API key. The generated snippets are updated automatically.

Note

OAuth support depends on the MCP client. If your client doesn’t support OAuth for MCP servers, use API
token authentication instead.

5. Ifyou use API token authentication, generate an AP| access token and replace ${token} with
the generated token.

Supported tools
Tool What it does
getDatasourcelnfo Returns DB type, version, and connection details.

listCatalogNames Lists all catalogs/databases.



Tool What it does

listSchemaNames Lists schemas in a catalog.
listSchemaNames Lists tables in a schema/catalog.
getTableDetails Returns DDL for one or more tables (columns, co

nstraints, indexes, comments).

executeSQL Runs a SQL query and returns results as CSV (def
ault 10 rows).

Configure an MCP client

After you enable MCP for a connection, use the generated configuration snippet to register the
server in your MCP client.

The snippet depends on the selected authentication method:

e with API token authentication, the snippet includes the endpoint and token header

e with OAuth authentication, the client handles authentication through the OAuth flow

Client configuration is performed entirely on the client side. Refer to your client’s documentation for
instructions on adding an MCP server.

Client Reference

Cursor Cursor documentation

VS Code VS Code documentation
Claude code Claude code documentation
Claude Desktop Claude Desktop documentation

ZED ZED documentation


https://cursor.com/docs/context/mcp#installing-mcp-servers
https://code.visualstudio.com/docs/copilot/customization/mcp-servers
https://code.claude.com/docs/en/mcp
https://modelcontextprotocol.io/docs/develop/connect-remote-servers
https://zed.dev/docs/ai/mcp

Tip
For other MCP clients, use the generated endpoint URL and adapt the configuration according to the client’s
documentation.




DBeaver Proxy driver

Proxy Driver

Note

This feature is available in Enterprise edition only.

DBeaver Proxy Driver is a JDBC driver that allows third-party applications to connect to databases
configured in CloudBeaver. Instead of setting up multiple database drivers and handling complex
authentication mechanisms, you can connect to databases through a single proxy driver.

Itis useful for:
e Users of Bl tools like Tableau, JasperReports, Metabase, or BIRT who need to access databases
managed in CloudBeaver.

e Developers who want to connect external applications to CloudBeaver-hosted databases
without direct access to database credentials.

Info

See the Tableau connection example.

Download

The DBeaver Proxy Driver repository is available on GitHub. You can download the latest version on
the releases page.

Set up DBeaver Proxy Driver

1. Download the driver.

2. Add thedriver to your tool. You can configure the Proxy Driver in any JDBC-compatible tool by
adding the jar files to the tool’s driver settings.

3. Asanadministrator, enable the Proxy Driver in Settings -> Administration -> Server
Configuration -> DBeaver Proxy Driver.

4. Generate an APl access token. See Token generation for details.


https://github.com/dbeaver/jdbc-driver-upd
https://github.com/dbeaver/jdbc-driver-upd/releases

Connecting to the database
To establish a connection, specify the following parameters:
JDBC URL

JDBC URLs for the DBeaver Proxy Driver follow this format:

jdbc:dbeaver-upd:<server-host>:<server-port>:<project>:<connection>

Where:

Placeholder Description

<server-host> The server hostname or IP address.

<server-port> The server port.

<project> The project name. In CloudBeaver, the only availa
ble projectis Shared.

<connection> The connection ID or the name of the database co
nnection in CloudBeaver.

Info

To find the connection ID or name, right-click your database in Database Navigator, select Open, and view the ID and
Name in the opened window.

Properties
API token authentication::

e dbeaver.token : The Proxy Driver requires an Access token for authentication.
User/password authentication::

e dbeaver.user : Specifies the username for authentication.

e dbeaver.password : Specifies the password for authentication.



Note

Database-specific driver properties appear only after establishing a connection.

Driver class name

Use the following driver class name - com.dbeaver.jdbc.upd.driver.cloud.CloudProxyDriver .

Note

In versions before 26.0 class name was com.dbeaver.jdbc.upd.driver.UPDDriver .

Limitations

Currently, the driver supports only basic queries and database operations. It does not yet support:

e Opening more than five connections.

e Editing date/time values.

e Performing dump/restore operations.

e Switching schemas.

e Handling special data types (e.g., timestamp, arrays).

e Executing complex queries (e.g., JOIN operations).



Connect Tableau to a database using DBeaver Proxy
Driver

Note

This feature is available in Enterprise edition only.

To connect Tableau to a database via the DBeaver Proxy Driver, follow these steps:

Prerequisites

Before you start, ensure you have:

e ATableau account.
e Tableau Desktop installed.
e DBeaver Proxy Driver enabled on your CloudBeaver server.

e An APl access token generated. See Token generation for details.

Steps

1. InTableau’s main menu, go to To a Server -> More.
2. Inthe window that opens, select Other Databases (JDBC).

3. Enter the JDBC URL, choose the database dialect, and enter your database username and
password. Example JDBC URL:

jdbc :dbeaver-upd:your-domain.com:443:Shared:postgres-
jdbc-194f450b17f-63a1de2f34b44deb

4. Tousethe APl access token, createa .properties file and add the following line:
dbeaver.token=value

5. Placethe .properties file and all Proxy Driver .jar filesinthe Tableau/Drivers folder.

Note

For more details on using JDBC drivers in Tableau, see Tableau JDBC documentation.



https://www.tableau.com/
https://help.tableau.com/current/pro/desktop/en-us/examples_otherdatabases_jdbc.htm

6. Click Sign In to establish the connection.



Licenses

Import license

Important

Licensing for CloudBeaver AWS is managed entirely through the AWS Marketplace.

To start using commercial versions of CloudBeaver you can:

e buy asubscription
e requesta Trial license for 2 weeks

e request an Academic license if you are a student or a teacher

Info

You will receive a license text by email, and it will also be available in your personal account on our website. The license
text contains your License ID (for example, DB-841MRZHY-ZH54 ), start date, and the license owner's name and
company.

For information on managing your license in the personal account, see License management in the user
portal.

Import from email

1. Copy-paste the license key


https://dbeaver.com/buy/
https://dbeaver.com/trial/
https://dbeaver.com/academic-license/
https://dbeaver.com/

Hella,
Thank you for your interest to DBeaver.

We are glad to see you among DBeaver users. Please, find your license below:

-- DBeaver EE LICENSE - DB-BA1MRZHI-ZHS3
-- Starts at Tue Oct 11 18:14:33 UTC 2022 to Louis Anderson //
PE 20 7 9eCXUA Prpd LneMu FOWC 2 T+ S TtePOXewalloS 2/ Y vuaX1opF 16G/HE1sLT zWoq5a8 1ESEN
BGIZ6HTIOVF PkoSbwickm2 rahRX jRusal BpMa 7snPE /Nal/ 7 /CEzHhy 3+NrstritRgiwiBuc s5h/c
1RgI Zm37 AB5qeRG1 1 VEE 2pGoopRKRe698g TREVIWY ThECRF 5 IvdrgzdxS0HRQrNUl rleVEhI EgqbMS
1319/ 7e 30 BMOy o+ XF 9y VeGi VRQGAQDPSGNWY 1WMolB 2 pGEuhm] twB §+ 1 F 7FyUAFW7 Cwh ] 2 AkBes
1bAF p2REPK Lwe L 2y xanglpnNGDUE L BHAV X oS5w==

Enjoy your database research with DBeaver and good luck!
Regards,

DBeaver team

Note

You need to copy-paste the full license text (not just the license ID). The license text starts with “-” and ends with
“=="characters.

2. Insert the copied license key

Import from the personal account

1. Signin

2. Openthe Licenses tab, where you can find all your licenses


https://dbeaver.com/signin/

Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses.. Rows Per Page: 10 | 20 | 50 | 100

Product :

a 53;?31 MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9QIMSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] ZD[B,;;'?‘I MSZGE- 1 DBeaver Enterprise Edition Meonthly subseription  Jan 7, 2024 =

Bulk actions: (=110 GET LICENSE KEYS

Export all leenses Info as cav

3. Click thelicense ID link. Here you can find your license status, type, maintenance period, and
end support date



Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

License ID: DB-BQ1MSZGF-ZDAM
License Type: Yearly subscription
Maintenance Period: 365 days
Maximum users: ]
Issue Time: Dec 7, 2023
Expiration Time: Dec 6, 2024
License Status: Valid
License customer: g ————————
Ben Johnson,
Test

DBeaver EE -- DBeaver EE LICENSE - DB-9Q1MSZGF-ZDAM

-- Starts at 2023-12-87 ©9:35:25.@ to Test / Ben Johnson //

pre

DOWNLOAD LICENSE COPY TO CLIPBOARD

4. Atthe bottom of the page you can find the license key required to start using CloudBeaver.
There are two options how to copy your license key from the personal account:

e press the COPY TO CLIPBOARD button, then press OK. The license text will be copied to
the clipboard



License Keys:

DBeaver EE -~ DBeaver EE LICENSE - DB-90Q1MSZGF-ZDAM
-- Starts at 2023-12-07 09:35:25.0 to Test / Ben Johnson //

DOWNLOAD LICENSE COPY TO CLIPBOARD

@ License successfuly copled to the clipboard,

o press the DOWNLOAD LICENSE button, then press OK. The .txt file with your license
key will be downloaded to your download folder. The file name is License ID, e. g.
DB-841MRZHY-ZH54 .

DBeaver EE —-- DBeaver EE LICENSE - DB-9QIMSZGF-ZDAM
-- Starts at 20623-12-87 09:35:25.8 to Test / Ben Johnson //

DOWNLOAD LICENSE COPY TO CLIPBOARD

@ Check your download folder.

5. Insert the copied license key

Activate license

Install license during initial server configuration

The license is added during initial server configuration.

To install the license:

1. Openthe license dialog.
2. Choose one of the import options:
e Copy and paste the full license text (not just the ID). It starts with — and ends with ==.

e Use the file upload button to import the license from disk.



3. Click Import to apply the license.

C’@ INITIAL SERVER CONFIGURATION

- BACK S0 License setup
tlcome

License

+ ADD LICENSE

Import the license key for CloudBeaver Enterprise Edition

For mare informatio

IMPORT

License Key *

Install license using environment variable

You can install the license without using the Ul.

Warning

When you install the license using this method, it can't be changed from the Ul. Any changes made in the Ul will be
ignored and overwritten by the mounted file after restart.

Set the DBEAVER_LICENSE_CUSTOM_PATH environment variable to the full path of the license file
(including the file name). The license file must be available inside the container (for example,
mounted with a volume).

For more information on setting environment variables, see CloudBeaver configuration variables.

Install license using CLI

You can also install the license from the command line using the built-in CLI tool ( cbvr.sh).

Tip

use this method when the Ul isn’t available, for example, in automated setups, AWS instances, or headless servers.




Run the following command inside the service container:

docker compose exec <service_name> ./cbvr.sh import-license \
-input-file /opt/cloudbeaver/<your_custom_directory>/CB-471MUZET-ZKLX.txt

This command installs the license file into the current workspace. The path must point to a file that
exists inside the container.

Note

the cbvr.sh import-license command doesn’t require an APl token and can be run before the server is fully
initialized.




Update license

Licenses expire after a set period. You may need to update yours if it has expired, or if you've
received a new or upgraded license.

Use one of the methods below depending on your situation:

Renew license

e ifthe server has internet access, the license updates automatically after you upgrade it on
dbeaver.com.

e ifthe server doesn’t have internet access, open the Administration panel and re-install the
updated license manually.

e ifthelicenseisinstalled via environment variable, replace the license file at the specified path.
The new license will be applied automatically after the next server restart.

Change license

If your license was updated:

1. Goto Settings -> Administration -> Product Information
2. Click + Add license

3. Paste or upload your new license

The previous license stays in the system but becomes inactive if the new one has a later issue date.

Tip

Use the same steps to replace a trial license with commercial license.



https://dbeaver.com/

License management in the user portal

Manage your CloudBeaver license in the user portal after purchase. You can assign managers, add
users to group licenses, monitor usage, and reassign it.

License manager

A license manager is a user who can manage a license. Managers have the same permissions as the
license owner, except order information and transferring the license to a new owner.

Managers can:
e add or remove other managers
® manage users

e view license usage data

e renew, expand, or reassign the license

Manager assignment

If a reseller specifies an end user during checkout, that user becomes a license manager
automatically. The assigned user gets access immediately after purchase.

If you purchase directly:

e the buyer becomes the license owner
e no managers are added automatically

e you can add managers manually in the user portal, or contact our support team

Add managers

1. Openthe Licenses tab.



Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses.. Rows Per Page: 10 | 20 | 50 | 100

Product *

a Zbgfgl MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9Q1MSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] zbgff(n MSZGE- 1 DBeaver Enterprise Edition Monthly subscription  Jan 7,2024 =

Bulk actions: @ GET LICENSE KEYS

Export all licenses info as csv

1. Select alicense from the list.
2. Inthelicense details, go to License manager(s).

3. Click Set license manager.
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License Type:
Maintenance Period:

Administrator

Developer
Manager
Editor
Viewer
Issue Time:

Expiration Time:

License Status:

License manager(s):

Payments:

ACCOUNT TICKETS

Yearly subscription

816 days

1

May 9, 2024

Aug 4, 2026

Valid

[ May 9, 2024

Add more roles

Renew subscription

Set license manager

4. Inthedialog, enter the user's email.

5. Click Add to include more users if needed.
e You can add any number of managers.

e You can add multiple emails before saving.

e Ifthe user doesn't have an account, DBeaver creates one automatically.

e The user receives an email with access details.
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License ID:

.

Set License Manager

You can grant the rights to manage the license to another person. The license
manager will be able to set license users data.

Email:

your_email@provider.com

© add

manager

6. Click Save.

Remove a manager

1. Open the Licenses tab.




Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses.. Rows Per Page: 10 | 20 | 50 | 100

Product *

a Zbgfgl MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9Q1MSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] zbgff(n MSZGE- 1 DBeaver Enterprise Edition Monthly subscription  Jan 7,2024 =

Bulk actions: @ GET LICENSE KEYS

Export all licenses info as csv

1. Select alicense from the list.
2. Inthelicense details, go to License manager(s).

3. Click Set license manager.




ORDERS LICENSES

lLicense ID:
License Type:
Maintenance Period:

Administrator

Developer
Manager
Editor
Viewer
Issue Time:

Expiration Time:

License Status:

License manager(s):

Payments:

ACCOUNT TICKETS

Tl B
Yearly subscription

816 days

May 9, 2024

Aug 4, 2026

Valid

[ May 9, 2024

Add more roles

Renew subscription

Set license manager

4. Click the remove icon next to the user.
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License ID:

License Type:

Set License Manager

Maintenance Periad:

Administrato
o i You can grant the rights to manage the license to another person. The license
manager will be able to set license users data.

Developer
Email:

Manager
your_email@provider.com

© add

Editor

Viewer

Issue Time:
| SAVE CANCEL

B —LsLy

License Status:

License manager(s): Set license manager

Payments: e Way 9, 2024

5. Click Save.
e The user loses access to the license.

e The user receives a notification email.

Tip

A license manager can't remove themselves from the license.

License usage data

License managers and license owners can check how a license is used - who uses CloudBeaver, when,
and from which environment.

1. Open the Licenses tab.



Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses.. Rows Per Page: 10 | 20 | 50 | 100

License ID * Product * S

Date 7

a 53;?31 MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9QIMSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] ZD[B,;;'?‘I MSZGE- 1 DBeaver Enterprise Edition Meonthly subseription  Jan 7, 2024 =

Bulk actions: (=110 GET LICENSE KEYS pp——

Export all leenses Info as cav

2. Select alicense.
3. Click Show license usage.

4. The Recent license usage table opens.



Hide license usage

Recent license usage:

Date Product P Host name 0s
Apr 9, 2026 09:26 Java-http-client/21.0.10 i s databases.team
Apr 9, 2026 09:25 Java-http-client/21.0.10 LR R B databases.team
Apr 9, 2026 09:25 Java-http-client/21.0.10 T LT databases.team
Apr 9, 2026 09:25 Java-http-client/21.0.10 TSI databases.teamn
Apr 8, 2026 09:26 Java-http-client/21.0.10 L e databases.team
Apr 8, 2026 09:25 Java-http-client/21.0.10 18 LAIM T databases.team
Apr 8, 2026 09:25 Java-http-client/21.0.10 T TS TH & databases.team
Apr 8, 2026 09:25 Java-http-client/21.0.10 o BT databases.team
Apr 7, 2026 09:26 Java-http-client/21.0.10 PR R databases.team
Apr 7, 2026 09:25 Java-http-client/21.0.10 Tl LALLM databases.team
Apr 7, 2026 09:25 Java-http-client/21.0.10 databases.team
Apr 7, 2026 09:25 Java-http-client/21.0,10 databases.team
Apr 6, 2026 09:26 Java-http-client/21.0.10 databases.team
Apr 6, 2026 09:25 Java-http-client/21.0.10 databases.team
Apr 6, 2026 09:25 Java-http-client/21.0.10 (e el databases.team
Apr 6, 2026 09:25 Java-http-client/21.0.10 LE - N databases.team
Apr 5, 2026 09:26 Java-http-client/21.0.10 T8 AATH & databases.team
Apr 5, 2026 09:25 Java-http-client/21.0.10 ITL databases.team
Apr 5, 2026 09:25 Java-http-client/21.0.10 itH databases.team
Apr 5, 2026 09:25 Java-http-client/21.0.10 T 3LM L databases.team

Showing 1 to 20 of 2311 rows

2 3 4 5 Next »

Warning

Usage data is collected only when CloudBeaver has network access. If CloudBeaver can't connect to the network (for
example, blocked by a firewall), no data is sent. The table will be empty.

Tip

Only license owners and license managers can access license usage data. Regular group license users can't view it.

Manage users

Add users to a license and manage access for your team.

Tip
You can assign multiple license managers for the same group license. Each of them can manage the list of users
independently.




User 1 Role -

Group license users:

Search group license users...

Email or username
\
User 2 Role i Email or username
© add

Inform license user by email @

First and last name

First and last name

Assign users manually

1. Open the Licenses tab.

Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses..

Rows Per Page: 10 | 20 | 50 | 100

a ZD[B’:S‘l MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9QTMSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
a Zbg::'?“ MSZGE- 1 DBeaver Enterprise Edition Monthly subsecription  Jan 7, 2024 =

Bulk actions: m GET LICENSE KEYS

EXPORT INFO

Export all licenses info as csy

2. Select agroup license.

3.

In the license details, go to Group license users.




Group license users: Search group license users... £ X

User 1 - Email or username First and last name
User 2 v Email or usemname First and last name
O add

Inform license user by email (7)

Save Import from csv

4. Enter user details:
e Email or username

e First and last name

5. Click Add to include more users if needed.
6. (Optional) Keep Inform license user by email enabled to notify users.
7. Click Save.

Users get access to the license in their account and can import it. They can't change license settings.

If a user doesn't have an account, the portal creates one automatically. They receive an email to set a

password.

Import users from CSV

If you have many users to add, upload them from a CSV file instead of adding them one by one.

1. Open the Licenses tab.



A e N

Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses..

Product :

Rows Per Page: 10 | 20 | 50| 100

a 23;?31 MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9QIMSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] ZD[B,:E‘I MSZGE- 1 DBeaver Enterprise Edition Meonthly subseription  Jan 7, 2024 =

Bulk actions: (=110 GET LICENSE KEYS

EXPORT INFO

Export all leenses Info as cav

Select a group license.
In the license details, go to Group license users.
Click Import from CSV.

Upload your CSV file containing the user details.




Import users data

Group license users:
Prepare a file in csv format to import users into the license.

The file should have at least two columns. The mandatary first column for
the user's role should contain any of the following: ADMINISTRATOR,

( DEVELOPER, MANAGER, EDITOR, or VIEWER. The mandatory second

column should contain the Email or User Name. The third column for the
First and Last Name is optional. Get csv example,
User 2

© rdd Select a file:

Inferm license user by email (2) | Browse...| No file selected.

Inform license user by email ®

UPLOAD CANCEL

Each line is one user.

Example

alice@dbeaver.com;Alice Cooper
user-bob;Bob Bundy

Remove users

1. Open the Licenses tab.



Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

Search licenses..

Product :

Rows Per Page: 10 | 20 | 50| 100

DB-9Q1MSZGF-

a ZDAM 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9QIMSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
a ZD[B,:E‘I MSZGE- 1 DBeaver Enterprise Edition Meonthly subseription  Jan 7, 2024 =

Bulk actions: (=110 GET LICENSE KEYS

EXPORT INFO

Export all leenses Info as cav

2. Select agroup license.

3. Inthelicense details, go to Group license users.

4. Click the remove icon next to the user.

Group license users:

Search group license users...

User 1  MANAGER -

some_email@provider.com
User 2 VIEWER - some_email@provider.com
©Q add

Inform license user by email (2)

First and last name x

First and last name x

5. Click Save.

When a user is removed, they receive a notification email.




Reassign license

Reassign a license when you need to transfer it to another user, for example if the current user no

longer needs access.

1. Open the Licenses tab.

Ben Johnson

LICENSES ACCOUNT

ORDERS

Licenses | Assignment

Search licenses..

TICKETS

Rows Per Page: 10| 20 | 50 | 100

a Zbgfgl MSZGF- 5 DBeaver Enterprise Edition Yearly subscription Dec 6, 2024 =
O DB-9Q1MSZGC-ZDAL 1 DBeaver Enterprise Edition Trial Dec 21,2023 =
[m] zbgff(n MSZGE- 1 DBeaver Enterprise Edition Monthly subscription  Jan 7,2024 =

Bulk actions: @

GET LICENSE KEYS

EXPORT INFO

Export all licenses info as csv

1. Click the Assignment subtab.




Ben Johnson

ORDERS LICENSES ACCOUNT TICKETS

Licenses | Assignment

DB-9Q1MSZGF-ZDAM - not assigned - -
- not assigned -
- not assigned - 2
- not assigned -
- not assigned -

Showing 1 to 1 of 1 rows

1. Click the actionicon in the row of the license you want to reassign.

2. Inthe pop-up window, enter the new license end user's details.



ORDERS LICENSES

TICKETS ACCOUNT

License Type:

DB-G1IMPZMX-ZKTI

Perpetual

Maintenance Period:

g Change license owner data

Issue Time:

2020-07-29

Expiration Time:

IN/A

End Support Date:

First Name:

2022:0728 |

test

License Status:

Valid

Last Name:

License customer:

testvu13@gmail |
Joe Test, N

db

DBeaver Corp.

License end-user:

Company:

testvul3@gmail
test db, \

Reset to customer data

-- DBeaver EE LICENSE - DB-611MPZMX-ZKTI

-- Starts at 2021-87-29 13:23:45.0 to - / test db //

Xb76GE0/SiCIbcIKSq2ePRTiDeisTocuwLEstCUGI/uGfjpgPHATSPRGF/ spTNEHWN8JovOppqvl
wmkrC74Q76dfNtROIHEbyDcW+FhG+1Ux/kCsadQGydH7IRPI®+3y5yY7BqsddBNo5z7zgzkm+816
ww05iGs3bsKGAm13AMak1xq3dtVSubxWARBeaNn8Ewu1Je3Ut1p757vGkOtx32M380dn4wBBSFFd
Jkg001IfnfAW3y9P7nQxVivuFfB2dVeMxn33GEx]5guglYO2CMGq56E7ZKLEA/XPZOYTFivus3nT
MC1BITttHVIomAmMKHWXS /ZgXHYFf1n1AkCS3pui==

DOWNLOAD LICENSE

Y TO CLIPBOARD

1. Click Save.

Tip

If you have many users to add, upload them from a CSV file instead of adding them one by one.




License types

License types

CloudBeaver offers different license types Use the table below to compare license types, support

availability, and limitations.

License comparison

Single-serve
r

Product ava Enterprise

ilability

Version upd Included dur

ates ing subscrip
tion

Duration of 1year

access

Access bloc After expira

ked tion or faile
d renewal

Renewal Annual rene
wal

Support While the su
bscription is
active

Multi-
server

Enterprise

Included dur
ing subscrip
tion

1vyear

After expira
tion or faile
d renewal

Annual rene
wal

While the su
bscription is
active

AWS Marke
tplace

AWS

Included (bil
led via AWS)

Managed by
AWS (hourly
or annual bil

ling)

Managed by
AWS

Managed by
AWS

While the su
bscription is
active

Academic

Enterprise

Included for
1vyear

1vyear

Must reques
t new licens

e after expir
ation

Included wh
ile the trial p
eriod is activ
e

Trial

Enterprise

Full access t
o all feature
sduring the
14-day trial

14 days

Access is blo
cked after th
e trial perio
dis finished

Not renewa
ble

Not include
d



Single-serve Multi- AWS Marke Academic Trial
r server tplace
Offline use Yes Partially sup Not support Yes Yes
ported ed
Requires int
ernet for us
ersyncorm
anual reimp
ort
User manag Managed o Managed vi Managed by Manual Fixed: 5 user
ement n-premises a dbeave AWS S

orincloud r.com plus
UI/SSO if se
ats are avail
able

Limitations Per named u Per named u Per instanc Academic us Limited to 5

ser, per serv ser,across m e, AMI-base eonly users

er ultiple serve d licensing
rs

Info

To check your current license, go to dbeaver profile.



https://dbeaver.com/profile/

Multi server license

Multi-server licenses are designed for teams that need to run CloudBeaver on more than one server.

Use cases

e several independent environments (production, staging, test)
e distributed infrastructure

e high availability setups with standby servers

How it works

A multi-server license covers a fixed number of servers and named users under one subscription. All
users must be listed in the license, even if only some of them connect to multiple servers.

Setup
To run a multi-server license, follow these steps:

1. Install the product on each server where it should run.

2. Duringinstallation, import the license key into each server. This key is the same for all serversin
the subscription.

3. Users synchronization

e whenthe license is imported, the initial user list is pulled from the License Manager on
dbeaver.com.

e all servers share the same named users from License Manager.

Info

For information on how to manage users, see Manage users for multi-server licenses.

4. Changes in user management

e updates from License Manager synchronize automatically once per hour.

Tip

To apply changes immediately, restart the server.



https://dbeaver.com/

e ifauserisdeleted or blocked in the Ul, they can be re-added immediately through License
Manager. The same action in the Ul is only available after two weeks.

Important

License Manager always has the priority over all other user management methods.

5. Offline work
e multi-server licenses require internet access for automatic synchronization.

e if aserver has nointernet connection, you must manually re-import the updated license file
whenever the user list changes.

6. Server configuration

e multi-server subscriptions don’t require special configuration parameters. Servers work the
same way as with single-server licenses.

e each server can have its own domain, connections, and settings. The only shared element
across servers is the licensed user list.

Multi-server license specifics

e minimum of 5 users per license.

e Can be deployed On-premises, in private or public clouds, or in hybrid environments.

Info

For details, see Deployment options.

The number of users can be increased at any time during the subscription by sending a request by
email or using the website. Additional users require an updated license. You can reduce the number
of users, but only before the next renewal.

The number of servers can also be changed, but only by email request. As with users, servers can be
reduced only before renewal.

Manage users for multi-server licenses
Multi-server subscriptions use named user licensing. The complete user list is maintained on
dbeaver.com in the License Manager, and this list applies to all servers that use the same license key.

You manage the list on dbeaver.com: add or remove users, assign license managers, or import users
from CSV.


https://dbeaver.com/

Users can also join the system in several ways:

e vialicense Manager. Learn more

e viathe CloudBeaver Ul. Learn more

e viaSSO login (users are created automatically if seats are available). Learn more

e via AWS |IAM (users are created automatically if seats are available). Learn more

Automatic synchronization pulls updates from dbeaver.com to every server that has internet access.

Tip

If a server works offline, apply user list updates by reimporting the license file.

Differences with single-server license

Aspect

User management

User list

Synchronization

Offline mode

Single-server license

Managed fully inside the serve
r admin panel. The license key i
s imported and updated in the
ul.

All users are named. Every use
r accessing the server must be
counted in the license.

Internet is not required. The se
rver works offline and license u
pdates are handled manually in
the UL

Works offline without restricti
ons.

Multi-server license

Main management through
dbeaver.com. Users can also be
added inthe Ul or viaSSO if se
ats are available.

All users must be named and c
ounted in the license, evenif n
ot all connect to every server.
One license key is shared acros
s servers.

Requires internet for automati

c user synchronization, by defa
ult every hour. Without interne
t the license file must be reimp

orted manually.

Works offline only if the licens
e file is manually reimported af
ter user list changes. Without t
his, user updates will not apply.

Info

Learn more about license types.
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About CloudBeaver
Editions

CloudBeaver Enterprise

CloudBeaver Enterprise is a lightweight web app for secure, all-around data management. It
provides a single cloud solution to work with multiple data sources directly from your browser.

Built for teams and organizations, it offers features like an Al assistant for SQL queries, advanced
user management, and seamless support for AWS, Microsoft Azure, and GCP.

Info

Explore CloudBeaver's features on our Demo Server to get a hands-on experience.

Enterprise Edition features

The Enterprise Edition provides powerful tools designed for professional database management,
security, and integration:
o Easy server setup
e One-command deploy: Quickly install using a single Docker command. Learn more
e Domain configuration: Set up a custom domain and SSL certificate. Learn more
e Multiple database support

e Unified interface: Work seamlessly with multiple databases from a single platform. Learn
more

e Driver management: Create and modify custom drivers. Learn more
e Secure access

e Enterprise authentication: Choose from a variety of authentication types, including SSO,
OpenlD, and IAM, for secure and flexible application access. Learn more

e User provisioning: Import users from systems like AzureAD, Okta, or Google to pre-
configure access. Learn more

e Connection sharing: Save and share credentials for all users with access. Learn more

e Multi-user collaboration: Enable teams to work together securely with customized


https://dbeaver.com/cloudbeaver-enterprise/

permissions. Learn more
¢ Data management
¢ Interactive tools: Apply flexible filters and view data interactively. Learn more

e SQL development: Enhance SQL writing with autocomplete, syntax highlighting, and script
execution. Learn more

e Dataimport/export: Import data from files or export to various formats. Learn about data
import | Learn about data export

e Database visualization: View database structures, relationships, and metadata with entity
diagrams. Learn more

e SQL editor and advanced tools

e SQL editor: Write and execute SQL scripts, manage queries, and view results in a user-
friendly interface. Learn more

e Al assistant: Use Al for smart SQL completions and suggestions. Learn more

e Visual query builder: Build complex queries with an intuitive graphical interface. Learn
more

¢ Integrated cloud tools
e Cloud Explorer: Access and manage databases hosted in cloud environments. Learn more

e Cloud file management: Work with files stored in cloud storage systems. Learn more

Subscription model
CloudBeaver Enterprise Edition is offered as an annual subscription, which should be renewed to
continue receiving updates and support.

Discover more about CloudBeaver Enterprise Edition and subscribe.

Supported databases

CloudBeaver Enterprise provides support for a wide range of databases. For a full list of supported
databases, refer to Supported databases.

This edition also includes the Cloud Explorer feature, which provides access to cloud databases such
as those on Amazon Web Services (AWS), Google Cloud Platform (GCP), and Microsoft Azure. Cloud
Explorer enables centralized authentication and automatic configuration, simplifying the
management of cloud database connections.


https://dbeaver.com/cloudbeaver-enterprise/

Cloud Explorer databases

For alist of supported databases, please refer to the related section in the Cloud Explorer guide.



CloudBeaver AWS

CloudBeaver AWS is a multi-user web tool for managing databases, built to work with Amazon Web
Services (AWS). It allows teams to collaborate easily and take advantage of AWS infrastructure. This
edition is especially useful for teams and organizations using AWS cloud environments. It provides a
shared, web-based platform for managing databases, making it easier to collaborate, access, and
manage data while using AWS infrastructure.

CloudBeaver AWS key features

The CloudBeaver AWS Edition provides a powerful set of features tailored for database
management within the AWS ecosystem. These features focus on seamless integration with AWS
services, scalability, security, and collaboration.
e AWS Services
e Cloud Explorer: A tool for managing and connecting cloud-hosted databases. Learn more.

¢ Amazon S3 support: Manage cloud storage directly from CloudBeaver by integrating with
Amazon S3. Learn more.

e Secure access

e Access management: CloudBeaver AWS integrates IAM, SAML, OpenlD, and various
security identity providers to provide secure access. Learn more.

e User management: Centralize access control with admin tools. Import users directly from
identity providers like Google, Okta, and Azure. Learn more.

e Collaboration

e Multi-user collaboration: Collaborate in real-time with multiple users, setting custom
teams and permissions to maintain data security.

e Query history: Track and review past queries. Learn more.
e Data management and SQL development

e Data filters and views: Utilize flexible filters and interactive views for efficient data
handling. Learn more.

e SQL development tools: Enhance SQL development with autocomplete, syntax
highlighting, and script execution capabilities. Learn more.

e Dataimport/export

e Data export: Export data to a variety of formats, including CSV, Excel, and more. Learn
more.

e Dataimport: Import data from files directly into your database. Learn more.


https://aws.amazon.com/marketplace/pp/prodview-kijugxnqada5i

e Data Visualization

e Entity relationship diagrams: Visualize database schemas through entity-relationship
diagrams. Learn more.

e Query development

e Al assistant in SQL Editor: Integrates an Al assistant to offer guidance and automation
within the SQL Editor. Learn more.

e Searchin query history: Enables searching through previous queries for easier
management and reuse. Learn more

e Visual query builder: Provides a graphical interface to construct SQL queries without
writing code. Learn more.

Integrated database drivers

CloudBeaver AWS has a comprehensive set of JDBC drivers, offering connectivity to various
databases without needing separate downloads and configurations.

Supported databases

The CloudBeaver AWS provides support for a wide range of databases. For a full list of supported
databases, refer to Supported databases.

Subscription and licensing

CloudBeaver AWS is available for subscription through the AWS Marketplace. The subscription
price depends on the instance size you choose. A bigger instance allows more users to work with the
application at the same time.

You get a one-month free trial with access to all CloudBeaver features. After the trial, billing is
managed based on the AWS pricing plan for the chosen instance size. You don't need an extra
license, as everything is handled through the AWS Marketplace subscription.

Info

Inrare cases, CloudBeaver AWS may request a license if access to the EC2 metadata service is restricted. This is often due
to enforced IMDSv2 policies by AWS. Since CloudBeaver runs inside a Docker container with a different network
interface, it might be unable to communicate with the EC2 instance metadata. Refer to the Troubleshooting section for
guidance on resolving this issue.



https://aws.amazon.com/marketplace/pp/B08QTY2JTF

Initial setup

After subscribing, navigate to http://<EC2_IP>/ inyour browser,where <EC2_IP> isthe public IP
of your EC2 instance. This will open the initial CloudBeaver configuration wizard, which guides you
through the setup process.

Info

For more information on initial configuration, see Server configuration wizard.

Specify Agreement ID during the initial configuration or after completing the wizard in Settings ->
Administration -> AWS Settings -> Marketplace Configuration. The Agreement ID is required for
Domain Manager functionality and for validating your Marketplace subscription in support cases.

Tip

If you need assistance on how to find your Agreement ID, refer to the official AWS documentation.

CloudBeaver AWS updates

CloudBeaver AWS runs as a Docker Compose cluster on your EC2 instance. To update it manually,
connect to your EC2 instance via SSH or the instance console, and pull the desired Docker image.

Important

CloudBeaver AWS uses Docker Compose to manage containers and volumes. Use Docker Compose for all update
operations.

Refer to the following documentation for additional guidance:
e CloudBeaver AWS images and tags on Docker Hub

e AWSEC2: Connecting via SSH
o AWSKkey pairs

e Docker compose documentation

Support
For technical support with CloudBeaver AWS, submit a ticket through the DBeaver customer portal
on dbeaver.com.

An administrator can click the Tech Support button in the CloudBeaver interface. This opens the
ticket creation page in the DBeaver customer portal.

In the ticket form:


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/marketplace-manage-subscriptions.html
https://hub.docker.com/r/dbeaver/cloudbeaver-aws/tags
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.docker.com/compose/
https://dbeaver.com/

1. Select Technical support as the ticket type
2. The License field will be populated automatically with your Agreement ID
3. Describe the issue and submit the request.
Alternatively, log into your account on the DBeaver website, navigate to Profile -> Tickets, and

create a new support ticket manually. If creating the ticket manually, make sure the Agreement ID is
specified in the License field.

Tip

If you need assistance on how to find your Agreement ID, refer to the official AWS documentation.

Troubleshooting

CloudBeaver AWS installations from the AWS Marketplace may prompt for a license due to issues
with EC2 metadata service availability. This can happen when AWS policies enforce the use of
IMDSv2 and restrict access to IMDSv1.

Since CloudBeaver runs inside a Docker container, it operates with a different IP address, which
prevents it from connecting to the EC2 metadata service using IMDSv2. As a result, CloudBeaver
cannot verify that it was launched through a Marketplace installation.

Solution: To resolve this, ensure your Docker container is run with the --network host option,
which allows CloudBeaver to access the EC2 metadata service by sharing the host's IP address.


https://dbeaver.com/
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Release cycles

This article explores the release cycles and support periods, detailing how we organize software
updates and support.

CloudBeaver release cycles

CloudBeaver releases updates on a structured schedule, providing users with regular
enhancements, new features, and fixes.

Release schedule

o Regular releases: CloudBeaver releases a new stable version every three months, resulting in
four major updates annually.

e Early Access (EA) versions: Additionally, CloudBeaver provides Early Access (EA) versions
every two weeks. These versions allow users to engage with upcoming features and changes,
offering feedback to help refine these enhancements before their official release.

Important

The EA version may not be as stable as the regular releases. Users are advised to use EA versions with caution.

Docker tags
The following tags determine the version you install on your machine:

e ca:Thetag ea isassociated with the latest Early Access (EA) version that has been released.

latest : The latest tagpoints tothe most recent stable version.

Versions with the specific numbers:
e xx.0.1:Specifying aversion in this format will download the exact version of the CloudBeaver.

e xx.0:Using aversion number formatted as xx.0 will download the latest version within the
XX .0 series.

e xx :Specifying just the major version number, like 24 will download the latest version within
the major version 24 family.

Tip

For instruction on deployment, see CloudBeaver Deployment.




Customer technical support

Accessing technical support

CloudBeaver ensures all users receive technical support for the duration of their paid license.
Tickets for technical support can be submitted via the website.

Tip
If you're an administrator, open Settings - Administration to find the Tech Support link in the sidebar. It takes you straight
to the support request page.

End of support

Please be aware that technical support ends alongside the expiration of the license period. This
occurs even though CloudBeaver remains usable for users with a Perpetual license type.


https://dbeaver.com/tickets

FAQ

How to check driver version

The easiest way to check your driver version:

1. InDatabase Navigator, right-click your connection
2. Click Edit Connection

3. Inthe window that opens, click Test

4,

In the summary pop-up, check the Client version-that’s your driver

How to update driver version

To update a driver version:

1. Asanadministrator, go to Administration -> Driver Management
2. Openthedriver

3. Gotothe Libraries tab

4

. Click Add file and upload the new version. You need to download the JAR file manually. Sources
vary depending on the driver:

e Official vendor site-some drivers are only available on the database vendor’s site
e GitHub releases-many open-source drivers publish binaries in the Releases section
e Maven Central-some drivers are available at search.maven.org

e Other public repositories-some projects host drivers on project-specific sites or custom
registries

5. Delete the old file, then click Save

How to get logs

To check logs for errors or connection issues, use one of the methods below.

In the Ul

Go to Tools -> Log Viewer


https://search.maven.org/

In Docker

docker compose ps # find service name
docker logs <container_name> > container.log 2>&1

Tip

If the server won't start after an update, run docker compose ps -a tolistall containers, including stopped ones.

In Kubernetes

kubectl get pods # list all pods
kubectl logs <pod_name> > pod.log 2>&1

Tip

e add -n <namespace> if your pods runinacustom namespace

e use kubectl logs <pod_name> -c <container_name> if the pod has multiple containers

In CloudBeaver AWS

If you deployed CloudBeaver on AWS, you can access logs through the AWS Console:

1. Inthe EC2 Console, find your instance
2. Click Connect

3. Use Session Manager or SSH

4. Run:

docker compose ps # find service name
docker logs <container_name> > container.log 2>&1

Tip

Whenyourun docker logs >> logs.txt,thefileissavedinside the instance, in the directory where the
command was run.



https://console.aws.amazon.com/

Ul freeze or SSO stuck
If the Ul looks normal but never updates, or SSO/login hangs, check if WebSockets are working:

1. Inyour browser, open DevTools -> Network

2. Filter by ws. You should see a ws://<your-domain>/api/ws or wss://<your-domain>/api/ws
request with status 101 Switching Protocols

Info

e if yousee 101 and the connection stays open -> WebSockets are working

o ifit's missing, shows errors like 404/502/503, or closes quickly -> the proxy or firewall may be blocking
WebSockets

3. Ifthe connection closes quickly, increase proxy or load balancer timeouts

Info

For details, see WebSockets.

Note

If WebSockets are blocked, CloudBeaver may switch to Long-Polling mode. In this case, the Ul usually loads and works,
but updates, task progress, and metadata changes may be delivered with a short delay compared to WebSockets.

Ul doesn’t load or render correctly

This usually happens when you’re using an unsupported or outdated browser.

If the page doesn’t load, freezes, or parts of the Ul are missing, try updating your browser or opening
CloudBeaver in another supported one.

Info

For more information, see Supported browsers.
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